
Hiring an AML 
Compliance Officer 
Cleo Shortland

Alice Tregunna   

False promises and 
marketing gloss

Chainalysis
Money Laundering

Property Brokers 
DIA engagement 

attic magazine 
Cryptocurrency Feb | Mar



Property Brokers Ltd Licensed REAA 2008

We are committed to getting our clients the absolute best  
results in real estate and that’s never going to change.

Whether you’re looking to buy, sell, invest, or have 
your property managed, you’ll want to talk to us  
0800 367 5263 or visit pb.co.nz/pm

Property Management

Winner
Small Residential Office of the Year - Volume
Medium Residential Office of the Year - Volume
Large Residential Property Management Office of the Year

Finalist
Large Agency - Property Brokers
Large Residential Office of the Year
Medium Residential Office of the Year
Medium Residential Office of the Year - Volume
Small Residential Office of the Year - Volume
Small Rural Office of the Year
Small Residential Property Management Office of the Year
Residential Rising Star
Personal Assistant of the Year
Property Manager of the Year

Our biggest reward is 
our happy customers,  
but these are nice too...



Alice Tregunna 
Chief Executive Officer
CAMS, Ph.D, LL.M, LL.B

From the  
Editor-in-Chief

Connect

LinkedIn

Setting the benchmark and driving best practice across AML/ CFT.

The ongoing Russian situation and increasing global sanctions 

will continue to be a moving target over the coming weeks and 

months. It is a reminder of the importance of AML/CFT checks 

representing an accurate snapshot in time. The ‘status’ of a 

new or existing client can literally change overnight, and if you 

do not remain diligent it is highly unlikely that you will pick up 

on these updates.

Globally sanctions lists are updated daily and should be 

included in your standard onboarding and ongoing due 

diligence checks. Ensuring that you are rerunning sanction, 

PEP and adverse media checks each time you interact with 

clients is the best protection for your firm from exposure to the 

disruption of financial criminal activities.

We know that we will continue to see alterations to the 

anti-money laundering landscape and we need to be kept 

up-to-date on the changing expectations coming from 

global players, such as the Financial Action Task Force. The 

heartbreaking war currently raging in the Ukraine is going to 

have global ramifications across the board. One to watch out 

for, in the context of financial crime, is the pressure that is 

going to be increasingly applied to jurisdictions who do not 

beneficial ownership transparency.

mailto:alice%40ticc.nz?subject=Connect
https://www.linkedin.com/in/alicetregunna/


In this Issue

Alice Tregunna
Editor-in-Chief

Wayne Hancock | Thesis
Sex trafficking and sexual exploitation 1

The Knoble
Protecting the vulnerable 8 End Trafficking

How to stop child trafficking 11

Cryptocurrency
Attic magazine 13

Todd Lendfield | Money 
Laundering

Chainalysis 17
Justice Department

Cryptocurrencies 21

The Goods
The internet turned 
‘Money’ into a hobby 23

REUTERS | Special Report
Crypto giant Binance kept 
week money 25

DIA Engagement

Property Brokers 29
AML Outsourcing: beware 
false promises and marketing 
gloss

Alice Tregunna 33 Adam Hunt
An opinion 37

Firing the Dollar 
Cannon
Bob Blower 39

REINZ
The Voice of Real 
Estate 44



Ethical Payments
Jem Shaw 45 MOONTREE

Imifino’s Journey 47

KICKASS 
WOMEN

Julie McCullough | FMT 52
Khumo Motsis | Clarency 54
Harpreet Jagdev 55

FIRST BLACK WOMEN TO 
CHARTER US BANK

Maggie Lena 
Walker 59

Transparency  
International

Trouble ahead for stagnating regions 62

Tackling Dirty Money 64

Corruption preception index 65

Gary Hughes
Overseas Expert Witness

68 Corruption Index
PROVE

69



FATF-GAFI 

Outcomes FATF Plenary, 2-4 March 
2022 71

Ireland’s progress in strengthening 
measures to tackle money laundering

72
Fourth Round Mutual Evaluation Report 
of Skt Kitts and Nevis

United Arab Emirates placed on ‘ 
grey list’

73

Tougher global beneficial  
ownership rules

74

AML Intelligence | Latest FATF looks set to expel Russia 76

Basil Institute  
of Governance

Internal controls and anti-corruption | 
Quick guide 77
Corrupting the Environment

Targeting Profit: Non-conviction based 
forfeiture in Environmental Crime 78
International cooperation in illicit 
enrichment cases - scope for reform? 79

Basil Institute to Co-Chair and Network 
Partner B20 Indonesia Integrity and 
Compliance Task Force

81

Determinants and Drivers of Wildlife 
Trafficking a qualitative analysis in 
Uganda

82

http://A82


NEW ZEALAND & AUSTRALIAN NEWS

New Zealand

DIA | New Zealand Let International 
operation into online child sexual abuse 
material leads to 46 arrests across New 
Zealand

83

Auckland business man sentenced in 
covert police Operation Menelaus 

85

Reserve Bank of New Zealand | 
Innovation key to the future of money 
and cash 86
Karen Silk | Completing Executive 
Leadership Team

Speaker Adrian Orr | The Future of 
Money Demands innovation

87

FMA | Publishes 2021 annual report 88

FMA | Cryptocurrencies 89

FMA | Censures CTRL Investments for 
derivatives issuer licence breaches

90

Australia

NSW Police | Arrest four, seize $8m+ 
alleged international money laundering 
operation

91

Regulator expands money laundering 
probe at casino firm Star 92
AUSTRAC | Commences proceedings 
Federal Court against Crown Melbourne 
& Crown Perth

94



WORLD NEWS

Interpol 

Singapore | Ivory, Rhino horns, Pangolin 
and Tiger parts seized in transit from 
Africa to Asia

97

Nigeria | Cybercrime fraud: 11 suspects 
arrested

99
Kenya-Netherlands | People smuggling 
sting operation

Europol
Publication | Cryptocurrencies: tracing 
the evolution of criminal finances

100Greece to Germany | Hit against 
criminal network smuggling migrants 

Financial Conduct 
Authority | UK

Heads of Compliance and MLRO 
applicant competency and capability 101
Ukraine | Impact financial markets 102

OCCRP

Boss Babies | Children who own 
hundreds of Luxembourg Corporations 103
Danske Bank | The Contract Factory 105
Suisse Secrets | Swiss Banks 
synonymous with secrecy for decades 106

Putin
Laundered money could be Putin’s 
Achilles’ heel

107
CEO Swedbank

Ex-Swedbank CEO faces fraud charges 
in money laundering scandal



WORLD NEWS
Mexio | Holds ex-political boss 
in sex recruiting scandal

108

Toronto-British Columbia-
China | Operation Mad Money 
links to GTA real estate

109Turkey | 40 people arrested 
for Alleged Twitch money 
laundering scheme

MONEYVAL | Typologies report 
on AML/CFT supervision in 
times of crisis

Australian Billionaire | Hit 
against criminal network 
smuggling migrants 

110
China | Renew Money 
Laundering Crackdown

111Crypto space | Crypto firms 
launch coalition to promote 
market integrity

112

National Crime Agency | Court 
approves £5.6m seizure over 
money laundering

RiskScreen | De-risking: 
Spotting the difference between 
money laundering and good 
business

Paypal | 4.5 million accounts 
illegitimate Fintech’s fraud 
problem grows

113

UK Parliament Committee 
| Foreign Affairs Committee 
launches ‘dirty money’ inquiry

114
Seychelles | Reclaiming paradise 
from corruption 115

FCA | Criminal powers more 
AML probes after NatWest case 117 Credit Suisse | $45.5million claim 

in money-laundering case 118

EU | Challenges ahead for 
offshore 119

UK | Top law firm fined record 
sum for breaking money-
laundering rules

120



1

WAYNE HANCOCK | THESIS

What Contributions Might be Made by Western 
Advocates, Activists, Researchers and Members of 
NGOs to Stop the Sexual Exploitation, Slavery, and 
Trafficking of Male Children in Cambodia?
A thesis submitted to the Faculty of Society and Culture Auckland University of Technology in partial 

fulfilment of the requirements for the degree of Master of Arts (Public Policy) 2021

ABSTRACT

The sexual abuse, exploitation, and trafficking of boys and young men is not a new phenomenon. It is a plague that continues to burgeon in 

our globalized, pandemic- affected world. However, despite the issue being an illicit growth industry there has been little research conducted. 

This research investigates how Western academics, activists, and NGOs might assist these boys in Cambodia, to stop their sexual exploitation, 

slavery, and trafficking.

I hope that with research on this gendered issue, further efforts and understanding may be implemented to combat the insidious culture of 

coercion and exploitation. Like many women and girls, boys and young men continue to be marginalized, stigmatized, and victimized due to 

this abuse. Their circumstances are not chosen, they are lived in a state of corruption, intimidation, poverty, and exploitation.

The methodology for this research is qualitative description. I use semi-structured interviews with purposively selected participants and 

extensive secondary data. Key themes of trafficking and sexual abuse, poverty, corruption, the circumstances of children, NGOs, and what we 

might do to assist the situation, emerged. 

My research opens the issue of sexual exploitation, slavery, and trafficking of boys in Cambodia for further research. It challenges occidental 

influences and Western assumptions about research in Cambodia. It proposes ways that western activists might use to help the prevention, or 

rescue, rehabilitation, and reintegration, for both the victims and survivors of sexual trafficking of boys in Cambodia.

CHAPTER 1 | Chapter 1:INTRODUCTION

1.1 Introduction

Personally, and academically, I have been investigating the 

“sex trafficking and sexual exploitation of young men and 

boys” since 2017. I have travelled twice to Cambodia in that 

time. I observed first-hand situations of coercion and/ or 

sexual exploitation while there. I wanted to begin to research 

this illicit, multi- billion-dollar industry, to be involved in 

assisting work to combat and deal with the outcomes of these 

crimes in whatever manner I am able, but highly conscious 

that the western ‘do-gooder’ can very often ‘do bad’. 

Academically, my tertiary qualifications are criminological. 

This academic foundation gives me a legalistic, sociological 

understanding of the global, lucrative issue that human 

trafficking is in modern contemporary society. This 

background affects how I research and look at things. 

While I was conducting research, news and social media 

kept me abridge of what was happening in real time locally, 

regionally, and globally on trafficking and abuse cases. In New 

http://hdl.handle.net/10292/14345
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Zealand, a man whose dark-web username was ‘Kiwipedo’ 

was incarcerated for trying “to buy a child on the dark web 

to sexually abuse” (Boyle, 2021, January 22); while Radio 

New Zealand reported that New Zealand businessman Sir 

Ron Brierly pleaded guilty to possession of child abuse 

material (2021, April 2). In the US, Maese and Hobson (2021, 

February 26) reported on the suicide of gymnastics coach 

John Geddert after being charged with “sexual assault and 

human trafficking”. In France, CNN Paris reported that French 

clergy could have ‘abused at least 10 000 minors and other 

vulnerable people since 1950”. 

Cases of diplomatic immunity from child abuse cases 

continue to challenge the Vienna Convention on Diplomatic 

Relations (1961), as a diplomat’s “inviolability is the 

cornerstone of diplomatic law” (Raphael, 2020, p. 1425). The 

inviolability is “challenging for authorities not only to prove 

criminal misconduct, but also to detect it at the outset” 

(Raphael, 2020, p. 1435). I have been made aware of such 

cases in Cambodia from participants who experienced this 

diplomatic privilege. 

Al Jazeera investigated Cambodia’s orphan business, “the dark 

side of voluntourism” (2019, September 15). On February 11, 

2021, CNN asked young people, in thousands of schools in 

more than 100 countries, to participate in CNN’s #MyFreedom 

Day, to pledge “what actions they’re implementing to … spread 

awareness of slavery” (CNN International, 2021), with 2021’s 

theme being sexual slavery. The United Nations Office on 

Drugs and Crime (UNODC) have warned that the COVID-19 

pandemic may drive “human trafficking further underground” 

(Nortjuddin, 2020, June 29), with traffickers continuing to 

“find ways to innovate, and even capitalize, on the chaos” (TIP 

Report, 2020, n.p.). The pandemic’s domino effect making 

people more vulnerable to trafficking, “because they have lost 

their source of income due to measures to control the virus” 

(Nortjuddin, 2020, June 29), the traffickers ‘actively pursuing 

a victim … on social media, [posting] job advertisements, 

[waiting] for potential victims to respond” (Rezahi, 2021, 

February 2). Traffickers did not shut down. They continue 

to harm people, finding innovative ways to capitalize on the 

chaos.  

After several revisions I settled on my research question: What 

contributions might be made by Western advocates, activists, 

researchers’, and members of Non-government Organizations 

(NGOs) to stop the sexual exploitation, slavery, and trafficking 

I WAS IN AWE OF THEIR INDIVIDUAL KNOWLEDGE. EVERY INTERVIEWEE WAS PASSIONATE AND AUTHENTIC. 
I COULD NEVER HAVE IMAGINED THE SYNTHESIS POSSIBLE FROM MY PARTICIPANT’S INTERVIEWS, HOW 
EACH CONTINUED TO ADD TO THEIR DESCRIPTIONS TO THE THEMES.
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of male children in Cambodia? I recognised that I would be 

able to invite a small group of New Zealanders with a generic 

human right focus in their work, who had extensive experience 

in Cambodia, either as researchers, or with significant NGOs, 

or International NGOS (INGOs) or with multilateral agencies, to 

participate in this research.

1.2 A Brief Note on Cambodia

There are multiple lenses for considering Cambodia. 

Historically, Cambodia’s twelfth century UNESCO heritage site 

sprawl of Angkor Wat is the world’s largest religious edifice. 

The temples reflect a Khmer society very different from the 

twentieth century.  Genocidal conflict and violence, fleeing 

‘boat-people’ and haunting ‘killing fields’, were the features of 

most recent history. 

Between 1975-1979 the Khmer Rouge (Communist Party) 

controlled traditional Cambodian society through notorious 

brutality and unbridled violence. Cities and urban centres were 

emptied. The population was relocated to the countryside to 

form a socialist agrarian republic. Phnom Penh, “as it existed 

during the Cambodian genocide (1975-1979), has been held 

as a textbook example of urbicide” (Tyner, Henkin, Sirik, and 

Kimsroy, 2014, p. 1873), “the most infamous deurbanization 

of modern times” (2014, p. 1873). The urbicide was a method 

by which the Khmer Rouge set to re-educate the Cambodian 

population. 

To achieve this, the government closed formal educational 

institutions, abolished religion, and claimed they were ending 

class distinction. They attempted to accomplish this through 

industrial-scale systems of re-education, using denunciation, 

execution, and torture (Miles and Thomas, 2007), separating 

families, creating a culture of fear and intimidation.

Cambodia is amidst a “so-called triple transition” (Peou, 

2010, p. xxi): from armed conflict and rebellion to peace, 

political authoritarianism to a hypothetical liberal democracy 

with a constitutional monarchy, from socialist, agrarian 

economics to a market-driven capitalist economy. However, 

this metamorphosis is challenging, with governance that 

has a “highly centralized administrative structure, corruption, 

nepotism, cronyism, lack of transparency, and incompetent 

officials” (Keo, Bouhours, Broadhurst, and Bouhours, 2014, 

p. 205). It is becoming “increasingly evident to the world that 

the Cambodian government’s restrictions on civil society, 

suppression of the press, and banning of more than 100 

political leaders from political activities have significantly set 

back Cambodia’s democratic development” (UN, 2018, p. 101). 

Cambodia continues to be one of the least developed and 

impoverished nations in the developing world.  

When I visited Cambodia, I could not miss the stark contrast 

of architectural grandeur, with significant poverty and 

human suffering. There have been programmes of urban 

development, poverty reduction, health and education 

development, and ongoing investment in infrastructure (NFPA, 

2019). This development has propelled Cambodia’s economic 

growth rate by seven. five percent (Cambodia GP, 2019). This 

growth attracts more foreign investment. 

Cambodia has the highest population rate of citizens aged 

between 15 and 29 in the region, with 59 percent of the 

population under 29 (UNFPA, 2014). The Population Census 

announced on January 26, 2021 that the “Cambodian 

population has risen to 15.5 million, an increase of 16 percent 

from the 2008 census” (Dara, January 26, 2021). 

In 2020, the World Bank reported that Cambodia had 

undergone a significant economic transition in the past two 

decades, reaching lower-middle income status in 2015 (2020, 

October 14). The kingdom’s economy has sustained an 

average growth of 8 percent between 1998-2018. However, the 

COVID-19 pandemic has significantly impacted Cambodia’s 

economy with the World Bank forecasting a negative growth 

rate of - two percent, as more than 70 percent of Cambodia’s 

economy is reliant on tourism, the garment industry, 

manufacturing, and construction (World Bank, 2020). The 

United Nations Development Programme (UNDP) (2020) 

report adds that the Gross National Income (GNI), per capita, 

is $USD4296 per annum, dropping down from $USD4389 

per annum in 2017. The UNDP (2020) report states that 37.2 

percent of the population live in multidimensional poverty. 

Multidimensional poverty is gauged by the Multidimensional 

Poverty Index (MPI). MPI is an international index that is 

adjusted by deprivations that include education, health, 

and the standard of living. The average life expectancy in 

Cambodia is 69.8 years. UNDP report that females receive on 

average two-four years of schooling while males receive five-

eight years.
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1.3 Defining Trafficking and Smuggling

The descriptions and terminology used in human trafficking 

have metamorphosised throughout recorded history, from the 

Cyrus Cylinder of Babylonian times to the 19th century and the 

use of the word “abolition” by anti-slave trade advocate William 

Wilberforce. The key words used since then have denoted the 

impact and social commentary in the movements against 

human trafficking, whether they have been “emancipation”, 

“trafficking”, and/ or “white slavery”. The changes in languages 

and syntax ultimately led to a benchmark definition in 2000 

with the United Nations (UN) Palermo Protocol, known as the 

United Nations Protocol, to Prevent, Suppress, and Punish 

Trafficking in Persons, Especially Women and Children (2000). 

Human trafficking is defined as being:

 the recruitment, transportation, transfer, harbouring or 

receipt of persons, by means of the threat, or use of force or 

other forms of coercion, of abduction, of fraud, of deception 

of the abuse of power or of a position of vulnerability or of 

the giving or receiving of payments or benefits to achieve 

the consent of a person having control over another person, 

for the purpose of exploitation (UNDOC, 2000, Article 3(a)).

People smuggling and human trafficking are now two, distinct, 

internationally agreed criminal offences. UN Protocol Against 

the Smuggling of Migrants by Land, Sea and Air. (2000). The 

smuggling of people is defined as:

 the procurement, in order to obtain, directly or indirectly 

a financial or other material benefit, of the illegal entry of 

a person into a state party of which the person is not a 

national or a permanent resident (Smuggling Protocol, 2000, 

Article 3 (a)).

Under Cambodian Criminal Law, a child sex offence is 

perpetrated:

 • When a person commits sexual acts with a child; the most 

obvious sexual act is penetration, however, acts such as 

caressing, touching, or kissing are included (Paillard, 2006, p. 6). 

 • When a person participates in the child abuse without 

directly committing sexual acts, for example, trafficking 

children for the purpose of sexual exploitation, or pimping 

children (Paillard, 2006, p. 6).

An alleged child sex offender in Cambodia can be charged 

with:

 • Trafficking, rape or attempted rape, indecent assault, 

pimping or prostitution, debauchery (Paillard, 2006, p. 6).

1.4 Structure of Thesis

I began this research with an exhaustive literature review on 

the history of slavery and human rights responses through 

history. I carefully sequenced the development of national and 

international instruments and laws to combat trafficking. I 

thought this was where effective efforts to change outcomes 

might lie, and where the responses from my interviews 

might take me. Since then, many of my preconceptions have 

morphed into becoming misconceptions. Reviewing available 

literature has broadened, enlightened and enriched my 

understanding of the topic. Thousands of words on human 

rights have been cut from Chapter Two, which contains the 

literature review.  

Literature regarding the issue of human trafficking in the past 

few decades, the commodification of human exploitation, 

sexual slavery, and sex trafficking has increased exponentially. 

However, globally, regionally, and nationally, most focus is on 

women and girls. In 2008 Dennis (2008, p. 11) observed that 

“the invisibility of men and boys in scholarly discussions of 

the global sex trade … failed to acknowledge the existence 

of male sex workers at all”, but this may be changing, with 

scholars observing that an “increase in the number of studies 

and publications on the topic have escalated” (Weitzer, 2015). 

In Cambodia, most research conducted regarding boys has 

focussed on the coercion, exploitation, enslavement, and 

trafficking of boys within the lucrative, multi-billion-dollar 

fishing industry (Doezema, 2002; Kara, 2017), based in 

Thailand.

In the Literature Review I focus on the following key themes: 

trafficking, poverty, culture and tradition, sexual abuse of boys, 

stigma and discrimination, migration for work, orphanages 

and voluntourism, the sex tourist, donors and development 

and proselytizing. 

A key feature of the literature review is to outline the laws 

and relationships between NGOs, multilateral organisations 

and the Cambodian Government. There are a range of 

organisations which are active in Cambodia on the issue of 

slavery. I have deliberately chosen to outline partnerships 

with the government of Cambodia, in addressing international 
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human rights issues on trafficking. Of key importance has 

been the role of the UN Special Rapporteur on Cambodia. I 

describe the challenges faced by the International Labour 

Organisation (ILO), the International Organisation on Migration 

(IOM), and UNODC.; by an International Non-Government 

Organisation (INGO) Transparency International (TI); by 

the United States Department of State (US DoS) with their 

Trafficking in Persons (TIP) annual report; and the regional 

ASEAN responses to issues of trafficking in Cambodia. 

In Chapter Three I outline my research design. I introduce 

qualitative description which I chose as my methodology. My 

research question would be best pursued through interviews. 

I discuss this and the ethics application. I cannot remember 

ever conducting a formal interview in my life and I am a 

novice researcher. I had a great deal to learn, as will be seen 

in my description of my pilot interview. The interviews which 

followed were carefully conducted. The research design 

involved data analysis and coding using NVivo. 

Chapter Four contains the findings from my interviews. As 

I coded, I could see recurring adjectives in the transcripts: 

corruption; collaboration; conversion (proselytizing); cultural 

issues, poverty, and to a lesser extent, genocide coursed 

through each narrative. My participants told deeply textured 

stories. They were highly informed and deeply reflective, 

generous and constructive. I was in awe of their individual 

knowledge. Every interviewee was passionate and authentic. 

I could never have imagined the synthesis possible from 

my participant’s interviews, how each continued to add to 

their descriptions to the themes. Chapter Four reports on 

participant’s connection with Cambodia, observations and 

perceptions, descriptions of children, activities of NGOs and a 

final section on ‘What can we do?’, addressing the core thesis 

question.

Chapter Five contains the discussion from my interviews. It 

uses the primary data retrieved through the interview process, 

the respective findings, and the support or rebuttal that the 

findings have compared against references from the Literature 

Review. The chapter covers key themes that emerged from the 

interviews. It discusses these more in-depth, affirming findings 

as well as considering issues beyond their face value. The 

themes that emerged were disparate. They included themes 

such as ‘knowledge and awareness’, ‘corruption’, ‘politics’, 

‘gender bias and gender specifics’, ‘poverty’, ‘trafficking’, 

‘orphanages and voluntourism’, ‘proselytization’, ‘altruism and 

colonialism’, and the role that ‘NGOs’ play in the findings. The 

findings from this lead into Chapter Six.

Chapter Six concludes this investigative research. It proffers 

findings from the participants, who each successfully 

engaged with the thesis question. The findings from my 

research are bullet-pointed. They lead into the thesis question: 

“What contributions might be made by Western advocates, 

activists, researchers, and members of NGOs to stop the 

sexual exploitation, slavery, and trafficking of male children in 

Cambodia?” 

Chapter Six discusses the question and considers further 

findings and recommendations that arose parallel yet 

independently to the literature supported discussion. The 

chapter also contemplates opportunities for further research, 

in and of the thesis question. The chapter concludes with 

issues that arose throughout the research process. Although I 

feel that this investigative research ends with more questions 

than answers, it does proffer practical, barefoot promptings 

and recommendations to continue to address, assist, and 

research the gender biased issue so that boys and young 

men are able to live a lived life free of coercion, stigmatization, 

victimization, and vulnerability.

Read the full Thesis

http://hdl.handle.net/10292/14345
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My name is Wayne Hancock. I am at an age where I should be mortgage-free and winding down, however, I have in a sense lived my life backward.

After battling addiction issues, I kept on bumping into a lecturer from AUT who kept telling me to consider doing my Master’s and beyond. So, I dutifully enrolled for 

my Honours at Auckland University, where I met the CEO of tic company while she was completing her PhD. She was my tutor and we have a few stories!

I subsequently achieved a BA (Criminology) (Honours). I chose an elective paper called Cybercrime. I engaged, doing individual research on child 

sex trafficking. I focussed on Cambodia, due to personal connections. 

Since 2017, I have been fortunate to visit twice, each time more committed to seeing what I am able to do to help prevent sex trafficking. I 

focussed on researching boys and young men as they are often overlooked, even though statistically, boys are trafficked just as much as girls 

are. 

In 2021, after being severely interrupted by Covid, I attained my MA (Social Sciences) (Honours), with my thesis entitled:  

What Contributions Might be Made by Western Advocates, Activists, Researchers and Members of NGOs to Stop the Sexual Exploitation, 

Slavery, and Trafficking of Male Children in Cambodia?

It was a labor of love. Currently, I research and blog for a FinTech company, saving money before I complete my PhD. Well, that is a plan, but I am 

fluid. If I am able to be inspired to write after buying a picture of an innocent boy clutching a monkey, then I wonder how others might become 

involved in challenging clandestine operations, corruption, and greed, at the expense of innocence, naiveté, and endemic poverty.

I have learned that you are never too old to pivot vocational direction. I am fortunate to have had a checkered, interesting life that has shaped my 

convictions and determined my spirit to fight for the disenfranchised. Research and writing is my way of doing something. Giving, anyone can 

do. I hope my words challenge and hit the right people to continue fighting. It’s the least that we in the west are able to do.

Wayne Hancock
EMAIL | whan021@aucklanduni.ac.nz 

mailto:whan021%40aucklanduni.ac.nz?subject=
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 Where to get help for sexual violence

Rape Crisis: 0800 88 33 00, click link for local 

helplines.

Safe to talk: a 24/7 confidential helpline: 

0800 842 846, text 4334,  

webchat safetotalk.nz or email  

support@safetotalk.nz.

The Harbour: Online support and information 

for people affected by sexual abuse.

Women’s Refuge: 0800 733 843 (females 

only), click link here

Male Survivors Aotearoa: Helplines across 

NZ, click to find out more (males only)

If you or someone else is in immediate 

danger, call 111.

Stolen childhoods: The men paying to watch 

child sex abuse and those trying to stop it

Catrin Owen and Edward Gay05:00, Jan 17 2022
Via stuff

‘An advocate for survivors of sexual 
abuse asks why money transfer 
companies could stop their services 
being used to back Wikileaks but 
can't do the same for the child sex 
abuse image industry.’
With the click of a button, child sex abuse images can be sent 

around the world. The sharing often continues long after the 

abuse ends and survivors live with the knowledge their most 

traumatic moments are circulating – often traded for money 

in an industry worth US$20 billion. Edward Gay and Catrin 

Owen report.

Martin Henry Lawes was a prominent businessman and local 

board member on Auckland’s North Shore.

From the comfort of his home in Totaravale, he went online 

and paid parents in the Philippines to live-stream the sexual 

abuse of their children.

Transcripts of the chat messages included in court documents 

showed Lawes directed what he wanted done.

That soon spiralled, and he began paying to watch children 

being abused. Some children involved were as young as three 

years old.

He later told authorities he was helping the victims by giving 

them money – he paid $100,000 to abusers over nine years – 

as they were living in poverty.

Initially he used global remittance company Western Union 

but when his account was suspended due to the “suspicious 

nature” of his transactions, Lawes turned to Paypal.

Read the article in full

https://wellingtonrapecrisis.org.nz/
https://womensrefuge.org.nz/
https://www.stuff.co.nz/national/crime/300485375/stolen-childhoods-the-men-paying-to-watch-child-sex-abuse-and-those-trying-to-stop-it?utm_medium=email&_hsmi=205212991&_hsenc=p2ANqtz-97y1e0Zw-xvv5D92Y8IDPSYIcr3hDUtbhhg7CxbyRr7Z9F2vLT6cLDDgBmOu20IApJHrLkN2-F0DY8QrFfouZ7UwAIOA&utm_content=205212991&utm_source=hs_email
https://www.stuff.co.nz/national/crime/300485375/stolen-childhoods-the-men-paying-to-watch-child-sex-abuse-and-those-trying-to-stop-it?utm_medium=email&_hsmi=205212991&_hsenc=p2ANqtz-97y1e0Zw-xvv5D92Y8IDPSYIcr3hDUtbhhg7CxbyRr7Z9F2vLT6cLDDgBmOu20IApJHrLkN2-F0DY8QrFfouZ7UwAIOA&utm_content=205212991&utm_source=hs_email
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https://27seconds.co.nz/
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THE KNOBLE | FIGHTING HUMAN CRIME

PROTECTING THE 
VULNERABLE 
INCLUDING 
VICTIMS OF HUMAN 
TRAFFICKING, CHILD 
EXPLOITATION, 
SCAMS, AND ELDER 
ABUSE.

https://www.theknoble.com/
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Information technology has a massive influence on human 

trafficking. Over the past two years, criminals have taken advantage 

of the accelerated growth of technology, resulting in new forms of 

exploitation and the worst year on record for online child sexual 

abuse.

Organization for Security and
Co-operation in Europe

Office of the Special Representative and Co-ordinator 
for Combating Trafficking in Human Beings

Policy responses to 
technology-facilitated 
trafficking in human beings: 

Analysis of current 
approaches and considerations 
for moving forward

B
R
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F

 Michael Carroll CFCI and IAFCI for joining us in the fight to combat 

human crime; including human trafficking, financial scams, child 

exploitation, and elder abuse.

“It truly is exciting that our organizations will be working together 

into the future to equip and advance the fight against Human Crime 

and to further equip the financial services industry to protect the 

vulnerable.” - Ian Mitchell, CAFP

Together, we are making a difference against human 
trafficking and other nefarious human crimes. 

“The goal is to save a life.” Learn how the financial services 

industry is teaming up to create a repeatable blueprint to fight 

human trafficking using existing technology. This is so much 

bigger than just one event - the objective is ongoing change. 

Thank you to The Knoble , partner banks, and law enforcement  

for partnering with us on this important work. 
Take a second to watch this video.

https://www.osce.org/files/f/documents/8/5/512170.pdf
https://www.linkedin.com/in/michael-carroll-cfci-ab189b7/
https://www.linkedin.com/feed/update/urn:li:activity:6898004505443872768/
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Fleeing Boko Haram, and Tricked into 
Sexual Exploitation

Almost one-third of all detected trafficking victims are children. The vast majority 
are girls. Here is one girl’s story.

END TRAFFICKING | HOW TO STOP CHILD TRAFFICKING

Mary* was 17 when she left her home in Benin City, Nigeria for what she hoped would be 

a better life in Italy. This is her story:

"There is no hope in Nigeria," says Mary sadly, in an interview with a UNICEF 

representative at the safe house where she now lives, on the outskirts of Taormina in 

Sicily. "My country is sweet and I love it, but I suffered a lot there and there was no future 

for me. My father is dead to me; I have no siblings. I don't have anyone to help me. I 

couldn't go to school. A woman said she would help me and send me to Europe and she 

introduced me to a man, Ben, who said he knew people who had restaurants to put me to 

work in. For the moment, he said he would pay my expenses.

“The next day, Ben called me to his house. There were lots of boys and girls there. He 

took us to a place they do juju. We had to swear to an old woman — a sorcerer — that 

we wouldn’t run. On March 17, I left for Libya. That place is very, very bad. They said we 

would be treated well, but it was a lie. A lot of the girls were raped. Ben took two of us 

girls one night. He gave the other girl to another man, and he said to me if I didn’t sleep 

with him, he would give me to another man and not bring me to Europe. He raped me.

They took us to a place they 

do juju. We had to swear to 

an old woman — a sorcerer — 

that we wouldn't run.

Nigerian girls and women are trafficked to 
Italy with promises of work as cleaners or 
maids. After making the perilous trip, they 
are forced into prostitution in illegal brothels 
or on the side of the road. Walking through 
stinging nettles and trees, a visitor will hear 
whispered conversation behind blackberry 
bushes, groaning among the olive groves, and 
occasionally branches snapping as pimps 
run through the thick woods to avoid an 
interaction. ©UNICEF/UN062791/Gilbertson 
VII Photo

*Not her real name

https://www.unicefusa.org/mission/protect/trafficking/end
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They took us to a place they 

do juju. We had to swear to 

an old woman — a sorcerer — 

that we wouldn't run.

"I didn't have a phone, so I couldn't reach anyone in Nigeria. There was no way out. I 

was begging for them to feed us. I had to stay there for months until they called me to 

go on the boat. We went to sea and on August 11, 2016, we were rescued by the Italian 

coast guard. I was friends with a girl who had been deported and was making the 

journey for the second time, and she told me we were going to be used as prostitutes, 

and that I should not talk to the madams and that I had to stay inside the camp the 

Italians would put us in.

"I was thinking, 'I'm not going to work with my body, I don't want to sell it.' Since I was 

a little girl, I hated prostitution. When we arrived on shore, a woman, Gilda, who was a 

lawyer talked to me. I told her I owed a man named Ben money, and I was taken from 

the camp and put into a safe house. 

“Now the people who paid for my trip are saying to my mother it’s time for money,” Mary 

says softly. “They say I have run away, and that they paid for my trip and I owe them.” 

“Two weeks ago, they came to my mother’s place and handcuffed her. They took her 

to a house and threatened her. They said they would do something very bad to her 

if I don’t send money,” Mary says, her voice breaking. “So now when she calls me I 

don’t know what to say, so I have to shut my phone off. I’m so sad. I’m under so much 

pressure. I don’t know what to do.

“I’m waiting for my documents, and then I can work, and everyone says I have to be 

patient. I don’t know when I will go to the [asylum] commission to do my interview. 

I don’t know anything. I feel like I’m going to be in one place forever.

“I can’t go stand on the side of the road in the name of money,” she says, her voice 

rising. “I have a future. Standing there, selling myself, would destroy my life. My dignity. 

Everything. What would I tell my children? How could I look in the eyes of a good man? 

Who would marry a prostitute?

I’m so very lonely. I just want to be happy, I just 

want to be free. I want it to be over, even for just 

one day.

“I have been inside here for so long,” she says, crying. “I’m so very lonely. I just want 

to be happy, I just want to be free. I want it to be over, even for just one day. I need a 

peaceful place, and to feel the beautiful world. Sometimes I feel like giving up. I feel 

abandoned and rejected. I can’t talk to the girls here. I can’t tell them what’s inside of 

me, and it makes me feel so old. 

“One day I will have my documents, I will have an education, I will have work. My dream 

is to become a lawyer, to be able to help people. I want to give justice to the girls that 

have to use their bodies for work.”

To read this and other survivor stories

“Two weeks ago, they came 

to my mother's place and 

handcuffed her. They took 

her to a house and threatened 

her. They said they would do 

something very bad to her if I 

don't send money.”

https://www.unicefusa.org/stories/fleeing-boko-haram-and-tricked-sexual-exploitation/32525
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CRYPTOCURRENCY | ATTIC MAGAZINE

IS CRYPTOCURRENCY 
REALLY A SAFE 
HAVEN FOR MONEY 
LAUNDERERS?
Cryptocurrencies had a rocky start to 2022. As a result of 

tighter economic policies in various countries, investors pulled 

out of riskier assets, which caused the total crypto market to 

plunge more than 40%. 

Despite this, the total cryptocurrency market capitalisation 

now sits at a massive $1.8 trillion USD, giving it financial 

respectability. Crypto is most definitely considered 

mainstream now and open for business all over the world. 

Nevertheless, cryptocurrencies have long had a reputation for 

shadiness. The main accusation is that they allow digitally 

savvy criminals to launder and hide the proceeds of their 

crimes.

Suspicion over cryptocurrencies

Suspicion levels are particularly high among the generation 

that grew up with the ‘cash is king’ philosophy, where 

currencies were based on the gold standard and where the 

bank manager held all the power and information. 

Many non-digital natives are suspicious and cynical of digital 

currencies because they are hard to understand and don’t 

have anything physical, like banknotes or coins, to show for 

one’s investment.

Governments too are dubious about cryptocurrencies, with a 

number of the world’s biggest countries signalling their intent 

to clamp down on these alternative currencies or ban them 

outright. Interestingly, though, they don’t seem opposed to the 

blockchain and cryptocurrency technology itself. Rather, the 

fact that they’re not subject to oversight by regulatory bodies 

seems to be their main concern.

According to the Central Bank Digital Currency Tracker, nine 

countries have now launched their own Central Bank Digital 

Currency (CBDC) – virtual money backed and issued by a 

central bank. A further 14 are in pilot, 17 are in development, 

and another 40 are researching the feasibility of a CBDC.

The Reserve Bank of New Zealand, Te Pūtea Matua, is 

one of those exploring the possibility of a CBDC. The 

introduction of a digital currency wouldn’t prevent 

other cryptocurrencies like Bitcoin and Ethereum from 

being traded here, but a New Zealand CBDC would be 

centrally managed and could offer more protection than 

cryptocurrencies created on the open market.

Cryptocurrency crime is traceable

In recent cryptocurrency news a U.S. couple were arrested 

and accused of laundering a record $4.5 billion of stolen 

cryptocurrency. After their arrest, the pair were mocked for 

https://www.atlanticcouncil.org/cbdctracker/
https://securitybrief.co.nz/story/the-wild-west-of-cryptocurrency-fraud-how-kiwis-are-getting-stung
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several operational security blunders: one of them allegedly 

stored the keys controlling those funds in a cloud storage 

wallet, which made them easy to seize, while the other 

flaunted their new-found wealth in a series of rap videos and a 

column in Forbes magazine.

However, the notoriety of their crimes obscured the fact that, 

despite using a number of multi-layered technical measures, 

U.S. agents were able to defeat their efforts and recoup 

most of the cryptocurrency. According to the tech website 

Wired, “In doing so, they demonstrated just how advanced 

cryptocurrency tracing has become – potentially even for 

coins once believed to be practically untraceable.”

Cryptocurrency gaining criminal attention

While this case illustrates that cryptocurrency isn’t the 

anonymous and untraceable alternative currency once 

believed, it still is a growing channel for criminals, including 

money launderers.

Most consumers buy cryptocurrency from an exchange. 

This involves opening an account and depositing traditional 

currency, like New Zealand dollars, before using the funds to 

buy their chosen cryptocurrency.

The cryptocurrency is then held in a digital ‘wallet’. This means 

the currency is assigned to the consumer’s account but it’s 

stored on the exchange on the consumer’s behalf. If criminals 

hack into the exchange and steal the cryptocurrency, unlike 

a bank, there is no financial claims scheme to guarantee 

deposits.

Cryptocurrency theft

Criminals can obtain cryptocurrency by stealing it, or tricking 

their victims into handing it over.  According to Chainalysis, 

crypto criminals stole US$3.2 billion last year – a fivefold 

increase from 2020. However, this is overshadowed by 

scams, which enabled criminals to lure US$7.8 billion of 

cryptocurrency from their unsuspecting victims.

In New Zealand’s most high-profile crypto theft, start-up 

cryptocurrency exchange, Crytopia, was hacked in 2019, with 

$24 million of the exchange’s $250 million stolen. 

Cryptocurrency scams

According to Cert NZ, cryptocurrency scams operate by 

sending out emails, or setting up fake websites, which 

advertise cryptocurrency investment opportunities with 

attractive returns. Other scams offer sales of cryptocurrencies, 

which aren’t transferred once the victim pays. 

With romance scams, a scammer creates a fake profile and 

matches with victims on a dating website or app. They may 

then ask for money in the form of cryptocurrency to help with 

a personal crisis, or may encourage the victim to get involved 

in cryptocurrency trading.

Cryptocurrency and money laundering

While cryptocurrencies aren’t currently a competitor to 

traditional currencies in terms of volume, their unregulated – 

or less-regulated – nature in many parts of the world makes 

governments, banks, regulators, and anti-financial crime 

authorities nervous.

At the 2019 meeting of the G20 Finance Ministers and Central 

Bank Governors, they noted: “While crypto-assets do not pose 

a threat to global financial stability at this point, we remain 

vigilant to risks, including those related to consumer and 

investor protection, anti-money laundering and countering the 

financing of terrorism.”

Crypto advisors continue to claim that money laundering with 

cryptocurrencies is complex and risky for criminals, which 

makes it a less attractive option compared to conventional 

money laundering techniques. 

They also say that digital transactions are, in fact, more 

transparent and accountable than some fiat currencies. The 

arrest of the U.S. couple and tracing of their proceeds of crime 

seems to bear this out.

However, criminals are inventive and remain highly motivated 

to find chinks in any financial system. Therefore, it is important 

to continue to search for loopholes in the cryptocurrency 

ecosystem that permit money laundering and other 

cybercrimes and shut these down.

https://www.forbes.com/sites/heathermorgan/2019/04/30/got-burnout-tech-ceo-try-rapping/?sh=2f9755da1231
https://arstechnica.com/information-technology/2022/02/3-6-billion-bitcoin-seizure-shows-how-hard-it-is-to-launder-cryptocurrency/
https://blog.chainalysis.com/reports/2022-crypto-crime-report-introduction/
https://www.stuff.co.nz/national/crime/119263192/sabotage-or-theft-inside-the-24m-cryptopia-heist
https://www.cert.govt.nz/individuals/guides/cryptocurrency-security/
https://www.asiablockchainreview.com/g20-leaders-crypto-assets-do-not-pose-a-threat/
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What are cryptocurrencies and Blockchain?

Although those in the investment and financial services industries are close to the cryptocurrency market and the 
Blockchain technology they reside upon, most of us don’t really understand what they are and how they work. Here is a 
useful summary.

•  Cryptocurrency. This is an online, digital currency – a ‘virtual’ version of money. The name comes from the cryptography 
used to encrypt transactions and control production of the currency. It is a strictly monitored process, using Blockchain. 
It is not issued by any central authority, rendering it theoretically immune to government interference or manipulation.

•  Blockchain. This technology is a distributed (in different locations) database that’s used to manage and maintain a 
growing list of data blocks, using a peer-to-peer (P2P network). In a Blockchain, once a piece of data is recorded, it 
cannot be edited or changed. A key attribute of Blockchain is that it allows digital information to be distributed but not 
copied.

•  Cryptocurrency mining. This is the process of creating new units of a cryptocurrency. To do this, you need a powerful 
hardware and software combination. Since the value of a currency depends on the number of units available in the 
market, this process should be carefully monitored to make sure the value of the existing units doesn’t depreciate.

•  Cryptocurrency price. This depends on supply and demand. If more people demand a specific cryptocurrency and it’s 
short in supply its value increases and more units are mined to meet the increased demand. However, many choose to 
restrict this number. For example, the number of Bitcoins is currently restricted to a maximum of 21 million.
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MONEY LAUNDERING | CHAINALYSIS

DEFI TAKES ON BIGGER 
ROLE IN MONEY 
LAUNDERING BUT 
SMALL GROUP OF 
CENTRALISED SERVICES 
STILL DOMINATE
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All cryptocurrency cybercriminals share a common goal: to move their ill-gotten funds to a service where 

they can be kept safe from the authorities and eventually converted to cash. As such, money laundering 

underpins all other forms of cryptocurrency-based crime. Money laundering activity in cryptocurrency is 

also heavily concentrated. While billions of dollars’ worth of cryptocurrency moves from illicit addresses 

every year, most of it ends up at a surprisingly small group of services, many of which appear purpose-built 

for money laundering. Law enforcement can strike a huge blow against cryptocurrency-based crime and 

significantly hamper criminals’ ability to access their digital assets by disrupting these services.

18
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2021 cryptocurrency money laundering activity summarized

Overall, going by the amount of cryptocurrency sent from illicit 

addresses to addresses hosted by services, cybercriminals 

laundered $8.6 billion worth of cryptocurrency in 2021. This 

represents a 30% increase in money laundering activity over 

2020, which is unsurprising given the significant growth of 

both legitimate and illicit cryptocurrency activity in 2021.  It is 

also important to note that these numbers only account for 

funds derived from “cryptocurrency-native” crime, meaning 

cybercriminal activity rather than crimes, such as drug dealing, 

that originate in fiat currency.  

For the first time since 2018, centralized exchanges didn’t 

receive the majority of funds sent by illicit addresses last 

year, instead taking in just 47%.  DeFi protocols received 17% 

of all funds sent from illicit wallets in 2021, up from 2% the 

previous year.  Mining pools, high-risk exchanges, and mixers 

also saw substantial increases in value received from illicit 

addresses as well. It is interesting to note the difference in 

laundering strategies between the two highest-grossing forms 

of cryptocurrency-based crime in 2021: addresses associated 

with theft sent just under half of their stolen funds to DeFi 

platforms (over $750 million worth of cryptocurrency in 

total), whereas scammers send the majority of their funds to 

addresses at centralized exchanges.

Money laundering activity remains highly concentrated in 

2021, but less so than in 2020

With fewer services used in 2021, money laundering 

concentration initially appears to have increased slightly. 

58% of all funds sent from illicit addresses moved to five 

services last year, compared to 54% in 2020. However, money 

laundering activity is better viewed at the deposit address level 

rather than the service level. The reason for that is that many 

of the money laundering services used by cybercriminals 

are nested services, meaning they operate using addresses 

hosted by larger services in order to tap into those larger 

services’ liquidity and trading pairs.

A group of just 583 deposit addresses received 54% of all 

funds sent from illicit addresses in 2021. Each of those 583 

addresses received at least $1 million from illicit addresses, 

and in total they received just under $2.5 billion worth of 

cryptocurrency. An even smaller group of 45 addresses 

received 24% of all funds sent from illicit addresses for a 

total of just under $1.1 billion. One deposit address received 

just over $200 million, all from wallets associated with the 

Finiko Ponzi scheme.  Comparatively, in 2020 55% of all 

cryptocurrency sent from illicit addresses went to just 270 

service deposit addresses. One reason for the change in 

concentration could be that due to law enforcement action, 

some money laundering services ceased operations after 

seeing those and other actions taken against illicit platforms, 

forcing cybercriminals to disperse their money laundering 

activity to other operators. It’s also possible that money 

laundering services have continued to operate but spread 

their activity across more deposit addresses, which would 

contribute to the lessening concentration we see above. 

We also see differing levels of concentration in money 

laundering depending on the asset, as well as depending on 

the type of cybercriminal.  Regarding assets, Bitcoin’s money 

laundering activity is the least concentrated by far. The 20 

biggest money laundering deposit addresses receive just 

19% of all Bitcoin sent from illicit addresses, compared to 

57% for stablecoins, 63% for Ethereum, and 68% for altcoins. 

Regarding types of cyber criminals, money laundering activity 

for scammers and darknet market vendors and administrators 

is much less concentrated compared to other crime 

categories. 

https://blog.chainalysis.com/reports/2021-crypto-scam-revenues/
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Case study: Spartan Protocol hacker uses DeFi protocols  

and chain hopping to launder stolen funds

In May 2021, one or more hackers exploited a code 

vulnerability to steal over $30 million worth of 

cryptocurrency from the protocol — mostly its native 

SPARTA token. The hacker then converted much 

of those funds into anyETH and anyBTC, which are 

Ethereum and Bitcoin composites respectively built 

on separate blockchains from those assets. Some of 

that anyBTC was then swapped for Bitcoin, thereby 

moving to the Bitcoin blockchain, which brings us 

to the transactions seen on the Chainalysis Reactor 

graph below.

Using two DeFi protocols that specialize in cross-chain transactions, the hacker chain hopped to the Ethereum blockchain, 

converting funds into Ethereum and renBTC. The hacker then sent those funds to a DEX, swapping them for new Ethereum 

and wrapped Ethereum. Finally, the hacker sent those funds to Tornado Cash, a mixer for the Ethereum blockchain.

This would be less likely to happen with centralized services, which unlike DeFi protocols typically ask customers for 

KYC information upon signup and have more ability as custodial platforms to freeze funds from suspicious sources. The 

Spartan Protocol hack is a great example not just of why DeFi holds appeal as a money laundering mechanism.

Next Steps: Investigations and KYC

While the ability to launder money underpins a cybercriminal’s 

ability to profit from their scheme, it is important to take 

steps to identify and stop money laundering.  First, given 

regulations like the Travel Rule, cryptocurrency businesses in 

many countries must conduct additional compliance checks, 

reporting, and information sharing related to transactions 

above $1,000 USD in value. As you might expect, illicit 

addresses send a disproportionate number of transfers to 

exchanges just below that $1,000 threshold. Exchanges using 

Chainalysis would be able to see that these funds are coming 

from illicit addresses regardless of transfer size. But more 

generally, compliance teams should consider treating users 

who consistently send or receive transactions of that size with 

extra scrutiny. 

Second, teams behind DeFi protocols must also work to 

prevent their products from being abused by cybercriminals. 

One way they can do that is by screening the wallets 

interacting with their smart contracts for prior transactions 

with known illicit addresses. With the Chainalysis API, DeFi 

teams can automate the screening process and ensure 

that their protocols aren’t being used to facilitate money 

laundering. If you work in DeFi, contact us here to learn more 

about automated wallet screening.

Third, law enforcement  - not just those tasked with 

cybercrime cases - must understand cryptocurrency and 

blockchain analysis as it can supplement more established 

investigative techniques, as well allow investigators to become 

more proficient in analysing DeFi transactions.

https://www.coindesk.com/markets/2021/05/02/binance-smart-chains-spartan-protocol-loses-30m-in-exploit/
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CRYPTOCURRENCIES | JUSTICE DEPARTMENT

JUSTICE DEPARTMENT 
SEIZES $3.6 BILLION 
OF BITCOIN STOLEN IN 
CRYPTO HACK
By Logan Moore and Daren Fonda | Barron’s

The Justice Department said Tuesday it seized more than $3.6 

billion worth of Bitcoin that was stolen during a cryptocurrency 

exchange hack in 2016.

Bitcoin’s value at the time it was recovered represents the 

largest crypto seizure ever made by the Department of Justice, 

according to a release. The Bitcoin that was stolen during the 

2016 hack of Bitfinex, a virtual currency exchange, was valued 

at approximately $4.5 billion.

Two suspects were arrested without incident in Manhattan 

for allegedly trying to launder the proceeds, according to the 

Justice Department. Ilya Lichtenstein, 34, and his wife, Heather 

Morgan, 31, both of New York, are scheduled to make their first 

appearances in federal court Tuesday afternoon in Manhattan, 

the Justice Department said.

The couple allegedly conspired to launder 119,754 Bitcoin 

stolen after a hacker breached Bitfinex’s systems and 

launched more than 2,000 unauthorized transactions. The 

transactions were placed in a digital wallet that was controlled 

by Lichtenstein, federal prosecutors said.

Approximately 25,000 of the stolen Bitcoin in the last five 

years were transferred out of Lichtenstein’s wallet via a 

lengthy and complicated laundering process that ended 

with some of the stolen funds being deposited into financial 

accounts controlled by Lichtenstein and Morgan.

The remainder of the stolen funds, which make up more than 

94,000 Bitcoin, remained in the wallet used to receive and 

store the illegal proceeds from the hack.

“We’re pleased that DOJ has recovered a significant portion 

of the bitcoin stolen during the 2016 hack,” Bitfinex said. 

“We have been cooperating extensively with DOJ since its 

investigation of this incident began.”

MORE ON CRYPTO
Bitcoin Traders Eye $50,000 as Shiba Inu Soars Again.

Hacks of digital-asset exchanges and other trading platforms aren’t 
uncommon. According to Chainalysis, a record $14 billion in crypto 
was stolen in 2021, mainly through DeFi or decentralized-finance 
trading platforms.

But major exchanges also have been hacked, including the infamous 
Mt. Gox in 2014, which lost more than 850,000 Bitcoins, worth 
$450 million at the time. About 200,000 Bitcoins eventually were 
recovered.

Yet law enforcement has been notching some victories in tracking 
down stolen crypto. The DOJ seized 63.7 Bitcoins, worth $2.3 million, 
last June in ransom that had been paid to hackers by the Colonial 
Pipeline.

The DOJ’s apparent success in recovering the Bitfinex crypto may be 
a vote of confidence in digital assets for institutional investors, said 
Stephane Ouellette, CEO of FRNT Financial, a crypto derivatives firm 
in Toronto.

“This will change the counterparty risk assessments that many will 
have of the ecosystem,” he told Barron’s. “The Bitfinex hack took 
place in a far more nascent time and to see so much of it recovered 
will be a revelation for many.”

https://www.wsj.com/articles/justice-department-says-it-seized-3-6-billion-in-stolen-cryptocurrency-exchange-hack-11644339381
https://www.barrons.com/authors/8609?mod=article_byline
https://www.barrons.com/authors/8567?mod=article_byline
https://www.barrons.com/articles/who-will-be-left-to-do-business-in-russia-51646404582
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CRYPTOCURRENCIES | TODAY IN FOCUS

Is the cryptocurrencies trading boom 
creating a new generation of addicts?
Presented by Nosheen Iqbal with Rob Davies; produced by Courtney Yusuf 
and Axel Kacoutié; executive producers Mythili Rao and Phil Maynard

When bitcoin first became available for purchase in 2009, cryptocurrencies 

were a relatively obscure niche product. Not any more. Some estimates 

suggest 221 million people were trading cryptocurrencies around the world 

last year, often using slick, gamified apps on their smartphones.

The Guardian business reporter Rob Davies is the author of a forthcoming 

book, Jackpot: How Gambling Conquered Britain, and he has been looking 

into the ways in which crypotrading apps encourage users to trade more 

and more. He tells Nosheen Iqbal trading platforms encourage users to 

share social media updates when their portfolio goes up – but not when it 

falls. As a result, in effect: “Nobody’s ever getting the message that actually 

you can lose money,” Davies says.

One former cryptotrading addict, Steven, is in recovery at the Castle Craig 

residential treatment clinic in Scotland. He worries that crypto apps make 

it easy for young men to get caught up high-stakes – and potentially 

addictive – trading habits, just as he did.

2021 Crypto crime report from Chainalysis is out. Might be 

disappointing to some - not enough crypto crime to justify 

the "badness" of crypto!! :)

"Overall, cybercriminals have laundered over $33 billion 

worth of cryptocurrency since 2017, with most of the total 

over time moving to centralized exchanges. For comparison, 

the UN Office of Drugs and Crime estimates that between 

$800 billion and $2 trillion of fiat currency is laundered each 

year — as much as 5% of global GDP. For comparison, money 

laundering accounted for just 0.05% of all cryptocurrency 

transaction volume in 2021."

The concentration of illicit funds in the wallet addresses 

might help to identify the actors behind them.

"A group of just 583 deposit addresses received 54% of all 

funds sent from illicit addresses in 2021. Each of those 583 

addresses received at least $1 million from illicit addresses, 

and in total they received just under $2.5 billion worth of 

cryptocurrency. An even smaller group of 45 addresses 

received 24% of all funds sent from illicit addresses for a total 

of just under $1.1 billion. One deposit address received just 

over $200 million, all from wallets associated with the Finiko 

Ponzi scheme."

Learn more about crypto money laundering trends on our 

latest 2022 Crypto Crime Report preview. Link here

Anna Rybakova

Compliance Manager | BitPrime

https://www.theguardian.com/media/2017/oct/07/how-to-listen-to-podcasts-everything-you-need-to-know?CMP=podcast-help
https://www.theguardian.com/profile/nosheen-iqbal
https://www.theguardian.com/profile/rob-davies
https://www.theguardian.com/profile/courtney-yusuf
https://www.theguardian.com/profile/axel-kacoutie
https://www.theguardian.com/profile/mythili-rao
https://www.theguardian.com/profile/philmaynard
https://www.theguardian.com/news/audio/2022/feb/08/is-the-cryptocurrency-trading-boom-creating-a-new-generation-of-addicts
https://bit.ly/3rPySH4
https://www.linkedin.com/feed/update/urn:li:activity:6894820246935482368/
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THE GOODS | CRYPTO AND SPORTS BETTING

THE INTERNET TURNED 
“MONEY” INTO A HOBBY
Why (mostly) 20- and 30-something dudes made crypto and sports betting  
their personality.
By Rebecca Jennings

In November, I went to the most unpleasant event I’ve ever 

attended, located in a warehouse-like bar in downtown 

Manhattan and devoted entirely to the subject of NFTs. It 

was hosted by Gary Vaynerchuk, better known as Gary Vee, 

the motivational speaker-slash-entrepreneur-slash-influencer 

whom my boyfriend was profiling for another publication. The 

crowd primarily consisted of hordes of men, who were not 

wholly unpleasant themselves but who spoke a language so 

impenetrable to outsiders that being around them made me 

feel as though I’d missed something major.

They seemed to work in tech or finance, mostly, and had 

come to connect with others over the thing they loved most 

in the world, the wild force driving the feeding frenzy of people 

storming the bouncer to get inside: money, and making it 

as quickly as possible. The event’s attendees were at the 

extreme end, of course, but their language has started trickling 

into the mainstream as well. If Instagram made everyone a 

photographer and Twitter made everyone a writer, perhaps 

whatever the internet has done to the traditional banking 

system is in the process of turning us all into finance bros.

There has never been a more opportune time to have 

“money” as a hobby. Options trading, once the provenance 

https://www.vox.com/the-goods/22922511/crypto-nfts-sports-betting-money-hobby
https://www.vox.com/authors/rebecca-jennings
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of professional financiers, has soared with the rise of 

stock trading platforms like Robinhood, which makes it 

extraordinarily easy to buy and sell individual stocks. Stories 

of artists making hundreds of thousands on NFTs of their 

work and of cryptocurrency enthusiasts making bank buying 

and selling them have abounded over the past year. A wave 

of legalization of online sports betting has swept the country, 

and with it, lucrative promotions for first-time gamblers that 

offer what is essentially free money. Not only did the pandemic 

create a mass of people who were bored and restless, it also 

created some people with enough financial privilege to try 

something a little risky with their $1,400 stimulus check.

The gamification of money, and the blurring boundaries 

between what constitutes investing and what constitutes 

entertainment, have raised plenty of concerns, and many 

argue that the government is too far behind the times to 

adequately address it. “Gambling went from being something 

that was super taboo to being easier than ordering food on 

Uber Eats,” says Josh Clayton, a 29-year-old copywriter in 

Brooklyn. “You watch a sports game and every commercial is 

an ad for sports betting.”

Josh started sports betting thanks to the massive deal that 

Caesar’s, one of the largest online sportsbooks, was offering 

new users: a free $300 to bet just for signing up, plus a match 

of up to $3,000. He put in $50 of his own money but cashed 

out with around $800. “A lot of sports fans love to talk about 

their teams and pretend that they’d be a better head coach 

than the guy who is eminently qualified and gets paid $40 

million a year,” he says. “Sports betting gives you a little taste 

of making those decisions, and when you win, it feels like a 

validation of you being smart.”

It’s similar to what people who invest in stocks or crypto 

feel when something “moons,” or rises in value extremely 

quickly. “It just totally took over my life in the span of, like, a 

week,” said Jeff Andrews, a 40-year-old data reporter and a 

former coworker of mine. Less than a month ago, two of his 

friends who work in private equity told him about the tens of 

thousands of dollars they made in NFT trading, and then gave 

him advice on what to buy next. Since then, he’s made around 

$25,000, thanks to several moons he scored through tips that 

trickled in from multiple group chats and Discord servers.

Because of the ways in which this type of information 

disseminates — in subreddits, in breathless Twitter threads, on 

niche Discord servers — the world of betting and investing is 

dominated heavily by people who are already well-represented 

in tech, finance, and internet culture, which is to say that it is 

overwhelmingly young and male. Proponents of crypto love to 

talk about the benefits of decentralizing the financial system, 

how it can allow for historically underrepresented groups 

to build wealth, and how NFTs can be used to fund projects 

supporting charitable causes. Celebrities, from A-listers like 

Matt Damon, Reese Witherspoon, and Gwyneth Paltrow to 

Z-list Bachelor influencers, evangelize cryptocurrency as an 

almost philanthropic cause; what goes unspoken is that they 

stand to profit from more people investing after them.

For people who’ve long been interested in investing, the 

phenomenon has been somewhat bizarre to witness. “I give 

advice to friends who want to get into investing and tell them 

to put some into exchange-traded funds or index funds,” says 

Omar Khan, a 29-year-old who works in fintech and has been 

investing in the stock market since he was a freshman in high 

school. “Then all of a sudden these people are like, ‘No, that’s 

too complicated,’ and they want to get into SPACs. I’m like, 

hold up — you went from being too cautious to invest in an 

S&P 500 ETF to SPACs, which are an absolute scam?” (SPACs 

are a way to list private companies on the stock market, 

thereby allowing everyday traders to invest in them; many 

have criticized them as a bubble similar to the dot-com boom.)

Omar says his friends often cite supposedly heartwarming 

articles about people who put in a few hundred bucks in 

meme stocks, NFTs, or crypto and became millionaires. 

It’s irresponsible journalism, he argues, because it so often 

ignores the many people who lose even more than they put in. 

“In my group chats with finance friends, we’re like, ‘So many 

people are gonna lose so much money.’ We’re watching a 

train crash.” It’s worth wondering, he says, whether the low 

barrier of entry into this world is such a net positive. “There’s 

no phone call [to a broker] that you would have had to make 

20 years ago. There’s no warning sign of like, ‘hey, are you sure 

you want to put $50,000 in this penny stock?’”

Read in full

https://www.vox.com/the-goods/22249458/gamestop-stock-wallstreetbets-reddit-citron
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https://www.dailymail.co.uk/news/article-10415017/Indonesian-student-rich-overnight-selling-thousand-SELFIES-NFTs-1MILLION.html
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REUTERS | SPECIAL REPORT

CRYPTO GIANT BINANCE 
KEPT WEAK MONEY-
LAUNDERING CHECKS 
EVEN AS IT PROMISED 
TOUGHER COMPLIANCE, 
DOCUMENTS SHOW
In public, Binance said it welcomed government oversight. At the same time, the 
firm was withholding information from regulators, maintaining weak checks on 
customers and acting against its own compliance department’s recommendations, 
a Reuters investigation has found.
By ANGUS BERWICK and TOM WILSON

ATTARD, Malta – In the courtyard of a secluded limestone 

palace, Malta’s political elite welcomed a guest: Changpeng 

Zhao, chief executive of Binance, the world’s largest 

cryptocurrency exchange.

It was October 2018. Zhao was in Malta to find Binance a 

new home, having quit mainland China the year before when 

regulators there began cracking down on cryptocurrencies. 

Zhao praised Malta for opening its doors to crypto firms.

“Binance got really lucky,” Zhao told the audience, in filmed 

remarks. “Malta came at a time when regulatory clarity was 

very much needed.”

That same month Binance notified Malta’s financial regulator 

it planned to seek a license to operate its exchange from the 

island - an important step to mainstream legitimacy for the 

young firm. Zhao said the island would be Binance’s new base.

Binance’s proposed relocation crowned the Maltese 

government’s strategy to turn Malta into a “Blockchain Island.” 

Zhao pledged that Binance would raise donations for local 

cancer patients.

But soon the romance ended.

As Zhao studied the license’s conditions, he grew nervous 

about their stringent anti-money laundering protocols and 

https://www.reuters.com/investigates/special-report/finance-crypto-currency-binance/
http://angus.berwick@thomsonreuters.com
http://t.wilson@thomsonreuters.com
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the level of financial disclosure required, according to four 

people with direct knowledge of the licensing discussions. 

The following year, Binance privately informed the regulator it 

had aborted its plan, the regulator told Reuters. A letter from 

Binance in 2020, seen by Reuters, shows donations to the 

charity were scrapped, too. Yet for several months Binance 

kept telling its millions of customers that its terms of use were 

“governed under the laws of Malta.”

Zhao’s dealings with the Mediterranean island fit a wider 

pattern, a Reuters investigation has found. In public, Zhao 

repeatedly said he welcomed regulatory oversight and Binance 

lauded its anti-money laundering programme. But at the 

same time, Binance was withholding information about its 

finances and corporate structure from regulators, at least 

eight of whom have warned consumers about the risks of 

using the exchange. Binance also maintained weak checks 

on customers, despite concerns raised by senior company 

figures, and acted against its own compliance department’s 

recommendations.

A Binance spokesperson said in a statement to Reuters: “As 

the leading cryptocurrency and blockchain ecosystem, we 

are both leading and investing in the future technologies and 

legislation that will set the crypto industry on the road to 

becoming a well-regulated, secure industry.” The company 

didn’t comment in response to detailed questions.

Reuters 

conducted 

dozens of 

interviews with 

former senior 

employees 

of Binance, 

advisers and 

business 

partners, and 

reviewed 

hundreds of 

documents, 

including confidential correspondence between Binance and 

national regulators, and internal company messages.

The reporting shows Binance has operated outside rules 

that govern traditional financial firms and many crypto rivals. 

An opaque corporate structure has enabled Binance to offer 

products that many national regulators don’t allow locally 

registered firms to sell. Binance has repeatedly declined to 

specify in which jurisdiction its main online exchange is based, 

complicating regulators’ efforts to oversee its activities. And it 

has minimised costly client background checks.

Other findings include:

•  On at least four occasions, Binance declined to provide 

detailed answers about its operations when asked by 

financial authorities and business partners, according to 

regulatory filings and people with direct knowledge.

•  In encrypted Telegram messages seen by Reuters, Binance 

staff, including Chief Compliance Officer Samuel Lim and 

former Global Money Laundering Reporting Officer Karen 

Leong, raised worries about weak “know-your-customer” 

checks aimed at preventing money laundering. Three former 

senior Binance employees told Reuters they voiced such 

concerns to Zhao himself but he ignored them.

•  Binance acted against its own compliance department’s 

assessment by continuing to recruit customers in seven 

countries, including Russia and Ukraine, judged to be 

of “extreme” money-laundering risk in an internal report 

circulated in early 2020 that was seen by Reuters.

•  Last year, Binance watered down compliance rules arranged 

with a German business partner, causing disquiet among 

some Binance staff.

•  German police and lawyers representing over 30 suspected 

fraud victims sent Binance dozens of letters, seen by 

Reuters, seeking information about several million euros 

that they suspect were laundered through the exchange. 

Several of the letters’ senders told Reuters that Binance 

responded saying it could not help. Reuters has been unable 

to review most of Binance’s written responses.

• German federal police sought information from Binance 

last year about two men suspected of assisting an Islamist 

gunman who killed four people in Vienna in November 2020. 

One of the men made unspecified transactions on Binance, a 

letter from police said.

The Binance spokesperson said the company is driving higher 

industry standards. He noted that when Binance was founded 

in 2017, “the crypto industry was still in its infancy. There was 
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relatively little guidance on how crypto should be regulated, 
Know Your Customer (KYC) technology was yet to be fully 
developed, law enforcement agencies were not educated on 
crypto, and policies such as those that govern anti-money 
laundering were broadly not fit-for-purpose for the crypto 
space.”

The spokesperson, without going into details, said Reuters’ 
information was “wildly outdated and - in several places - flatly 
incorrect.” Legal representatives for Binance said documents 
reviewed by Reuters were “partial and do not accurately reflect 
the full picture in relation to how decisions relating to very 
serious issues have been made by our client.”

Zhao, Lim and Leong didn’t respond individually to requests for 
comment.

Binance has become emblematic of governments’ attempts to 
tame the crypto sector. Top regulators in the United States and 
Britain have called on lawmakers to grant them greater powers 
over the industry.

POWER OF BITCOIN
Born in China and educated in Canada, Zhao is a prominent figure in the crypto world, preaching to his 

5 million Twitter followers about the liberating power of bitcoin. Most people know the 44-year-old by 

his initials, CZ.

Since he established Binance in Shanghai in 2017, his exchange has ventured into every corner of 

the crypto market, from spot and derivatives trading to non-fungible tokens. In November, Binance’s 

monthly spot trading volumes were $914 billion, up more than five-fold from the year before and 

over five times the amount smaller rival Coinbase processed, according to data from analytics firm 

CryptoCompare. Binance’s derivatives trading volumes were $1.8 trillion.

For a corporation of its scale, Binance discloses little public information. It says it does not have a 

headquarters and does not identify which entity controls its main exchange, although Zhao has said in 

recent months he wants to establish a number of regional headquarters.

While Binance’s business boomed during the COVID-19 
pandemic, with retail and institutional investors alike warming 
to crypto, over a dozen national regulators issued warnings 
about the firm. Some said it was operating without a license 
in their jurisdictions. Others cautioned people against using its 
services. Britain’s regulator said in mid-2021 that a UK unit of 
Binance was “not capable of being effectively supervised,” after 
it refused to answer questions about the exchange’s global 
business.

Zhao told Reuters in an interview in October: “We have never 
intentionally withheld information from regulators.” The 
Binance spokesperson said, “it is categorically false to claim 
that Binance is knowingly withholding information about its 
corporate structure from inquiring regulatory bodies.”

Read in full

https://www.reuters.com/investigates/special-report/finance-crypto-currency-binance/
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What if you could 
replicate your best 
compliance person 
tenfold?
Maintain seamless compliance with Chainalysis, 
the leading blockchain data platform trusted by 
by the biggest players in crypto.

Learn More 

https://www.chainalysis.com/
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DIA ENGAGEMENT | PROPERTY BROKERS

ENGAGEMENT WITH DIA 
ESSENTIAL FOR AML 
COMPLIANCE SUCCESS

Phased in over two years, these new laws required these 

businesses and professions to put measures in place to 

ensure they don’t unwittingly support criminal activity. The 

goal of the legislation is to close down the avenues that 

criminals use to ‘clean’ the proceeds gained through their 

activities like drugs, fraud, and tax evasion.

They do this by buying, selling, and channelling funds through 

ostensibly legitimate sources like property, high-value goods, 

and financial services. This helps cover their tracks so they 

can use the money to fund their criminal enterprises. Those 

who finance terrorism use the same methods to divert funds 

to violent causes.

AML/CFT compliance adds cost and effort to businesses

Although the law came into effect in stages for different 

sectors to give them time to prepare for the changes, the 

reality is that it placed a significant burden on businesses 

in the form of compliance costs and red tape. The total 

cost, according to the Ministry of Justice, is estimated to be 

between $800 million to $1.1 billion over 10 years.

The new legislation came into effect for the real estate 

industry on 1 January 2019 and applies to anybody who 

represents a client who’s buying and selling real estate or who 

accepts a deposit in cash of $10,000 or more from someone 

who’s buying real estate. 

The Department of Internal Affairs (DIA) supervises the 

application of the AML/CFT laws for real estate agents, as well 

as other ‘Phase 2’ businesses.

According to Andrew Tyler, CFO for Property Brokers, the 

AML/CFT laws added an additional layer of compliance to 

selling real estate not seen before in New Zealand. “It was an 

additional feature that wasn’t there before. We had to get our 

heads around it and implement it across the company,” he 

says.

The cost of compliance isn’t cheap, Andrew explains. “I’ve 

been involved in panel discussions with other real estate 

agencies and their cost estimates are similar to ours. AML 

responsibilities easily add $1.5 million each year to the cost 

of operating our business,” he says. “This means we must 

decide whether these costs are absorbed or passed on to the 

customer.”

Phase 2 of New Zealand’s Anti-Money Laundering and Countering Financing of 
Terrorism (AML/CFT) Amendment Act 2017 placed new compliance obligations on 
lawyers and conveyancers, accountants, real estate agents, the NZ Racing Board, 
and high value dealers.

https://e12.safelinkbpm.com/c/Cra2lv-aOU6DI0IlTWrnyg
https://www.justice.govt.nz/justice-sector-policy/key-initiatives/aml-cft/costs-and-benefits/
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But AML compliance doesn’t just add a financial cost to the 

real estate sector. Andrew says it also adds complexity and 

time to the process of selling property. 

“You can’t list a property without completing AML now. 

The process could add as little as 24 hours for a simple 

sale of residential property through to several days for 

complex structures, like a trust. It all depends on the level of 

cooperation we get from the vendors, and their solicitors and 

accountants – which can be quite challenging,” he adds.

Although Property Brokers have had situations where 

they’ve had to decline clients who refused to comply with 

AML requirements, their AML Compliance Officer, Ashleigh 

Henderson, says that over time there has been a greater 

acceptance that the additional information required is now 

part of the process.

Training creates a positive AML culture and attitude

“We do a lot of training and reinforcement among our staff to 

create a positive attitude towards AML,” she says. “We have 

70 branch managers and we regularly get in front of them and 

encourage them to be positive about AML and pass this on to 

the agents and support staff in their teams.”

As one of the country’s largest real estate companies, Property 

Brokers employs around 900 staff members, with about two 

thirds of them having responsibility for AML compliance. The 

balance operate in the company’s property management 

business or are part of the business’s support services.

Training is a critical component for ensuring that staff 

are aware of their AML responsibilities and execute them. 

“Making sure our agents maintain AML compliant listings is 

a substantial and difficult task,” Andrew explains. “Property 

Brokers invests massively in our support centre to make sure 

our people know their responsibilities and have the skills to do 

the required tasks properly.”

Ashleigh adds: “We have rolled out a comprehensive online 

training programme that all our staff must complete. They 

have to watch videos and provide answers that are checked 

and verified.”

According to Andrew Tyler, CFO for Property Brokers, the 
AML/CFT laws added an additional layer of compliance to 

selling real estate not seen before in New Zealand.

“It was an additional feature that wasn’t  

there before. We had to get our heads around 

it and implement it across the company,”  

he says.

30
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Andrew Tyler
CFO Property Brokers

Property Brokers is New Zealand’s leading provincial real estate 

brand. A family-owned and operated business since 1986, we maintain 

a dominant market share in the regions in which we operate. Our 

Property Brokers family started with 5 people in 1986 and is now over 

850 strong with over 80 locations across the length and breadth of 

provincial New Zealand. It’s a business built on hard work, discipline, 

friendships, and a powerful sense of family. A full-service real estate 

company, our people offer services across residential, lifestyle, rural, 

commercial, property management and building compliance.

aspects of our AML compliance, when in fact it honed in on 

our compliance programme and risk assessment document,” 

he says.

The result of the audit was that the company was found to be 

non-compliant on some points, partially compliant in others, 

and fully compliant on the balance.

Andrew explains that they then took a misstep by taking the 

audit report at face value and simply accepting the outcomes, 

instead of starting a dialogue with the DIA. “The DIA read 

that we weren’t taking their report seriously, so there was no 

engagement between us and them.

“After a period, DIA then informed us they were going to 

issue a formal warning and would publish this information 

in a media release. Despite intervention by our CEO, we were 

issued with a formal warning early in 2021.”

AML specialist engaged

At this point, Property Brokers realised they had to act swiftly 

‘Naïve’ initial engagement with DIA

Despite their industry-leading AML compliance training 

programme, there was a time that Property Brokers fell foul 

of the industry regulators – the DIA. Andrew explains: “Our 

engagement with DIA started with a notice that they were 

coming to do an onsite visit in August 2020 – effectively, an 

audit of our AML compliance.

“At the time AML responsibilities were shared by three 

people, including our AML Compliance Officer, who all left our 

organisation within a three-month period. The responsibilities 

were handed over to two new people, including myself as CFO.”

Andrew acknowledges that he and the new AML Compliance 

Officer didn’t take their responsibilities as seriously as they 

should have, partly because they had very little training in 

AML and because they had very little handover from the 

experienced staff who were leaving.

“As a result, we had inexperienced people fronting the audit. 

We naively thought the audit would focus on the day-to-day 

https://e12.safelinkbpm.com/c/Cra2lv-aOU6DI0IlTWrnyg
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and decisively to bring their AML programme up to the 

required standard. Andrew and the acting Compliance Officer 

spent a lot of time and effort lifting their AML programme to a 

satisfactory level. “We read all the documentation carefully and 

made sure we understood the policies,” he says.

They also engaged an AML specialist, Cleo Shortland. “She 

was a fantastic resource, who helped get us on track,” says 

Andrew. “She was exactly the right person; easy to talk to and 

with a full commitment to help us. She rewrote our compliance 

and risk assessment, so it was specific to our business – 

rather than a generic template that most businesses use.”

One of Cleo’s recommendations was that a company of 

Property Brokers’ size needed to have a full-time AML 

Compliance Officer, which was when Ashleigh was hired. 

“She is exactly what we needed,” says Andrew. “You need 

someone in this role who’s passionate about AML and the 

associated responsibilities. Her background in banking and her 

practical and personable approach has made her perfect for 

our AML compliance programme.” Ashleigh Henderson
AML Compliance Officer

Key learnings from DIA engagement

Andrew and Ashleigh outline several key learnings from the Property Brokers engagement with DIA:

1  If you lose experienced AML people in your business, make sure you do a comprehensive handover. “This is one of our 

biggest errors,” explains Andrew.

2.  Engage with the regulator (DIA) if they communicate with you. “It’s better to over-communicate,” says Ashleigh. 

“Take their onsite visits seriously and understand your responsibilities. They are helpful and are happy to answer any 

questions.”

3  Take your AML responsibilities seriously. “In the early days you might think you can get away with cutting corners, but 

the regulator will catch up with you,” says Andrew. “Also, take guidance and prompts from the regulator seriously.”

4.  An AML compliance programme can’t be run by one or two people. “You need to build a positive AML culture 

throughout your organisation,” says Ashleigh, “or your programme won’t work properly.”

The proof of the efficacy of this approach was seen during the DIA’s return visit to Property Brokers in August 2021, 

where Property Brokers did exceptionally well. “So much so that the DIA issued a media release on how we turned our 

compliance around in a short period of time – they were very happy with the progress we made,” Andrew concludes.

https://e12.safelinkbpm.com/c/Cra2lv-aOU6DI0IlTWrnyg
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ALICE TREGUNNA | RESEARCH INSTITUTE

AML OUTSOURCING: 
BEWARE OF FALSE 
PROMISES AND 
MARKETING GLOSS

Anti-money laundering 
outsourcing companies 
can be a helpful additional 
to your compliance team.

These companies can provide essential expertise by 

providing essential expertise to ensure your AML obligations 

are carried out in a fast, efficient and compliant manner. 

Sounds great, but it’s not quite as simple as that. For 

starters, there is no code of practice in New Zealand to 

regulate or assess the company you are entrusting to carry 

out your AML obligations. And outsourcing your obligations 

doesn’t mean you have outsourced your liability when the 

regulators come calling.

So while outsourcing can be a time saving, cost effective 

asset, it pays to dig a little before partnering with a company 

so you can be sure of exactly what you’re getting (and not 

getting) for your money.

Look behind the shiny 
curtain
Some marketing claims can be unintentionally misleading 

which can lead to some common misconceptions about 

what an AML outsourcing company can truly provide, and 

what this means for you as the reporting entity. Cutting 

through the marketing hyperbole and assessing the details 

of the service you will receive will help you get to the truth.
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AML Outsourcing
Beware of False Promises and Marketing Gloss

IDENTITY VERIFICATION CAN BE DONE FOR TENS  
OR HUNDREDS OF COUNTRIES
If you want to do it right, this statement is untrue. New requirements for electronic 

identification verification (eIDV) published by the FMA in July 2021 means you have to 

go back to source data when conducting eIDV checks in order for them to meet your 

compliance needs.

This just isn’t possible to do in all countries.

TECHNOLOGY CAN DEAL WITH ALL MY CUSTOMER 
DUE DILIGENCE (CDD) CHECK

Don’t fall for the technology dream. You cannot remove the human element when 

conducting customer due diligence.

Certainly, to make AML compliance affordable and efficient, it needs to be largely tech 

based and largely automated, but you still need a human to handle the exceptions and 

decision points. Otherwise you are at risk of  moving into a purely rule-based system, 

which is contrary to the intentions of the risk based system implemented in  

New Zealand. 

It is a fallacy to think otherwise.

YOU CAN REUSE INFORMATION MODELS
Yes you can reuse information. Just be aware that doing this opens up entities to 

bad actors using fraudulent information, or to ID theft. If you don’t have constant 

checkpoints and robust monitoring of your client base  there is little chance of 

detecting things going awry.

Money launderers look for the weakest link. If they know an entity doesn’t reach 

the same levels of scrutiny, and doesn’t monitor changes or relationships as well as 

others, they will direct attention to that entity as a point of least resistance.

BIOMETRICS CAN HANDLE ALL VERIFICATION 
REQUIREMENTS

Biometrics can be used to help identify your customer (through ‘liveness’ and 

‘likeness’ checking) and provide confirmation of identity information (by going back to 

the source data, such as the NZTA driver licence database or the DIAs passport data), 

but you will still need to match your customer to the identity claimed to ensure they 

are one and the same person.

The FMA states “Only an electronic source that incorporates biometric information 

or information which provides a level of confidence equal to biometric information 

enables an individual’s identity to be verified to a high level of confidence.”

https://www.ticc.nz/post/electronic-identification-verification
https://www.ticc.nz/post/electronic-identification-verification
https://www.ticc.nz/post/the-complete-guide-to-understanding-customer-due-diligence
https://fma.govt.nz/
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What to look for in an outsourcing company?
As well as doing the usual business checks, examine whether the services provided will actually help ensure compliance. It is often 

assumed that compliance is guaranteed, but without any code of practice in place for outsourcing companies, not all will necessarily 

have the right skills, tools or expertise.

CONSIDER:

01.

03.

How well does the business want to understand your company 

and the problems you are facing? Each entity is different, and 

this exercise should be more than just ticking a box.

Talk to a few providers. Make sure they are a good fit for your 

company. 

02.
Be cautious of companies who say they are much cheaper and 

promise the world. Like most things in life, you get what you 

pay for. If they say they can do it cheaper, ask yourself why. 

Are you comparing like for like? Do they have the expertise 

and the required data levels to truly meet identity verification 

requirements?

04.
Make sure deliverables are clearly outlined. How long will 

customer due diligence checks take? Will they be supplying you 

with the annual report data you need for your supervisor? Are 

the systems auditor ready?

05. Ask if you can test the waters with a trial.

06.
Confirm what is done with your data. Ensure it isn’t held 

to ransom and is always available to you even if you move 

providers. Remember, you need access to records for 5 years 

after an entity stops being your client, and you also need to 

have enough information to recreate a transaction at any 

moment if called upon by the regulators or the Financial 

Intelligence Unit. For example, many eIDV providers purge data 

after 7 days so  you need to maintain copies as well as records 

of verification checks and document your decision making.

Conducting 

these checks; 

can take time, 

but in the long 

run the cost of 

remediation and 

brand damage 

is bigger than 

taking the time 

to get the right 

solution in 

place.
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The secret to AML 
outsourcing success
Be vigilant, and wade through false promises to get to the 

truth before choosing a partner. 

Despite any  exaggerated claims to the contrary, you will still 

need to engage and take part in due diligence activities even 

with an outsourcing provider by your side, and technology (at 

least at the moment) can’t do it all. 

It is you who will be liable if your AML activity doesn’t meet 

regulator’s expectations, so don’t assume everything has 

been done properly, review and confirm what the provider 

has actually done for you.

You understand your customer, their situation, history, 

and relationships better than anyone, so you will have a 

crucial understanding of any potential risks. Stay on top of 

things, stay close to the work being done, and run a quality 

assurance service alongside your outsourcing partner, or run 

your own QA checks.

In summary 
By no means is it all marketing gloss or false promises out 

there, and intentions are good, but some misunderstandings 

about what is required to protect NZ from money launderers 

means we are leaving the door ajar - allowing us to be taken 

advantage of.

AML outsourcing companies are an important part of the 

AML landscape, and the number of entities using their 

services in NZ is increasing. Their expertise can be invaluable 

and the time and cost savings for entities are significant. 

Just remember, it is prudent to examine any service or 

performance claims made by a provider before locking 

yourself in, check, compare, and make sure it’s fit for 

purpose. And, like any promises, if it’s too good to be true, it 

probably is.

The Writer
Dr. Alice Tregunna 

Chief Executive Officer TIC Company
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OPINION | ADAM HUNT

The advent of AML requirements is a response to an old 

problem with an old treatment: if we can prevent people 

enjoying the rewards of their villainy, can it discourage anti-

social behaviors and prevent crime? 

At the heart of this question is social science, especially 

criminology and behavioral economics, both of which 

have only relatively recently started to lay some claim to 

adopting a truly scientific method. That means that many 

of our assumptions suffer from what Stephen Colbert calls 

‘truthiness’, because for many years our understanding 

of what causes and allows crime has been largely driven 

by flawed assumptions, fundamental attribution error and 

propaganda.

Whether root causes are important to a compliance function 

depends very much on the culture of the organisation. Those 

that regard compliance as a government mandated burden 

to be managed at minimal cost will rail against the apparent 

illogic, and use it as an excuse to attack the foundations of the 

regime. They will also maintain a consistently higher business 

risk, both in terms of regulatory action and brand. The lucky 

ones will get away with it, the rest will suffer losses (which 

they will blame on others). 

Those organisations that look on AML as an opportunity 

to demonstrate their role as good corporate citizens will 

want to understand, explore and look for opportunities to 

leverage a good customer experience, intelligently using risk 

analysis to inform their compliance processes. This means 

moving beyond simplistic transactional understanding of the 

legislative requirements, resisting the temptation to pander 

to accountants and abrasive customers. They will strive to 

maintain a culture of enquiry and growth. It has the added 

advantage of making the work more fulfilling for the team and 

turning an overhead into a brand advantage. 

To make the shift reporting entities first need to tackle 

governance and culture, which is a big ask. But I believe it can 

be achieved in all but the most monolithic organisations (you 

know who you are.) And it is built on foundations of strong 

ethical culture from the bottom up, not just top down. 

Among the regulatory community concepts of ‘intelligence 

led’ thinking have become embedded. This is an evidence 

driven approach to regulation that depends on understanding 

risk, systems thinking and quality analysis – in fact all the 

same foundations as the scientific method. At its heart is the 

use of techniques to compensate for the cognitive misfires 

that hamper our thinking, using process to counter flawed 

reasoning. 

Our brains have evolved to be pattern recognition engines 

simply for survival. We don’t always have the opportunity 

to stop and think, and we certainly don’t have the cognitive 

bandwidth to consider every decision fully before we take it. 

These heuristics are how we manage day to day life and they 

become embodied in our social and legal rules. 

We all like to think we are rational and have free will, but the 

reality is that our brains are designed to make quick decisions 

based on limited inputs. And our ego (which is essential to 

our wellbeing) will defend those quick decisions beyond the 

point of rationality, retrospectively re-writing our memories 

TO MAKE THE SHIFT REPORTING ENTITIES FIRST 
NEED TO TACKLE GOVERNANCE AND CULTURE, 
WHICH IS A BIG ASK.

mailto:adam%40clavis.nz?subject=
https://en.wikipedia.org/wiki/Truthiness
https://online.hbs.edu/blog/post/the-fundamental-attribution-error
https://g-reg.govt.nz/wp-content/uploads/2019/04/AchievingComplianceGuide_17July2011.pdf
https://g-reg.govt.nz/wp-content/uploads/2019/04/AchievingComplianceGuide_17July2011.pdf
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and justifications. Stop for a moment and honestly consider 

a situation where you have argued a contentious point: I’ll bet, 

on reflection, you can find moments where you were relying on 

some pretty tentative logic to maintain your position. 

So what are some of the techniques we can use to tackle 

these flaws at an organisational level? Starting at the top, we 

need to ensure there is not a culture of denial filtering through. 

Boards and governance groups must accept that the regime 

does have a positive effect for society. The cognitive challenge 

is often that leaders have taken positions that their monkey 

brain will continue to defend to protect their ego. 

Technical leaders may focus on points of process rather 

than the overall purpose of the regime. A pincer movement 

is sometimes effective in tackling this. Alongside pointing 

out that it Is simply a business necessity, try to connect a 

compliance strategy to brand risk and process efficiency. Look 

for examples in your sector where competitors seem to be 

able to effectively leverage AML for other benefits, including 

ease of onboarding. In other words, change the conversation 

from cost to value.

At a tactical level in your team it’s good to agree on your 

stance. Share stories and make sure you collect examples of 

where CDD is easy or effective. Most customers understand 

why these checks are carried out – they are getting used 

to it. Point out to them that the identity checking protects 

them too (among other things it helps defend against identity 

fraud.) Look for opportunities to measure the outcomes in 

terms of real costs, customer experience and compliance with 

requirements. Regulators will generally support a reporting 

entity that can show it is genuinely trying to comply. 

Make sure the reports and outputs (in the intelligence world 

these are called products) look good. AUSTRAC use very 

professional formats. This contributes to subtle messaging 

that this is an important process that deserves attention.

CDD and monitoring rely on human beings noticing 

abnormalities (red flags) so this is a good opportunity for 

engagement with front-line staff. While the IDV process gets 

a lot of attention, it really only exists in its current form for 

historical reasons – AML is an international regime, so its 

recommendations have to work in any jurisdiction. Intelligence 

is the real mechanism to know your customer, and it is 

important that people who work with customers and their data 

know that they can raise a flag in a blame free context.

This means that they often need to be protected from 

conflicting interests in the organisation. Facilitating money 

laundering is profitable, and the people who will profit 

internally may try and hide information (wilful blindness) or 

bully staff to avoid processes. There is no magic bullet to solve 

these issues, but one factor is organisational culture: who 

really wants to work in a firm that rewards sharp behaviour 

and aggressive use of seniority?

It is ten years since the regime was introduced. That’s well 

past the point where people should have stopped whining 

about it or looking for technology silver bullets. The profession 

needs to grow up, and part of that is improving our depth 

of strategic thinking, moving beyond tactical discussion of 

process to deeper understanding. 

Adam Hunt established the strategic intelligence 
functions of Inland Revenue and the Financial Markets 
Authority. He is the founder of New Zealand’s leading 
anti-money laundering service provider and is a member 
of the panel of experts of the International Monetary 
Fund working with developing nations. He is a member 
of the board of Transparency in New Zealand.
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CLARENCY | BOB BLOWER

Firing the 
Dollar Cannon

In times past, the withdrawal of the ambassador was 

sufficient to demonstrate that one country was pissed off with 

another country. This would have escalated to military action if 

the issue was unresolved. But two world wars have taught us 

how costly this can be in life and materials.

Nowadays, economic pressure is the preferred route of 

influence, taking advantage of the need for most countries to 

pay for imports. The projected new sanctions against Russia 

show the extent to which the modern security infrastructures 

have become reliant on financial persuasion as an alternative 

to force. But how equipped are we to impose effective 

sanctions? 

Is our financial arsenal sufficiently developed 

to laser-paint the right targets?

Today, sanctions start by targeting the opponent’s cronies, 

move on to freezing the assets of state enterprises and 

finally see the implementation of full sanctions against the 

target country and its citizens. Now we also have to option of 

freezing currency reserves (that by definition are overseas) and 

cutting off banks from SWIFT. The effect on the delinquent 

country’s economy – especially one in as parlous a state as 

Russia’s – should be devastating. As it turns out, our current 

methods demonstrate the surgical precision of a blunderbuss.

In 1982, just when the UK was dismantling exchange and 

capital controls, Argentina invaded the Falkland Islands, a 

British territory in the South Atlantic. A conflict followed in 

which a UK task force expelled the invading force at the loss 

of several hundred lives. Relations between Argentina and the 

UK had been good until that point, despite the Malvinas issue. 

Exchange controls were relaxed and commerce prospered. 

The UK had provided warships and other military equipment to 

the Argentine Junta (a military dictatorship) and UK banks had 

been active in financing trade from Argentina with the world. 

A number of naval helicopters were in production in Weston 

Super Mare, UK, and were nearly ready for delivery. If only the 

Junta could have waited...

At the time I worked in the UK Treasury Home Finance team, 

and we were immediately asked to decide what penalties 

we could apply. Within hours we had laid an Order before 

the House of Commons under the Emergency Laws (Re-

enactments and Repeals) Act 1964, making it illegal for 

By the time you read this the disgraceful story of the Russian invasion of Ukraine will have moved on to a 

different chapter, the outcome of which can only be guessed at this moment.

https://biz.clarency.com/
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any person to perform any financial transaction with any 

Argentinian.  

The relaxation of exchange controls had seen the Bank of 

England’s exchange control officials redeployed to new jobs. 

Suddenly they needed to be re-redeployed. Am I the only one 

who can hear the voice of Jim Hacker?

“So, Humphrey, we must immediately redeploy the redeployed 

exchange control officials to enforce the exchange controls we 

didn’t need until we redeployed them?” 

“Yes, Prime Minister.”   

Almost immediately hardship cases began to emerge with, for 

example, Argentinian Students being frozen out of their bank 

accounts. We quickly published a General Permission enabling 

banks to disburse up to £30 per week to any Argentinian 

student to live on.

No thought was given to how the banks could 

apply this General Permission, leaving it to 

them to apply it manually. 

I wonder how today’s bank systems would comply with  

these rules?

When Iraq invaded Kuwait in 1991, sanctions were put in place 

to punish the aggressor while protecting the assets of Kuwait. 

The weekly cash needs of the average Kuwaiti were assessed 

at £10,000 per week (Argentine students could get by on £30, 

but the National Bank of Kuwait had higher ambitions) and a 

General Permission published to that effect. The imposition 

of sanctions was such a surprise that I had to raid my old 

briefcase for a keepsake set of the Argentina regulations. 

Meanwhile, the NatWest branch in Cromwell Road nearly 

caused an international incident that would have provoked a 

An all-round trouble maker’s opinion
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Twitter storm today by freezing the Saudi Ambassador’s bank 

account. It was unfrozen after a call from the Prime Minister’s 

Office.

In the absence of electronic media, all sanctions and General 

Permissions were published in the Official Gazette. It was 

slow, laborious and much was left to discretion. Nowadays 

sanctions are quickly up and available on services such as 

ComplyAdvantage and Orbis. Verification of transactions 

occurs in near real-time and little discretion is allowed. At the 

same time economic sanctions vary in their effectiveness.  

Some countries that are faced with sanctions develop 

convoluted means of moving funds, using shell companies 

and intermediaries. Crypto currencies are used increasingly 

to obscure funds and their origin, or to bypass the financial 

system altogether.

When I first arrived in South Africa, I was 

asked what was the easiest way to move 

money from South Africa to Zambia.

The answer was to buy a Land Rover in South 

Africa, drive it to Zambia and sell it. 

This was confirmed to me a few years later when a luxury car 

franchise opened in Lusaka and sold out of seventy Jaguars 

and Land Rovers on the first day - for cash. How could it be 

that, in a land as poor as Zambia, so much cash is available?  

I’m sure it has nothing to do with any sort of illegal mineral 

trade...

But today we have artificial intelligence, infinite connectivity 

and vast computer power. Such scams couldn’t hope to 

succeed... could they?

I find it difficult to reconcile the number of millionaires in a 

country with their purchasing power in, for example, rare wines 

or property. China has 10 per cent of the world’s millionaires – 

something like 5 million in total. With so few millionaires (and 

not all millionaires are “wealthy’ - often their cash is tied up in 

other enterprises), questions must be asked about how they 

acquired that wealth and why so few can have such a large 

aggregate impact on the property market. With many high-end 

properties held through trusts or corporate structures, the 

suspicion must be that wealth is being hidden. 

The UK has a long tradition of accepting refugees. Many 

of these have already kept their wealth overseas to avoid 

sequestration by a malevolent government, or they may arrive 

with portable wealth such as diamonds, gold or art works.

Differentiating between wealth that has 

accrued legally (or morally) and wealth that 

has been improperly acquired is difficult, 

not least because this is often a question of 

political leaning rather than one of strict legal 

definition.

In the case of Russia, sanctions can’t be deployed fast enough 

to stem the bloodshed and, in the aftermath, those who suffer 

most will be people who didn’t choose this violent course of 

action. Many oppose and deplore the actions of its leaders. 

Our financial weaponry simply doesn’t have the precision to 

sort the good from the bad.

Sanctions against a geographical region are little different 

from the derisking applied to many countries; in the 

absence of sufficiently detailed (or, in the case of derisking, 

economically viable) information results in a blanket ban on 

transactions involving that region. 

So what’s the answer – indeed, is there an 

answer?

Right now, I don’t believe there is. My own company has 

made significant progress by shifting focus from regions 

to transactions, and the results demonstrate that this has 

significantly improved the accuracy of our diligence. It’s a 

better approach, but it’s still not good enough. The world-

threatening events in Ukraine, and the necessity of a rapid 

and effective economic response, demonstrate the need to 

strive for levels of diligence that are not only more effective 

in tackling today’s challenges, but have the flexibility and 

evolutionary capacity to adapt to circumstances that no one 

can predict.
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Bob Blower
CEO Designate Clarency 

Technology in its place

It's Fintech, not techfin
We love technology, but we're not interested in being trendy. That may be down to the innate conservatism of our financial 

backgrounds, but we think it's good sense not to get the cart pulling the horse. We're far more interested in the right technologies 

than we are in the best ones.

Many decades of financial experience have taught us that process is more important than detection. The billions levied on banks 

for non-compliance rarely stemmed from detection shortcomings; virtually all of them point to failures in process. That's why we 

assembled an experienced, process-focused management team to design and manage our platforms.

Our processes evolved from the better-than-bank compliance of our parent company, Choice International. Since 2004, Choice has 

set the standard for enhanced due diligence in cross-border transactions. Our task, as the new fintech arm of Choice, has been 

to make that process scaleable by considered automation of the areas that should be automated, making those that definitely 

shouldn't easier, quicker and more accurate for MLROs.

That's not to say we're innovation-averse. Our implementation of blockchain is highly next-gen, with a flexibility and immutability 

that breaks new ground. Our developers cut their teeth on projects for some of the largest financial enterprises. It's just a case of 

remembering what we're setting out to achieve, not which buzz-words we can build in.

biz.Clarency

Bob Blower is CEO Designate of Clarency, a payments and liquidity provider to banks 

and other financial institutions wishing to trade compliantly with derisked regions.

A pioneer of transactional diligence - derisking the transaction rather than the 

geography of its participants - he’s a highly vocal advocate of intercompany 

cooperation in order to eliminate financial crime.

Bob has worked around the world and lived in Europe, Asia and Africa. Throughout a 

semi-glorious career he’s worked in government, technology and financial services, 

which is probably why just about everyone knows him. He has a Japanese wife and a 

miniature schnauzer, was born in Cornwall and grew up in London.

He describes himself - with some accuracy - as an innovator, a change maker and an 

all-round trouble maker.

https://biz.clarency.com/
https://biz.clarency.com/facts
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https://healthnow.co.nz/
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REINZ | THE VOICE OF REAL ESTATE

REINZ’S SUBMISSION ON STATUTORY REVIEW OF ANTI-MONEY LAUNDERING 

AND COUNTERING FINANCING OF TERRORISM  

ACT 2009 
On 3 December 2021, REINZ filed submissions on the Ministry of Justice’s Consultation 

Document reviewing the Anti-Money Laundering and Countering Financing of Terrorism 

Act 2009. 

Currently, real estate agents are required to conduct client due diligence on their client, 

which in the huge majority of cases, is the vendor. REINZ’s submissions strongly 

opposed amending the existing regulations to require real estate agents to conduct CDD 

on both the vendor and the purchaser. 

Due to the significant impact the proposed changes would have on our members, we 

received 229 individual items of feedback from our members (both on a personal front 

and on behalf of their agencies) within a matter of weeks. We are very grateful to our 

members who submitted responses. It is important for REINZ, as a leading voice in the 

industry, that our submissions showed engagement with the very people that these 

proposals would affect. 

In reflection of our members’ submissions, which were unanimous in their stance 

opposing the proposed changes, REINZ specially expressed the following concerns as to 

why the proposals should be rejected:

1. Ordinarily a real estate agent does not have a business/contractual relationship with  

the purchaser; 

2. a real estate agent is expressly prohibited from having a business/contractual 

relationship with both parties in the same transaction; it would contravene an agent’s 

legal obligations; 

3. it would be unduly onerous, impractical and in some cases literally impossible for real  

estate agents to complete AML on prospective purchasers;

4. it would create impediments on an already time poor industry;

5. there would be a doubling or tripling of financial costs depending on what stage in a 

transaction a real estate agent would be conducting CDD on the purchaser, for very 

little gain given others do due diligence on the purchasers, including their own banks 

and lawyers; and 

6. these other professionals (banks and lawyers) are better placed than real estate 

agents to detect red flags. 

... representing more than 16,000+ 

real estate professionals nationwide.

The Real Estate Institute of New 

Zealand (REINZ) is a membership 

organisation representing more than 

16,000 real estate professionals 

nationwide. 

The AML/ CFT Act 2009 places 

obligations on New Zealand’s real 

estate industry to comply with the 

regulations of the Act, including 

establishing and maintaining a 

compliance programme and reporting 

any suspicious activity.

REINZ advocates for its members and 

their best interests, for the benefit of 

their clients and all New Zealanders. 

This includes submitting formal 

responses to legislation that may 

affect the real estate industry and 

contributing to the conversation about 

how to better combat financial crime.

https://www.reinz.co.nz/
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ETHICAL PAYMENTS | JEM SHAW

Last month I expressed my belief that inclusion – and I don’t 

just refer to financial inclusion – is a complex equation that 

doesn’t have a single solution. A few days ago, I chatted to 

Karen Wilson, who heads up Imifino with her husband Matt. 

Imifino is a relatively small non-profit that works to improve 

nutrition in targeted regions of Africa.

Karen explained her work, and her observations dropped an 

important jigsaw piece into place in my mind.

“It’s not just about hunger,” she told me. “Maize is the staple 

diet for many of the regions we operate in, and the women 

carefully remove the husks and chaff before preparing the 

food. That means they’re living on almost pure carbohydrates. 

No one goes hungry, but their bodies are seriously 

undernourished. That’s particularly noticeable in adolescents, 

whose brains fail to develop as a healthy teenager’s should.”

The organisation’s name comes from a leafy vegetable that 

grows wild all over southern Africa. It’s highly nutritious and, 

with the guidance of Karen, Matt and their team, can be made 

into tasty, easily cooked dishes. From providing education 

on nutrition and food preparation, Imifino has moved on, 

first to sustenance agriculture and then to small, sustainable 

commercial farming.

Financial inclusion is a myth unless we knock  
off the adjective
The lesson here is that financial inclusion is a myth unless 

we knock off the adjective. While fintechs strive to be the 

one-stop-shop of emerging economies, without joined-up 

thinking their solutions can ultimately bring about little more 

than the spend, spend, spend excesses of untutored lottery 

winners. Don’t make the mistake of interpreting my use of 

“simple” when I say that these are simple communities. Simple 

isn’t the same as stupid – people in uneducated communities 

(excepting those suffering the undernourishment mentioned 

above) are equal in essential intelligence to any Ivy League 

or Oxbridge graduate. How would Da Vinci, Newton or Galileo 

fare in today’s complex world? What would Aristotle make of 

quantitative easing, or Nikola Tesla of YouTube? Does this 

make them stupid?

ISO 20022 is yet another barrier to financial 
inclusion  
That’s why the focus of the Ethical Payments Foundation is 

shifting from financial to inclusion as a much larger picture. In 

an algorithmic world where we instil ever more autocracy into 

the machinery intended to serve us, individual human needs 

become ever more subservient to commercial efficiency. ISO 

20022 will, we’re told, provide a technology jump to financial 

communication, and – among those technologically equipped 

for it – I have no reason to doubt that it will. But to a local bank 

in Somalia that’s already been marginalised by global finance 

systems, it’s yet another barrier to inclusion.

Wealth tends to accumulate among an advantaged few. At the 

risk of harking back to my rant about clichés in last month’s 

article, the rich get rich and the poor get poorer. Or, as my 

grandmother put it, “Them as ‘as, gets. Them as asn’t guz 

without.*” 

While most of the world’s fastest-growing economies 

are in Africa, I fear that this growth will simply lead to a 

concentration of prosperity within the major cities and 

among those connected directly to financial, commercial and 

communication systems. More importantly, even extending 

those systems to isolated communities will bring about little 

improvement if basic educational needs are ignored.

Reckitt Benckiser, the company behind household products 

Financial Inclusion has one too  many adjectives

https://www.ethicalpayments.org/
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like Vanish, Dettol and Harpic, showed an ideal example of 

this when I worked with them in Amsterdam and Costa Rica a 

couple of years ago. India has an antiquated sewage system 

that dates from the British Raj. For many years, its frequent 

blockages were cleared by manual scavengers: people who 

entered the sewers without protection or equipment and 

restored flows, quite literally, with their bare hands. Their 

life expectancy was below fifty years, they lived in abject 

poverty and were excluded by society. Manual scavenging 

was outlawed in 1993, but the need remained to keep the 

crumbling sewers open, so a necessary “blind-eye” policy slid 

into place. The law was strengthened in 2013, but with little 

increased effect.

The World Toilet College  
In 2016 Reckitt Benckiser set up its first World Toilet College 

in Rishikesh. As well as training predominantly female masons 

to build toilets, it began equipping manual scavengers with 

protective equipment and providing training in antisepsis and 

hygiene. Laudable actions, but there were significant, only 

partially related, obstacles that needed to be addressed, as 

RB’s Ravi Bhatnagar explained:

“ Many of the workers didn’t even regard 
themselves as human”  

“The majority of the students were already suffering from 

critical diseases like tuberculosis, so we needed to work with 

medical professionals to give them the necessary treatment. 

But, even worse than that, many of the workers didn’t even 

regard themselves as human; their self-worth was so poor that 

they didn’t believe they deserved what was being offered to 

them.”

By dealing with the whole problem, Reckitt Benckiser has 

played a leading role in changing the lives of many thousands 

of people – over 90% of its students are now working in 

sustainable jobs and earning a proper living wage. Had the 

company looked only within its own specialism, this wouldn’t 

have been possible. This is why small organisations like 

Imifino are so important, and why we need to form cross-

discipline alliances to achieve true inclusion.

We’re working towards a platform to provide 
collaborative networks  
Our focus from today is to encourage and facilitate 

connections between commercial and community interest 

organisations. We’re working towards a platform to provide 

collaborative networks that deliver lasting change by making 

prosperity available to everyone.

Is that possible, or just the dream of an aging hippie who 

believes that the world slipped into decline as soon as the 

seventies began? It’s certainly the latter, but the former – 

possible or not – is undeniably worth pursuing. Putting 

aside the moral benefit and focusing instead on the purely 

commercial, the untapped wealth locked in disadvantaged 

regions is so vast that any business that ignores it 

demonstrates insouciance that borders on idiocy. And that 

wealth is best unlocked by adopting a holistic approach that 

engenders economic as well as ecological and humanist 

sustainability.

This old hippie certainly believes it’s possible. And in a few 

months, the Ethiclude Alliance will start proving it.

* Like me, she was a Brummie. For non-English people, a Brummie is a native of 
Birmingham. In the UK, a Newcastle accent makes you sound charming; an Irish 
accent makes you sound honest; a London accent makes you sound street-wise. A 
Brummie accent makes you sound like a three-toed sloth with sleep-deprivation.

https://www.ethicalpayments.org/article?topic=hands-on-in-the-sewers-of-india&id=656&cp=2
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IMIFINO’S JOURNEY 

We would like to share with you, 
some of our challenges and our 
success stories from 2021:
After the July 2021 looting in parts of South Africa’s KwaZulu-
Natal, we had to resort to the feeding initiative again, so we 
started non-stop cooking and distributing meals in Shongweni 
and KwaNuyswa, as well as some parts in Cato Ridge and 
BucksFarm area. Along the way we connected with many 
more community centres in great need of water, gardens and 
support.

The first lot of food that went out after the looting was 
received by desperate mouths which came as a great shock. 
There were children who had not eaten in 3 days, as access 
into town was limited. Some of these children are heads 
of households too. Spaza shops had been looted and or 
destroyed as most are owned by foreigners and this happened 
in many areas over this time of unrest. The first group of 
children did not wait to even sit, hands were scooping into the 
food! It was a rather chilling time over the weeks that followed.

What was wonderful though, was that Vumelani Orphan Care 
centre had WATER! They were able to share with community 
members. Their vegetable garden was flourishing too, so were 
their herbs! 

In fact, Bongani tells us that he had some members of the 
community coming to him with what sounded like Covid, and 
he shared with them some of the remedies from the garden 
that he had learnt. It started with one Gogo and of course the 

news spread 😊 This area felt held
and supported over this time and 
it was a great feeling to see this 
as a success. Thank you all at 
Wayne, for making this a reality!  
The water availability from the 
municipality is so inconsistent, 
so these rain tanks have been an 
absolute blessing! It is a human 
right to have access to clean water 

and you have made this possible and real.

During this time, behind the scenes we were challenged with 
technical difficulties.

1. Our laptop died at the same time so we were reduced 
to one, which we had to share with our personal Moontree 
business, as well as keep up with the Imifino admin etc 

2. Our vehicle decided to take on a domino effect of problems 
with it, after 4 sessions at the mechanics we surrendered to 
the fact that it was dead and there it stood!

3. Our last laptop then died in December during the crunch 
down of trying to wrap things up for 2021! We had to resort to 
signing up with a Vodacom contract to be able to get a laptop 
to pay it off monthly. Still sharing one but at least it works well 
and is not slower than us like the other two.

There is not much that can hold us back though! I went to 
our new partners/sponsors at the awesome Halfway Ford 
dealership in Waterfall and did a presentation to them about 
what Imifino are up to and our plans for the future with the 
Food gardens, medicinal plants and nutritional training as 
well as other workshops and training. They generously saved 
the day by sponsoring us a double cab Ford 4x4 and then the 
following week a Ford Club Cab.

Royal Union came on board to sponsor us our insurance each 
month.

The wheels continue to roll forward with Imifino!

We have a lovely relationship with Halfway Ford with a 
concept called #1CAR1TREE which we would love to tell you 
more about when we meet because we do feel that it will be 
great for our Imifino sponsors to link up. The gist of it is Food 
security, and growing a greener future.

On that note, we have now included this strap line in our logo: 
Growing a Greener Future.

MOONTREE | IMIFINOS JOURNEY

https://www.moontree.co.za/community-upliftment
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Payments in Africa  
are 1% build. 
It’s 2022 and Africa’s still the most expensive 
place in the world to send money in and out 
of, until this changes we are limited by the 
opportunities of trade across the continent. 
Over the next 5 years, while logistics gets 
better, more places around the world are going 
to trade in and out of Africa, we are positioning 
ourselves to be at the forefront of this change.”

Words from NALA CEO,  Benjamin Fernandes 
as the NALA app enters private beta with 
multi-currency accounts allowing the African 
diaspora to store local African currencies when 
abroad.

Another example of the rapidly growing fintech 
startup sector in Africa and again an example 
of how tech is being embraced to allow access 
to financial inclusion across the continent.

TANZANIAN FINTECH NALA RAISES $10M FROM MONZO AND 

ROBINHOOD FOUNDERS by Fintechnews Africa 31 January 2022
NALA, Founded by Tanzanian, Benjamin Fernandes (Founder & CEO). Led 
alongside, Nicolas Esteves (CTO), and Nicolas Eddy (COO), raised $10m round 
backed by Amplo, Accel, and Bessemer Partners with participation from Angels 
such as Jonas the co-founder & CTO of Monzo, Robinhood founder Vlad, Laura, 
the co-founder of Alloy, Deel founder Alex Boaziz and Peeyush Ranjan, the head 
of Google Payments.

Amplo’s GP, Sheel Tyle joins the board of NALA. Sheel sits on the board of 
Andela and has been a seed investor and former board observer in Robinhood.

NALA will be launching a crowdfunding campaign this year where their first 
users will get access to own shares in NALA.

NALA is an app that enables you to make payments from the UK to Tanzania, 
Kenya, Uganda, Rwanda, and Ghana.

Read the article in full

App disrupts health care services in eastern  

DR congo’s goma by Africannews 

In the Democratic Republic of Congo, access to quality healthcare is expensive and tedious. But Bienvenue Zigabe has managed to create 
an application to facilitate quicker access to medical services.

“Wiiqare” helps patients pay for treatment and drugs using their savings or on credit.

“Our goal is for everyone to have access to health care. When you feel sick and you have to stay at home, you can go directly to a health 
service for appropriate care because this is what often happens, because in our community when someone is sick and they don’t have 
money, they are forced to stay at home, said Zagabe, the Wiiqare inventor.

The app is getting good reviews in Goma, a city in eastern Congo where health infrastructure remains poor.

“When I left home I didn’t have the means and I came to use the Wiiqare application which made it easier for me to benefit from care and 
to be examined quickly. I am saving little by little in the card and this helps me to be treated,” said Odile Neema, a Goma resident who was 
visiting Kyeshero hospital.

Read the article in full

https://fintechnews.africa/40561/fintech-tanzania/tanzanian-nala-raises-10m-round/
https://www.africanews.com/2021/08/17/app-disrupts-health-care-services-in-eastern-dr-congo-s-goma/
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Doing business just got a whole lot easier, with Dosh  for Business.

Now you can receive contactless payments instantly and have your  
customers scan to pay 24/7, all while keeping your money 100% safe.  
What’s more, Dosh for Business will help you save money on every transaction,  
with fees from 0.75 - 1.5%. 

If time is money, Dosh for Business will help you save both. 
Get Dosh, and get your business fizzing.

Register today at dosh.nz/business-customer

“PING!”

You’ve just  
received business.

Max fees 1.5%* see dosh.nz for more info.

https://dosh.nz/
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KICKASS
WOMAN

FEATURING

Julie McCullough | First Mortgage Trust
Khumo Motsisi | Clarency
Harpreet Jagdev | Clarency
Maggie Lena Walker | Banks first president
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WOMEN IN AML | JULIE MCCULLOUGH

Kickass Woman:  
Julie McCullough

1. What has your journey looked like working in AML?
Bumpy at times! 

I was working in the banking industry when the AML 
legislation was first introduced in 2013. 

There was a great deal of education required then (and still 
is) around obtaining the relevant information. Kiwis tend to be 
very reluctant to discuss their financial position, and it took 
some time for our people to be comfortable asking the clients 
for the information, and for clients to provide the correct 
information required. 

However, it’s good to see that over the years policies and 
procedures have evolved as the finance industry got to 

grips with what is needed to comply with the 
legislation. It has also become easier 

as more industries have been 
brought into the AML regime, 

such as real estate, legal, and 
accounting.

2. What part of what you’ve 
learnt has helped or led to 
your current role?

In 2018 I started at 

First Mortgage Trust 

(FMT). A key part of my 

role is focussing on AML and 

developing our client onboarding 

processes to make it as simple as 

possible for both investors and borrowers. 

My previous experience in leadership roles and 

my sound working knowledge of AML from the 

banking industry has helped me get to where I 

am today. 

Since being at FMT I have been able to 

enhance the existing AML framework, 

introduce and develop new assurance 

controls to assist with ongoing Customer Due Diligence (CDD), 

and provide staff training and guidance. We also recently 

introduced a biometric solution to complete CDD which has 

been adopted well and has resulted in a reduction of time and 

paperwork for both clients and the team.

3. Is this something you’ve consciously worked towards, or saw as an 
opportunity to gain more experience in the AML sector and your AML 
journey
My knowledge has been enhanced considerably since I have 
been with FMT. Being part of a smaller company, where we 
have three in our compliance team has meant a much closer 
relationship with our directors, regulators, supervisors and 
auditors. Therefore, the need to be fully across all things AML! 

I love the fact that what our small compliance team does 

makes a huge contribution to the business by protecting our 

clients’ interests as well as our staff and shareholders.

4. What are some of the biggest challenges, in your opinion, 

businesses and people face with AML? 

I think some of the biggest challenges a lot of companies face 
is around understanding some of the requirements, especially 
regarding Source of Wealth (SoW) and Source of Funds (SoF). 

Basic CDD is pretty much BAU now for a lot of companies, 
however ensuring we get the appropriate verification 
documents to support SoW/F can still be problematic, 
especially if it involves offshore clients from high-risk 
countries.

I believe this can be mitigated by ongoing staff training to 
ensure they have a good understanding of the documents 
to request based on each client’s individual situation – it’s 
important people understand one size does not fit all. Also, 
if clients have a clear understanding from the outset of what 
they need to provide (and why) then it is much easier for all.

https://www.linkedin.com/in/ACoAABHc03oBncgwL6hn9t0GC1zg1AZPKc-k3zU/
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First Mortgage Trust is one of New Zealand’s preferred non-banks, 

offering clients investments and property finance through first 

mortgages.

5. Do you think there is a lack of understanding or confusion with 
AML? 
Not as much as there once was. There has been a lot of 
guidance provided from a number of sources such as the 
FMA and DIA. There is also more in the media regarding 
the consequences of money laundering and how it affects 
communities close to home. 

The requirement to provide ID and verification of address 
has become the norm for most customers across many 
businesses they interact with (banks, real estate, solicitors, 
accountants etc), however, as I have said previously, I feel 
SoW/SoF is still an area that lacks understanding.

And what can those in the industry do better, in your opinion?
Consistency in application and onboarding! 

We encounter times when clients say other organisations 
haven’t asked for verification information as we have. This 
can be frustrating for the client, however, in recent times AML 
audits have identified other organisations’ shortcomings, so I 
guess the industry is moving in the right direction.

What are or is the biggest positive change you’ve seen? 

Technology and the ability to use biometrics – it’s fast and 

paperless!

6. During your career have there been standout people who’ve 
motivated and mentored you and how did they, if at all, impact where 
you are now? 
There have been many over the years, too many to mention. 
Mainly leaders who have provided encouragement and 
supported me in furthering my career and given me 
opportunities to grow within the business.

7. What are your top tips/ suggestions for those looking to further their 
journey in this sector?
Be open to new ways of doing things.

Subscribe to any information that’s AML/industry related.

Keep up to date with industry developments.

Network – attend AML Summit/FIU conferences and any 
relevant seminars.

Have a good working relationship with both internal and 
external stakeholders.

Grab opportunities as they arise – or make your own!

Now let’s get a little personal:

1. Favourite eating place? No particular favourites, just anywhere spending time with friends 
or family.

2. Chill time – what works for you? And hey, lets be honest here – no judgement . . . We live 
in a lovely part of the country (Tauranga) so enjoy walking around the Mount (not so much up 
it!), and spending time with our grandkids.

3. What are clear traits that make you great at what you do? I love change - I am an early 
adopter of anything new and shiny! I like to get things done and thrive when I am busy. I like to 
make things as easy as possible for everyone, however, I can have the hard conversations if I 
have to.

4. What’s the last thing you geeked out about? Biometrics! Introducing a biometric solution to 
the business was awesome!

5. Family time: best spots? Visiting our kids – St Catherines (Canada), Brisbane, and 
Tauranga. COVID restrictions have meant no overseas travel for a while – the best family get 
together was when we all met in Fiji a couple of years ago.

6. Recommended, preferred drink? Green tea…..who am I kidding?!, Pinot Noir in winter and a 
nice light Rose in summer

7. Favourite meal to make? That’s assuming you can cook . . . again, no judgment!   
HelloFresh has been my friend since lockdown in 2020! I do enjoy making a curry from  
scratch though!

JULIE MCCULLOUGH
HEAD OF COMPLIANCE  

& QUALITY ASSURANCE 
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https://www.linkedin.com/in/ACoAABHc03oBncgwL6hn9t0GC1zg1AZPKc-k3zU/
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WOMEN IN AML | KHUMO MOTSISI

Kickass Woman: 
Khumo Motsisi

1. What has the journey looked like working in AML?
Enlightening. Frustrating. I’ve found myself lost and at a loss. 
I’ve been fortunate enough to have been on both the giving 
and receiving end in this journey. 

2. And what part of what’ve learnt has helped or lead to your current 
role?
Keep an open mind. Suspend prejudice. 

3. Is this something you’ve consciously worked towards, or saw as an 
opportunity to gain more experience in the AML sector and your AML 
journey? 
There was no plan or intention to be part of the AML journey. 
There was an opportunity for me to learn about payments, and 
in between there were small opportunities which I embraced 
which somehow led me to AML. 

4. What are some of the biggest challenges, in your opinion, 
businesses and people face with AML? 
Rigidity on the part of the business. Businesses 
indiscriminately follow the rules without context. Lack of 
understanding/education on the part of client/customer. Lay-
people don’t know why they subjected to regulations they don’t 
even know exist. It creates a bad experience all round.

And does this differ from industry-to-industry? 
I don’t think so. Whatever the industry, there are rules and 
regulations. They must be followed and adhered to. The 
challenges remain.

5. Do you think there is a lack of understanding or confusion with 
AML? 
YES!! I think there are those in the industry that think AML 
is about risk avoidance. It trips me up! This type of thinking 
marginalises whole industries and countries, not just 
the criminals and those with dubious intentions. It has a 
devastating impact on those that the industry’s purpose was 
created to protect.

And what can those in the industry do better, in your opinion? 
I think it’s not just those in the industry but also 
other industries feeding into AML. Everyone could 
be better communicators both internally and 
externally. 

What are or is the biggest positive change you’ve 
seen? 
I’m still too new to be able to note any 
changes that have taken place within the 
industry. I just appreciate that it exists and 
when used right it can be inclusive of the 
people that need the services, not just 
protect the ones that look right. People have 
recourse

7. During your career have there been standout 
people who’ve motivated and mentored you?
A previous boss and my current boss :D. In the AML 
space it’s my current boss – he has extensive knowledge 
on the subject and he’s guided me through it all. I’m always 
learning from my younger colleagues who are also in AML 
space. A fresh perspective is important.

How did they, if at all, impact where you are now? 

Whatever industry exists it’s made of people. People first. My 

younger colleagues are all about logic, sense and passion. 

8. What are your top tips/ suggestions for those looking to further 
their journey in this sector?

Be curious. Learn how to communicate. Apply your mind!

https://www.linkedin.com/in/khumo-motsisi-06782645/
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Now let’s get a little personal:

1. Favourite eating place? There is this wonder of a café/little shop at the end of a long 
road in Cape Town that serves the freshest most flavourful spicy seafood OMG!
2. Chill time – what works for you? And hey, lets be honest here – no judgement . . . During the 
week … Silence. On the weekends – Netflix and wine
3. What are clear traits that make you great at what you do? Mindfulness. Sincerity. 
Introspective
4. What’s the last thing you geeked out about? Old school B-grade action movies. They don’t 
make them like they used to.
5. Family time: best spots? Home
6. Recommended, preferred drink? Whiskey sour
7. Favourite meal to make? That’s assuming you can cook . . . again, no judgment! Boiled eggs 
and chicken soup. I can never go wrong.

KHUMO MOTSISI
HEAD OF OPERATIONS & AML ANALYST

Khumo Motsisi is the Head of Operations and AML analyst at Clarency Singapore Pte. 
Ltd – a payments institution providing payments services to financial institution and 
non-bank financial institution mostly in Africa and Asia. 

Khumo believes in access to essential services and inclusiveness and strives 
to provide that, not just in her current position but also in life. Sort of like an 
Inclusiveness Activist - bringing people along to achieve greater success. She has a 
BA degree in Communications and is currently working on her ACAMS certification in 
Money Laundering and expanding her knowledge in Payments. A perfect combination 
when working with people, service and regulations. 

Khumo is passionate about people, different cultures and languages and the stories 
that come along with that, enjoys fiction and books on human behaviour - truth 
really is stranger than fiction – and enjoys kettlebells, long walks and the different 
experiences life has to offer. 
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https://www.linkedin.com/in/khumo-motsisi-06782645/
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WOMEN IN AML | HARPREET JAGDEV

1. What has the journey looked like working in AML?
Working in AML hasn’t been an easy journey, but it’s been a 
rewarding one. AML and Financial Crime is a very much a male 
dominated industry, so for us women, making our mark here 
is that tad bit harder. Not to mention the constant upkeep with 
laws and regulations to keep your knowledge relevant. Every 
profession has its hurdles, its important to remain focused on 
your goals to overcome these. For me, I get excited and am 
proud of the essential role I play in fighting financial crime. 
Knowing I have made that little bit of difference makes me 
even more hungry and passionate to go that extra mile.

And what part of what’re learnt has helped or lead to your current role?
AML is made of several elements including Fraud Prevention, 
Know Your Customer (KYC) and Customer Due Diligence 
(CDD), which you must develop expertise in, through education 
and hands on experience. I found it’s better to have a solid 
foundation of all areas of AML, rather than focusing on one 
area; that way you have a broader financial crime skillset.

2. Is this something you’ve consciously worked towards, or saw as an 
opportunity to gain more experience in the AML sector and your AML 
journey?
My journey began from a young age, I have always had an 
interest in crime related novels, movies and TV shows, so 
I knew I wanted to grow up, fighting crime. At university I 
studied Criminology, which very much set the foundation for 
my career. My first job was working as a Customer Services 
Rep for Post Office products and three months in, I heard the 
Fraud Prevention Department was looking for someone to 
join their team. Eager to get into my dream job at the time, 
I put together my CV and approached the Head of Fraud to 
give me an opportunity in his team. Impressed by the guts I 
had in approaching him, he offered me a role! From there, I 
began questioning our processes and procedures, focusing 
on AML; it was then I completed the ICA Diploma in AML and 
was promoted to the Risk & Compliance team. I was always 
intrigued at how some movies and documentaries are shown 
for drug trafficking, guns and violence, and realising how 
little understanding our society has of how closely AML and 

Financial Crime is linked to the heart of these; as soon as you 
mention AML, people lose interest!

I love working in AML and after completing my diploma, I knew 
this industry was where I belong.

3. Has there been a collection of experiences you wished to have that 
where measurable?
During my work experience I worked closely with Barristers 
and Solicitors, which was so enlightening and made me want 
to do a GDL course to study further into Law. Unfortunately, 
I never got around to completing this, however it isn’t off 
the radar! I believe having better knowledge of the wider 
legislations, not only financial services would provide me with 
a better understanding of how everything fits together. 

How are these reflective of your own personal values?
Personally, I think honesty is key. Being true to yourself and 
playing by the rules, allows you to flourish respectfully.

4. What are some of the biggest challenges, in your opinion, 
businesses and people face with AML? And does this differ from 
industry-to-industry?
The biggest challenge with money laundering and terrorist 
financing is to stop it at its most vulnerable point; where 
criminals attempt to convert and integrate their illicit funds 
into the financial system. As AML professionals, we are 
aware of the adverse effects of money laundering, where if 
not caught in time, can increase financial burdens due to the 
hole in the economy. Taxes rise to assist the funding of law 
enforcement to combat these crimes, which can lead to an 
increase of corruption within the government, then leading to 
more crime and additional financial burdens on the national 
healthcare. However, if this is prevented with extensive 
verification and investigation, it can help keep the economy in 
a stabilized manner.

I don’t think this differs from industry to industry really, the 
same methodology applies; prevention is the key to stop a 
problem from developing.

Kickass Woman: 
Harpeet Jagdev

http://www.linkedin.com/in/iamharpsjagdev
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5. Do you think there is a lack of understanding or confusion with 
AML? 

I don’t think there is a lack of understanding with AML, but I 

do think there are “grey” areas. The legislation and regulations 

are quite clear on what is permitted and prohibited, however 

sometimes these may cross the path at the same time, which 

is where the juggling begins, and the “grey” areas rise. It’s so 

important to bookmark all the relevant laws and regulations, 

so when you are in this situation, you can refer to them as 

guidance on the right steps to take.

And what can those in the industry do better, in your opinion?

Think outside of the box! AML is not an “one size fits all”. What 

has worked for one case may not work well for another and 

this where the research and analysis skills come into play; 

they must be constantly modified to fit the current trends or 

situation. If people were to think outside of the box, they would 

be able to pre-empt potential financial crime and successfully 

fulfil the objective of their roles, whilst protecting the business.

Personally, I’d also love to see an increasing number of Women 

involved in the Financial Crime space, to even this industry out 

a bit! Women are known to be better at multi-tasking and what 

better position for them than in the AML space, where you are 

constantly kept on your toes!

What are or is the biggest positive change you’ve seen? 

I think the AML industry has come such a long way; there are 

so many AML SMEs who actively share their knowledge and 

experiences through LinkedIn, Blogs, Articles and Conferences. 

It is really inspiring and comforting to see individuals face 

similar challenges to yourself. Educational institutions such 

as the International Compliance Association (ICA) and 

the Chartered Institute for Securities & Investments (CISI) 

provide a range of courses in AML at different levels, which 

means there is appropriate training available for everyone. 

The AML industry has particularly done well in keeping up 

to date with technological improvements, with a range of 

companies providing bespoke systems to support the evolving 

regulations, in an efficient and reliable manner. 

6. During your career have there been standout people who’ve 
motivated and mentored you?
How did they, if at all, impact where you are now? 

Note: Would you be happy for Karine to contact them and ask 

them to comment on pathways and perceptions, and ask if 
they’re happy to respond with a feature in the next issue? (yes, 
of course)

I’m really lucky to have had a lot of support from people 
around me during my career. Each of them has played a 
huge part in mentoring me and moulding me to the woman I 
have become today. One person in particular, has to be David 
Brunsdon. He was the Head of Fraud Prevention at First Rate 
Exchange Services and gave me an opportunity to begin my 
career in financial fraud prevention. As he moved to his role of 
Head of Risk & Compliance, he again, supported me and gave 
me the opportunity to shine within the compliance function. 
He truly believes in giving everyone equal opportunities and 
supports those individuals even through difficult times, to help 
them achieve their goals. Without the support of David, I may 
not be where I am now.

7. What are your top tips/ suggestions for those looking to further  
their journey in this sector?
Networking is essential for individuals in this sector. I have 
found discussing the challenges you face, requirements of 
new regulations and customer journeys with individuals who 
are in the same industry and positions as you, provides you 
with a wealth of insight and knowledge 
to the complexity of the subject. 
The AML industry is really 
supportive and often 
where I turn if I need 
any information or 
solutions to problems 
we may face. These 
individuals are always 
so keen to assist, 
provide guidance and 
their interpretations of the laws and regulations. At 
the end of the day, we are all in the same fight 
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Now let’s get a little personal:

1.Favourite eating place? Food has to be my true love (after AML of course!); I love 
all cuisines, but my favourite spot to eat has to be Hakkasan in Mayfair – their food is 
heaven!

2.Chill time – what works for you? And hey, lets be honest here – no judgment . . 
.Chill time to me is where I don’t need to use my brain! So a movie and takeaway works 
wonders, or a good game on my Nintendo Switch!

3.What are clear traits that make you great at what you do? I have a very calm nature 
and approach to life in general. This allows me to think with a cool head, whilst under 
pressure, which provides me with the clarity I need to make important decisions.

4.What’s the last thing you geeked out about? Stationary! I have such a weak spot for 
stationary .. Whether it’s a new course, new project, you name it, I will have to get new 
stationary for the occasion!

5.Family time: best spots? My family and I love going on holidays to Dubai; its safe, 
luxurious and most importantly, hot!

6.Recommended, preferred drink? I’m not much of a drinker, but I do love a light, 
refreshing Mojito! Number one for me though, would be my cuppa’ tea!

7.Favourite meal to make? That’s assuming you can cook . . . again, no judgment! I 
love cooking and my family love being my guinea pigs for when I experiment with new 
dishes! Let’s be real though, when you’ve had a long day at work, you need something 
quick and comforting. For me, that would be a tasty stir fry!

HARPREET JAGDEV
GROUP HEAD OF RISK &  

DEPUTY HEAD OF COMPLIANCE

Harpreet Jagdev’s career in Financial Crime and AML began at First Rate Exchange 
Services Ltd as Fraud Prevention Officer. Using the knowledge gained from her degree 
in Criminology, she quickly came an established member of the team. Working with 
voice recognition, chargebacks, fraud rules and transaction monitoring, her interest in 
financial crime grew, leading her to complete her Diploma in AML. Upon completion 
of this diploma, she was promoted to Risk & Compliance Officer, as a third line of 
defence. After a couple of years within this role, managing the compliance monitoring 
plans, handling audits and reviews, Harpreet decided to move on to a new challenge 
at Travelex as a Risk and Compliance Manager (of project Transformational Change). 
Unfortunately, Travelex went into administration early 2020, leaving Harpreet looking 
for other roles. This is where she joined Choice Group as Deputy Head of Risk & 
Compliance. Choice Group was incorporated in 2004 to provide straightforward global 
remittance services in full compliance with global finance regulations. Six months 
into her role, Harpreet was promoted to Head of Risk & Deputy Head of Compliance, 
managing a team of six in the UK and a team of three outside. 
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http://www.linkedin.com/in/iamharpsjagdev
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LawFest 22 is back on Thursday  
2 June at the Cordis in Auckland.
LawFest continues to be the only opportunity in New Zealand for the legal and technology 

community to come together to network, collaborate and learn about how to innovate and adapt 

to change - and to do so in-person!

The not to be missed programme will again feature amazing speakers delivering practical insights 

where you will see, hear and discover how to innovate and leverage technology to help prepare 

you for the future.

The one day event has something for all legal professionals, from those new to technology, to 

those currently at the forefront of legal innovation.

DISCOUNTED TICKETS ARE NOW AVAILABLE FOR A LIMITED TIME, INCLUDING AN 
EXCITING NEW ‘TEAM PASS’ OPTION.



59

IN 1903, MAGGIE LENA WALKER BECAME 
THE FIRST BLACK WOMAN TO CHARTER 
A U.S. BANK WHEN SHE OPENED THE 
ST. LUKE PENNY SAVINGS BANK IN 
RICHMOND, VIRGINIA, AS THE BANK’S 
FIRST PRESIDENT. 
On the latest episode of the ABA Banking Journal Podcast — sponsored by NICE Actimize Xceed — historian 

Shennette Garrett-Scott tells the story of Walker and her mission to help Black women find financial 

empowerment and professional career opportunities.

Podcast: Maggie L. Walker’s Historic Mission of Financial Empowerment

FIRST BLACK WOMAN TO CHARTER A U.S. BANK

MAGGIE LENA WALKER
Banks first president

https://bankingjournal.aba.com/2021/02/podcast-maggie-l-walkers-historic-mission-of-financial-empowerment/?utm_source=linkedin&utm_medium=org&utm_campaign=dei&utm_content=tuesday_2.1.22
https://bankingjournal.aba.com/2021/02/podcast-maggie-l-walkers-historic-mission-of-financial-empowerment/?utm_source=linkedin&utm_medium=org&utm_campaign=dei&utm_content=tuesday_2.1.22
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Garrett-Scott, the author of Banking on Freedom: Black 

Women in U.S. Finance Before the New Deal, discusses:

 How Walker countered impressions that Black women were 

uniquely risky bank clients.

 The broader context of African-American banks and what 

set Walker’s St. Luke Bank apart.

 The relationships between Black banks and mutual aid 

societies and fraternal organizations like the Independent 

Order of St. Luke.

 How newly professionalized Progressive Era financial 

regulators threw up hurdles to Black-owned banks and 

insurers.

 The St. Luke Bank’s relationships with white-owned banks in 

Richmond and elsewhere.
Additional resources:

Read a past Banking Journal feature on Walker as one of nine young 

bankers who changed America.

Read a Wall Street Journal article on Walker’s legacy.

View a virtual tour of Walker’s home in Richmond.

https://bankingjournal.aba.com/2017/06/nine-young-bankers-who-changed-america-maggie-l-walker/
https://www.wsj.com/articles/the-daughter-of-a-slave-who-did-the-unthinkable-build-a-bank-11601051297
https://www.nps.gov/mawa/learn/photosmultimedia/virtual-tours.htm
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Women in AML? … Share 
your AML journey with us 
and be featured in ATTIC 
Magazine.
 
Kickass Women showcases women in AML who share their  
journey and experiences in the industry.

info@attic.nz
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CPI 2021 for Western Europe & European Union:  

Trouble ahead for stagnating region Jan ‘22

Even top performers are showing concerning signs of 

backsliding, and the region continues to be rocked by 

corruption revelations – including exporting corruption to 

other parts of the world. The long-term consequences of 

inadequate anti-corruption action are already evident in 

Hungary (CPI score: 43) and Poland (56), with concerns that 

Slovenia (57) will soon join them.

Denmark (88) has been joined by Finland (88) at the top of the 

CPI, followed by Norway (85) and Sweden (85). Bulgaria (42), 

Hungary (43) and Romania (45) remain the worst performers 

in the region.

Regional Overview

With an average score of 66 out of 100, the Western Europe and European Union (EU) region still tops the 

2021 Corruption Perceptions Index (CPI), but progress there has stagnated. A worrying new normal is fast 

being established, as accountability and transparency measures neglected or rolled back during the COVID-19 

pandemic remain unrestored, and public trust falls in the wake of procurement scandals.

No country untouched

Two years into the COVID-19 pandemic, and despite early 

warnings, Europe continues to use the crisis as an excuse for 

stagnating anti-corruption efforts and troubling decisions. 

Accountability and transparency measures are also being 

neglected or rolled back.

Cyprus (53) has seen a continuation of the ‘golden 

passports’ scandal, while the UK (78) government was  

embroiled in the various public contracting and ‘sleaze’  

scandals – the latter emerging after this year’s CPI data was 

collected. Germany’s (80) face masks procurement scandal 

implicating MPs and Slovenia’s (57) decline in media integrity 

and freedom of peaceful assembly also call the region’s clean 

image into question.

In the Netherlands (82), the Court of Audit (NCA) lodged a 

formal complaint against the Ministry of Health, Welfare 

and Sport after finding irregularities in nearly 3 per cent – 

amounting to 5 billion euros – of total obligations in the 

ministry’s COVID-19 spending. The objection was later 

withdrawn after the ministry presented an action plan for 

making improvements in its financial management.

Country to watch: Slovenia

With a score of 57, Slovenia has reached a historical low.

Following the establishment of a relatively solid anti-corruption 

framework, it has been exposed that the government 

https://www.transparency.org/en/news/cpi-2021-western-europe-european-union-trouble-ahead-for-stagnating-region
https://www.transparency.org/en/cpi/2021
https://www.coe.int/en/web/greco/-/international-anti-corruption-day-2021
https://www.coe.int/en/web/greco/-/international-anti-corruption-day-2021
https://www.transparency.org/en/news/low-political-integrity-throughout-the-european-union-gcb-eu-2021
https://www.transparency.org/en/blog/integrity-pacts-eu-procurement-spring-cleaning-tips
https://www.transparency.org/en/news/will-the-legacy-of-covid-19-include-increased-authoritarianism
https://www.transparency.org/en/press/golden-passports-visas-eu-commission-shows-teeth-advances-legal-action-cyprus-malta
https://www.transparency.org/en/press/golden-passports-visas-eu-commission-shows-teeth-advances-legal-action-cyprus-malta
https://www.theguardian.com/politics/2022/jan/12/use-of-vip-lane-to-award-covid-ppe-contracts-unlawful-high-court-rules
https://www.theguardian.com/politics/2021/nov/08/what-are-the-sleaze-scandals-facing-downing-street
https://www.transparency.de/aktuelles/detail/article/korruptionswahrnehmungsindex-2021-deutschland-kommt-nicht-voran-maskenaffaere-zeigt-verschaerfung/
https://www.occrp.org/en/daily/14134-more-german-politicians-resign-over-face-masks-bribery-scandal
https://ipi.media/countries-see-all/?type_of_content=News%20and%20Monitoring,From%20Our%20Network&country=Slovenia
https://www.amnesty.org/en/documents/pol10/3202/2021/en/
https://english.rekenkamer.nl/latest/news/2021/05/19/covid-19-pandemic-putting-democratic-scrutiny-under-pressure
https://english.rekenkamer.nl/latest/news/2021/05/19/covid-19-pandemic-putting-democratic-scrutiny-under-pressure
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When corruption is ignored, human rights and democracy 

suffer

Across the region, executive powers are being used to 

bypass important accountability mechanisms meant to keep 

corruption in check. On top of the corruption scandals in the 

UK (78), judicial independence and respect for the rule of law 

are now under strain following government plans to curtail 

court powers. In Portugal (62), a new national anti-corruption 

strategy fails to cover political parties or the Bank of Portugal.

The repercussions of ignoring excessive political control over 

the judiciary and the resulting deterioration in the rule of law 

can already be seen in the region. Poland (56) has harshly 

restricted women’s rights and LGBTQI+ rights.

Hungary (43) has severely curbed freedom of expression 

and the ruling Fidesz party has extended its influence over 

all branches of power, using its parliamentary supermajority 

to grant the government the power to restrict fundamental 

rights during a state of emergency and further curtail the 

ability of independent institutions to keep the executive under 

control. Meanwhile, recovery aid funds were awarded in an 

untransparent way, with businesses and municipalities close 

to the government benefiting the most.

Only five EU Member States have adopted new legislation to 

transpose the EU directive on whistleblowing in time, 

weakening citizens’ ability to speak out against corruption and 

putting people’s human rights at risk.

Read the article in full

neglected the enforcement of existing rules ensuring 

transparency, efficiency, and equal treatment of providers in 

public procurement during the pandemic.

Simultaneously, there has been pressure on independent 

oversight bodies, threats to freedom of peaceful assembly 

and disproportionate limitations on the right to protest – 

recently intensified through a lawsuit against an organiser 

of anti-government protests. The Slovenian government has 

engaged in a smear campaign against the country’s public 

media outlets and restricted payments to the Slovenian Press 

Agency, bringing it to the brink of collapse. Most recently, 

the announcement of fundamental changes in the news and 

political programming of public broadcaster TV Slovenia 

has raised concerns among journalists and the public about 

political influence on management.

To reverse this dangerous trend and address citizens’ 

distrust in the government, Slovenia needs to embed citizen 

participation and consultation into all levels of decision-

making, strengthen its independent ethics and oversight 

bodies, update its outdated Resolution on the Prevention of 

Corruption, transpose the EU whistleblowing directive and 

replace the Government’s Integrity Programme - which ran out 

in 2019.

Significant Decliners

https://www.thetimes.co.uk/article/boris-johnson-plans-to-let-ministers-throw-out-legal-rulings-qxdwm0jw5
https://www.thetimes.co.uk/article/boris-johnson-plans-to-let-ministers-throw-out-legal-rulings-qxdwm0jw5
https://transparencia.pt/combate-a-corrupcao-em-portugal-deixa-de-fora-governo-e-supervisor-da-banca-alerta-transparency-international/
https://transparencia.pt/a-estrategia-nacional-de-combate-a-corrupcao-morreu/
https://transparencia.pt/a-estrategia-nacional-de-combate-a-corrupcao-morreu/
https://www.dw.com/en/poland-protests-erupt-over-abortion-law-after-woman-dies/a-59744178
https://www.amnesty.org.uk/press-releases/poland-new-stop-lgbt-bill-discriminatory-its-core
https://www.coe.int/en/web/commissioner/-/it-is-high-time-for-hungary-to-restore-journalistic-and-media-freedoms
https://transparency.hu/en/news/the-state-of-emergency-must-be-limited-in-time-says-transparency-international-hungary/
https://transparency.hu/wp-content/uploads/2021/12/TIHu_tourism_Subsidies.pdf
https://whistleblowingnetwork.org/News-Events/News/News-Archive/TI-WIN-Report?viewmode=0
https://whistleblowingnetwork.org/News-Events/News/News-Archive/TI-WIN-Report?viewmode=0
https://www.transparency.org/en/news/cpi-2021-western-europe-european-union-trouble-ahead-for-stagnating-region
https://sloveniatimes.com/court-of-audit-finds-government-commodity-reserves-agency-inefficient-in-ppe-procurement/
https://www.amnesty.org/en/documents/pol10/3202/2021/en/
https://www.civicus.org/index.php/media-resources/news/interviews/4931-slovenia-the-government-has-taken-advantage-of-the-pandemic-to-restrict-protest
https://www.total-slovenia-news.com/politics/9382-govt-sues-protest-organiser-for-policing-costs#:~:text=STA%2C%2021%20December%202021%20-%20The,protests%20from%20a%20protest%20organiser.&text=According%20to%20N1%2C%20the%20Interior,part%20of%20over%2030%20lawsuits.
https://www.total-slovenia-news.com/politics/9382-govt-sues-protest-organiser-for-policing-costs#:~:text=STA%2C%2021%20December%202021%20-%20The,protests%20from%20a%20protest%20organiser.&text=According%20to%20N1%2C%20the%20Interior,part%20of%20over%2030%20lawsuits.
https://www.politico.eu/article/slovenia-war-on-media-janez-jansa/
https://www.euractiv.com/section/digital/news/court-orders-slovenia-government-to-fund-under-fire-news-agency/
https://sloveniatimes.com/tv-slovenija-news-journalists-protest-2022-production-plan/
https://www.transparency.si/wp-content/uploads/2021/06/gcb_eu_2021-web.pdf
https://www.transparency.si/wp-content/uploads/2021/06/gcb_eu_2021-web.pdf
https://www.transparency.si/novica/uspesnost-boja-proti-korupciji-bo-odvisna-od-zascite-zvizgacev/


64

TRANSPARENCY INTERNATIONAL | UPDATES

We welcome the news that legislation will now be introduced 

to Parliament to tackle dirty money from Russian oligarchs 

and other corrupt elites. 

Unmasking the true owners behind the secretive companies 

use to buy British real estate should be a major advance in 

tackling money laundering here. We will study the details as 

MPs begin to debate these proposals. It is important the new 

legislation leaves the corrupt or those evading sanctions 

nowhere to hide their wealth.

But for these reforms to truly bite, the new law needs to 

take effect as soon as possible and more resources will be 

needed for law enforcement to pursue suspect wealth.

Encouragingly this announcement is among a number 

of moves by major economies including the US acting in 

concert as part of a trans-Atlantic commitment to enforce 

sanctions and pursue illicit assets.

Read in full

TACKLING 
DIRTY MONEY

STATS REVEAL EXTENT OF SUSPECT 
WEALTH IN UK PROPERTY AND 
BRITAIN’S ROLE AS GLOBAL MONEY 
LAUNDERING HUB

February, 2022 – New research from Transparency 

International UK highlights Britain’s continued role as a 

‘laundromat’ for suspicious wealth from Russia.

Transparency International UK has been collating information 

on questionable funds from around the world being invested 

in UK property since 2016. This figure now stands at £6.7 

billion.

Of this total, £1.5 billion worth of property was bought by 

Russians accused of corruption or links to the Kremlin.

Nearly £430 million worth (28.3% by value) is in the City of 

Westminster, while £283 million (18.8%) is in Kensington and 

Chelsea. A more detailed breakdown can be found below.

Analysis of how this £1.5 billion is owned reveals £830 

million worth (55% by value) is held by companies in Britain’s 

Overseas Territories and Crown Dependencies. The secrecy 

provided by these offshore financial centres is often used by 

those seeking to hide their ownership of assets.

In addition, we have identified 2,189 companies registered in 

the UK and its Overseas Territories and Crown Dependencies 

used in 48 Russian money laundering and corruption cases. 

These cases involved more than £82 billion worth of funds 

diverted by rigged procurement, bribery, embezzlement and 

the unlawful acquisition of state assets.

Duncan Hames, Director of Policy at Transparency 

International UK, said:

“These figures highlight Britain’s continued role as a global hub 
for suspicious and illicit wealth, from Russia and elsewhere. 
We’ve found hundreds of properties together worth nearly £7 
billion bought with suspect funds, but the sheer volume of 
assets held here by opaque offshore companies means this 
is certainly just the tip of the iceberg. Government plans to 
force overseas companies holding property here to reveal their 
owners are long overdue. Until the law is changed to do this, 
even those targeted by sanctions will continue to be able to hide 
their wealth here.”

Read in full 

https://www.transparency.org.uk/uk-economic-crime-bill-latest-news-russia-sanctions
https://www.transparency.org.uk/uk-money-laundering-stats-russia-suspicious-wealth
https://www.transparency.org.uk/uk-money-laundering-stats-russia-suspicious-wealth
https://www.transparency.org.uk/uk-money-laundering-stats-russia-suspicious-wealth
https://www.transparency.org.uk/uk-money-laundering-stats-russia-suspicious-wealth
https://www.transparency.org.uk/uk-money-laundering-stats-russia-suspicious-wealth
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CORRUPTION PERCEPTIONS INDEX

Download the report

This year’s Corruption Perceptions Index (CPI) reveals that 

corruption levels are at a worldwide standstill.

The CPI ranks 180 countries and territories around the world 

by their perceived levels of public sector corruption. The 

results are given on a scale of 0 (highly corrupt) to 100 (very 

clean).

This year, the global average remains unchanged for the 

tenth year in a row, at just 43 out of a possible 100 points. 

Despite multiple commitments, 131 countries have made no 

significant progress against corruption in the last decade. 

Two-thirds of countries score below 50, indicating that they 

have serious corruption problems, while 27 countries are at 

their lowest score ever.

Trouble at the top, COVID-19 and human rights

As anti-corruption efforts stagnate worldwide, human rights 

and democracy are also under assault.

This is no coincidence. Our latest analysis shows that 

protecting human rights is crucial in the fight against 

corruption: countries with well-protected civil liberties 

generally score higher on the CPI, while countries who 

violate civil liberties tend to score lower.

The global COVID-19 pandemic has also been used in many 

countries as an excuse to curtail basic freedoms and side-

step important checks and balances.

Many high-scoring countries with relatively “clean” public 

sectors continue to enable transnational corruption – with 

consequences for their own societies.

What’s happening around the world?

While corruption takes vastly different forms from country to 

country, this year’s scores reveal that all regions of the globe 

are at a standstill when it comes to fighting public sector 

corruption.

At the top of the CPI, countries in Western Europe and the 

European Union continue to wrestle with transparency and 

accountability in their response to COVID-19, threatening the 

region’s clean image. In parts of Asia Pacific, the Americas, 

Eastern Europe and Central Asia, increasing restrictions 

on accountability measures and basic civil freedoms 

allow corruption to go unchecked. Even historically high-

performing countries are showing signs of decline.

In the Middle East and North Africa, the interests of a 

powerful few continue to dominate the political and 

private sphere, and the limitations placed on civil and 

political freedoms are blocking any significant progress. In 

Sub-Saharan Africa, armed conflict, violent transitions of 

power and increasing terrorist threats combined with poor 

enforcement of anti-corruption commitments rob citizens of 

their basic rights and services.

Check out the latest corruption wins, scandals and 

predictions for each region of the world.

THE RESULTS AT A 
GLANCE

https://www.transparency.org/en/cpi/2021#CPI2021
https://images.transparencycdn.org/images/CPI2021_Report_EN-web.pdf
https://freedomhouse.org/report/freedom-world/2021/democracy-under-siege
https://www.transparency.org/en/news/cpi-2021-highlights-insights
http://www.v-dem.net/pandem.html
http://www.v-dem.net/pandem.html
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In authoritarian contexts where control rests with a few, social 

movements are the last remaining check on power. It is the 

collective power held by ordinary people from all walks of life that 

will ultimately deliver accountability.

Daniel Eriksson | Chief Executive Officer, Transparency International Secretariat

https://www.transparency.org/en/news/cpi-2021-eastern-europe-central-asia-democratic-hopes-growing-authoritarianism
https://www.transparency.org/en/news/cpi-2021-eastern-europe-central-asia-democratic-hopes-growing-authoritarianism
https://www.transparency.org/en/news/cpi-2021-sub-saharan-africa-amid-democratic-turbulence-deep-seated-corruption
https://www.transparency.org/en/news/cpi-2021-eastern-europe-central-asia-democratic-hopes-growing-authoritarianism
https://www.transparency.org/en/news/cpi-2021-western-europe-european-union-trouble-ahead-for-stagnating-region
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Make a Difference in the 
Fight Against Human Crime

The Knoble is a growing network of professionals that prevents 
criminals from profiteering through the world’s financial systems 
from human trafficking, scams, child exploitation, and elder abuse.

25+ Million People are Victims of 
Human Trafficking

$63 Billion Lost in Unemployment 
Benefit Fraud in 2020

25+ Million Child Exploitation 
Images Found Each Year

5.5 Million Individuals Over 65 are 
Victims Every Year

Join The Knoble Network
Follow us on LinkedIn

https://www.linkedin.com/company/the-knoble/
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GARY HUGHES | INQUIRY COMMISSION CANADA

OVERSEAS EXPERT WITNESS: 
Cullen Inquiry commission of Canada
Via law Strategy

The government of British Columbia in Canada has appointed 

the Honourable Justice Austin Cullen to conduct a major 

Commission of Inquiry into Money Laundering risks in the 

province.

An independent Commission was established in May 2019 

in the wake of significant public concern over the nature and 

extent of money laundering in British Columbia as well as the 

institutional effectiveness of the agencies placed in charge of 

combatting it.

Gary was invited to participate as overseas expert witness 

on money laundering, financial crime risk and anti-money 

laundering law.

That included providing a substantive 50 page report and 

oral testimony about New Zealand’s AML/CFT regime, as 

part of the comparative law and reform recommendations 

phase of the Cullen Inquiry public hearings. Due to Covid-19 

considerations Gary’s evidence was given remotely by A/V 

link. While there are important differences to nations like New 

Zealand, including the federal and provincial jurisdictional 

divide, Gary suggested that as well as the obvious shared 

British Commonwealth colonial history and legal systems 

derived from the English common law model,  there are 

potentially relevant economic and legal points of comparison 

between New Zealand and British Columbia.

The Cullen Commission’s broad terms of reference 

means it has developed into one of the deepest and most 

comprehensive inquiries into money laundering causes, risks 

and controls yet seen anywhere in the western world.  Its 

investigations and evidence gathering has ranged widely 

across the extent, growth, evolution and methods of money 

laundering in many economic sectors:

1. gaming and horse racing;

2. real estate;

3. financial institution and money service, including 

unregulated entities and persons who provide banking-like 

services;

4. corporate, in relation to the use of shell companies, trusts, 

securities and financial instruments for the purposes of 

money laundering;

5. luxury goods, such as vehicles, yachts, jewellery and 

precious metals, fine art;

6. professional services, including legal and accounting.

The Commission is also examining regulatory authorities and 

barriers that may be preventing effective law enforcement 

of money laundering activities.  It has the ability to compel 

witnesses and order the production of documents and 

records, and has engaged with a wide scope of expert and 

factual witnesses.

Gary’s detailed written evidence as an overseas comparative 

law expert was structured into 9 sections as follows:

1. Overview of New Zealand’s legal regime for anti-money 

laundering, being the tripartite fields of criminal money 

laundering laws, anti-money laundering regulatory 

compliance controls, and a proceeds of crime confiscation 

system.

2. Description of the role of the branches of the New Zealand 

Police Financial Crime Group, and an evaluation of the 

strengths and weaknesses of each of them.

3. Analysis of the measures taken in New Zealand over the 

past decade to reduce money laundering, and evaluation of 

how effective those measures have been:

 1.  measures taken (2009 to 2013) for financial institutions 

and casinos; and

 2.  measures from 2016 onwards for designated non-

financial businesses and professions.

Read the article in full 

https://law-strategy.nz/media/overseas-expert-witness-to-the-cullen-commission-of-inquiry-b-c-canada/
https://law-strategy.nz/media/overseas-expert-witness-to-the-cullen-commission-of-inquiry-b-c-canada/
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HOW FINTECHS & BANKS CAN BATTLE 
SYNTHETIC IDENTITY FRAUD, BOT 
ATTACKS, AND FAKE ACCOUNTS
Post by: Yuka Yoned | Senior Director

PROVE | CORRUPTION INDEX

Forbes and Payments NEXT recently 

reached out to our fraud and identity 

expert, Mary Ann Miller, to comment on 

another case of FinTech’s continuing fraud 

problem. But this instance is just one of 

many others and part of a systemic issue 

that is affecting not only FinTechs, but 

banks, merchants, and other financial 

service providers as well. So I sat down 

with Mary Ann to learn more about how 

synthetic identity fraud, fake accounts, bot 

attacks, and “framing fraud” are impacting 

banks and FinTechs, as well as what 

they can do about it. Read on for the full 

conversation.

YY: Mary Ann, there’s been a lot of news about FinTech’s 

growing fraud problem, particularly with synthetic identity 

fraud and bots being used to create fake accounts. Can you 

describe the issue for us?

Mary Ann Miller: This is a systemic issue that we see at many 

banks and FinTechs, and it’s been happening for quite some 

time now. It may be attracting more media attention now, 

but it’s the manifestation of a continuing problem related 

directly to the identity theft and synthetic fraud we saw 

during the pandemic. What’s happening is that bad actors are 

weaponizing the personal information that they’ve stolen in 

data breaches and then using bots to launch attacks. Many 

news articles we see today focus on specific companies, but 

many banks and FinTechs are being attacked – not just the 

ones we see in the news.

YY: Can you tell us more about the bot aspect of these 

attacks? After fraudsters first collect the stolen data from 

breaches, how exactly does that work?

Mary Ann Miller: These are sophisticated bot attacks that, 

again, are hitting many banks and FinTechs. Fraudsters use 

automated scripted bot attacks – you can think of them as 

software applications that run automated tasks. Once the 

fraudsters have access to the stolen information from data 

breaches, they program bots to complete account opening 

processes at FinTechs and banks using the stolen data. This 

part usually happens with no human interaction. Since the 

bad actor would have all the information to complete the 

process for account opening, including consumers' personal 

information, this is very easy for them to do.

Post by:Yuka Yoneda
https://www.transparency.org/en/cpi/2021#CPI2021
https://www.forbes.com/sites/jeffkauflin/2022/02/02/paypal-admits-45-million-accounts-were-illegitimate-as-fintechs-fraud-problem-grows/?sh=3bf3335736b9
https://paymentsnext.com/new-account-bots-swamp-paypal-with-4-5-million-phony-accounts/
https://www.prove.com/author/mary-ann-miller
https://www.forbes.com/sites/jeffkauflin/2022/02/02/paypal-admits-45-million-accounts-were-illegitimate-as-fintechs-fraud-problem-grows/?sh=3bf3335736b9
https://www.forbes.com/sites/jeffkauflin/2022/02/02/paypal-admits-45-million-accounts-were-illegitimate-as-fintechs-fraud-problem-grows/?sh=3bf3335736b9
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YY: What happens after the fake accounts are created? What 

are the fraudsters trying to achieve?  

Mary Ann Miller: The bad actors wreak all kinds of havoc once 

they create a fake account with someone else’s identity or a 

fabricated identity using someone’s SSN, sometimes referred 

to as synthetic fraud. This includes check deposit fraud, ACH 

fraud, dispute abuse fraud, exploitation of race conditions, 

collection of account incentives, money laundering, and even 

sadly, crimes like human trafficking. In the case of bots, the 

bad actors are trying to conduct fraud on a mass scale, and 

quickly, we see that in the industry. If a financial institution 

sees a spike in account opening, it’s almost guaranteed that 

attacks on the payment services will begin.

YY: Some of this fraud is related to incentive campaigns 

where FinTechs or banks offer a monetary incentive to new 

customers to encourage them to open new accounts. How do 

these incentive programs tie into the issue?

Mary Ann Miller: Banks and FinTechs might underestimate the 

effort a bad actor will go through just for a $10 incentive, but 

there is more to the story. The fraud occurs over and over, and 

the cash-out for the bad actor does add up. In addition, bad 

actors have a database of identities they have stolen, so they 

use them across the industry. 

YY: The creation of these fake accounts is obviously 

problematic for FinTechs and banks, but how does this affect 

the consumers whose information was stolen? Is this related 

to the problem known as “framing fraud?”

Mary Ann Miller: Consumers are really at risk, and in many 

cases, they are unaware that their identity information was 

used to conduct fraud. This has consequences downstream 

for many processes like SAR filing, IRS reporting, and privacy. 

There’s even reputational damage in some cases. We’ve 

been calling this issue “framing fraud” because often, law 

enforcement goes after the actual victim for the crime as if 

they’re being framed.

YY: What can FinTechs and banks do to mitigate and get ahead 

of these issues?

Mary Ann Miller: Banks and FinTechs can take the following 

steps to mitigate these issues: improve the security layers 

around the endpoints, such as account opening with better 

bot protection. Technology such as phone-centric identity 

signals can deduce from the time of onboarding, whether 

the applicant is a bot or a real person. Implementing digital 

identity-proofing signals that provide red flags that can 

be actioned on in real time to prevent the creation of fake 

accounts cuts off the fraudster’s legs for this kind of attack. 

This not only helps protect the business but also consumers 

from becoming victims. 

What’s interesting is that many of these phone-centric 

identity signals for onboarding can be implemented in a way 

that improves the onboarding experience for real customers 

while blocking bots. In addition to fortified identity-proofing, 

these enhanced onboarding solutions can reduce onboarding 

time by 79%, decrease abandonment by 35%, and include 

integrated KYC checks.

Republished 

https://www.prove.com/blog/how-fintechs-banks-can-battle-synthetic-identity-fraud-bot-attacks-and-fake-accounts?utm_content=197229424&utm_medium=social&utm_source=linkedin&hss_channel=lcp-66766002
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Outcomes FATF Plenary, 2-4 March 2022

Chairman’s Summary

Paris, 4 March 2022- The sixth Plenary of the FATF under the German Presidency of Dr.Marcus 

Pleyer concluded today.

Delegates representing the 206 members of the Global Network 
and observer organisations, such as the IMF, the United Nations 
and the World Bank, met for four days of meetings. The event 
took place in a hybrid form with the majority of participants 
able to travel to meet in person in Paris due to gradual easing of 
COVID-19 related restrictions in many countries.

FATF Members discussed the tragic developments and the 
loss of life in Ukraine and issued a statement that expresses 
FATF’s grave concern about the invasion’s impact on the money 
laundering, terrorist financing and proliferation financing risk 
environment as well as the integrity of the financial system, the 
broader economy and safety and security.

FATF Statement on the situation in the Ukraine

The Plenary approved key work that will prepare for the 
next round of mutual evaluations and finalised an update to 
Recommendation 24, to improve transparency of beneficial 
ownership of legal persons. The FATF approved a report on 
the money laundering and terrorist financing risks of migrant 
smuggling, and agreed to release a guidance for public 
consultation that will help the real estate sector to implement 
risk-based measures to better detect and prevent money 
laundering.

The FATF agreed to begin work on enhancing asset recovery 
by strengthening collaboration between the FATF/FSRBs and 
the Asset Recovery Networks – CARIN and the ARINs, and also 
agreed to further consider strengthening Recommendations 
4 and 38 on the domestic and cross-border frameworks. 
Delegations also started new work on the proceeds of the 
trafficking of fentanyl and other synthetic opioids.

The Plenary also agreed on the appointment of a new President 
of the FATF (2022-2024).

Strategic Vision for the Global Network

The fight against money laundering and terrorist financing 

requires a global response. The work of the Global Network, 
which brings together the FATF and nine FATF-Style Regional 
Bodies (FSRBs), as well as work with relevant observers, is 
crucial.

The Plenary agreed on the strategic vision for the Global 
Network, which will strengthen the FATF/FSRBs partnership 
that forms the backbone to the successful assessment and 
compliance with global anti-money laundering and counter 
terrorist financing (AML/CFT) measures.

The strategic vision supports FATF and FSRBs’ collective efforts 
to achieve their common objectives of combating money 
laundering and the financing of terrorism and proliferation, and 
of fostering effective AML/CFT systems.

Monitoring Compliance with the FATF Standards

Mutual Evaluation of France

The FATF concluded that France has a robust and sophisticated 
AML/CFT framework, that is very effective in combating the 
financing of terrorism, the confiscation of criminal assets 
and international cooperation. France is also achieving 
particularly good results in the use of financial intelligence, 
money laundering investigations and prosecutions, and the 
implementation of targeted financial sanctions. France however 
needs to do more in certain areas, such as the supervision 
and implementation of preventive measures for professionals 
involved in the activities of legal persons and real estate sector, 
as well as improving the monitoring of the non-profit sector to 
prevent the potential misuse for terrorist financing.

The FATF will publish this report in May, after a quality and 
consistency review.

Read in full

https://www.fatf-gafi.org/
https://www.fatf-gafi.org/publications/fatfgeneral/documents/ukraine-2022.html
https://www.carin.network/
https://www.fatf-gafi.org/publications/fatfgeneral/documents/outcomes-fatf-plenary-march-2022.html
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Ireland’s progress in strengthening 
measures to tackle money laundering 
and terrorist financing

10 February 2022 – Since the 2017 assessment of Ireland’s 
measures to tackle money laundering and terrorist financing, 
and its 2019 follow-up report, the country has taken a number 
of actions to strengthen its framework.

To reflect Ireland’s progress, the FATF has now re-rated the 
country on Recommendations 22 (DNFBPs: Customer due 
diligence), from partially compliant, to largely compliant. 

The report also looks at whether Ireland’s measures meet the 
requirements of FATF Recommendations that have changed 
since the 2017 mutual evaluation and 2019 follow-up report.  
The FATF agreed to maintain the rating of largely compliant for 
Recommendation 15 (New Technologies).

Today, Ireland is compliant on 17 Recommendations of the 
40 Recommendations and largely compliant on 17 of them. It 
remains partially compliant on 6 of the 40 Recommendations.

Ireland will continue to report back to the FATF on progress to 
strengthen its implementation of AML/CFT measures.  

More on:

    Mutual Evaluation of Ireland - 2017 

    Follow-Up Report of Ireland - 2019 

November 2021F
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Anti-money laundering and 
counter-terrorist financing 
measures

Ireland
Follow-up Report & 
Technical Compliance Re-Rating

February 2022

Follow-up Report Ireland - 2022

Download pdf ( 3,480kb)

Fourth Round Mutual Evaluation 
Report of St. Kitts and Nevis

The CFATF Plenary held virtually in December 2021 adopted 
the Mutual Evaluation Report of St. Kitts and Nevis. This 
evaluation summarises the Anti-Money Laundering (AML) / 
Counter-Terrorist Financing (CFT) measures in place in St. Kitts 
and Nevis as at the date of the on-site visit March 15th – 26th, 
2020. The report analyses the level of compliance with the FATF 
40 Recommendations, the level of effectiveness of St. Kitts and 
Nevis’ AML/CFT system and provides recommendations on 
how the system could be strengthened.

Click here for complete report

Update on the Delisting of the 
Bahamas From the European Union 
List of Third-country Jurisdictions 
which have Strategic Deficiencies 
in their Anti-Money Laundering/ 
Counter Terrorist Financing (AML/
CFT) Regimes

On the 22nd of December 2021 a meeting of the European 
Commission College of Commissioners was held, and 
the revision of the List of Third-country Jurisdictions In its 
assessment, the Commission concluded that “The Bahamas 
has addressed the strategic deficiencies previously identified by 
the Commission in its AML/CFT regime. 

Read complete press release here

https://www.fatf-gafi.org/publications/mutualevaluations/documents/mer-ireland-2017.html
https://www.fatf-gafi.org/publications/mutualevaluations/documents/fur-ireland-2019.html
https://www.fatf-gafi.org/publications/mutualevaluations/documents/fur-ireland-2022.html
https://www.fatf-gafi.org/media/fatf/documents/reports/fur/Follow-up-report-Ireland-2022.pdf
https://www.cfatf-gafic.org/home-test/english-documents/4th-round-meval-reports/17358-st-kitts-and-nevis-4th-round-mer
https://www.cfatf-gafic.org/documents/resources/17312-press-release-the-bahamas-update-revised/file
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United Arab Emirates place on ‘gray list’

An intergovernmental organization dedicated to combating 
money laundering and illicit cash flows on Friday placed the 
United Arab Emirates on its “gray list” over concerns that 
the Gulf country isn’t sufficiently stemming illegal financial 
activities.

The UAE was one of several countries listed by The Financial 
Action Task Force as being under increased monitoring due 
to “strategic deficiencies” in their efforts to counter money-
laundering.

“Jurisdictions under increased monitoring are actively working 
with the FATF to address strategic deficiencies in their 
regimes to counter money laundering, terrorist financing, and 
proliferation financing,” the organization said.

“When the FATF places a jurisdiction under increased 
monitoring, it means the country has committed to resolve 
swiftly the identified strategic deficiencies,” it continued.

The state-run Emirates News Agency, in a statement published 
late Friday, said the FATF “has recognised that the United 
Arab Emirates has made positive progress in its anti-money 
laundering (AML), countering the financing of terrorism (CFT), 
and counter proliferation financing (CPF) efforts.”

The watchdog group’s “gray list” is not as severe as its “black 
list,” which includes North Korea and Iran.

Other countries on the gray list include Pakistan, Turkey, Jordan 
and Yemen.

The UAE is the financial hub of the Middle East, home to 
numerous international companies’ headquarters, one of the 
world’s busiest airports, and a roughly 90% expat population.

“The UAE takes its role in protecting the integrity of the global 
financial system extremely seriously and will work closely 
with the FATF to quickly remedy the areas of improvement 
identified,” said the UAE’s agency in charge of combating money 
laundering, according to Emirates News Agency.

Via CNBC

KEY POINTS
      The watchdog group’s “gray list” is not as severe as its “black list,” 

which currently includes North Korea and Iran.

     The UAE is the financial hub of the Middle East, home to numerous 

international companies’ headquarters.

https://www.fatf-gafi.org/
https://www.fatf-gafi.org/publications/high-risk-and-other-monitored-jurisdictions/documents/increased-monitoring-march-2022.html
https://www.fatf-gafi.org/publications/high-risk-and-other-monitored-jurisdictions/documents/increased-monitoring-march-2022.html
http://wam.ae/en/details/1395303026828
http://wam.ae/en/details/1395303026828
https://www.cnbc.com/2022/03/05/uae-is-placed-on-money-laundering-watchdogs-gray-list-.html
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tougher global beneficial ownership 
rules to stop criminals from hiding 
their illicit activities and dirty money 
behind shell companies. 

The FATF has agreed tougher global beneficial ownership rules 
to stop criminals from hiding their illicit activities and dirty 
money behind shell companies.

FATF member countries agreed to ensure that:

-  all countries have a beneficial ownership registry or 
an equivalent alternative in place. This will ensure that 
authorities have efficient access to adequate, accurate and 
up-to-date information on the true owners of companies 
operating in their country.

-  companies hold information that shows the identity of the 
ultimate ‘beneficial’ owner. This is crucial to investigators who 
need to quickly find out the real owner of a company – even if 
hidden behind a chain of holding companies or nominees.

-  authorities assess and mitigate the money laundering and 
terrorist financing risks associated with foreign companies, to 
which their countries are exposed.

-  new bearer share are banned. Disclosure requirements for 
existing bearer shares and for nominee arrangements will 
also be strengthened to stop them being used to hide money 
laundering.

The new rules are a major step forwards in preventing 
corruption by ensuring authorities can check the ownership of 
companies in the course of public procurement. 

Read more about the changes 

https://www.fatf-gafi.org/
https://bit.ly/3vJq3Sz
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dedicated to AML and CFT. 

Get your message to 
industry experts and 
decision makers. 
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opportunities  
are one size fits all.
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FATF LOOKS SET TO EXPEL RUSSIA, ANNOUNCES 
IT IS REVIEWING MOSCOW’S ROLE; WARNS OF 
CYBER THREATS TO BANKS
FATF today said is reviewing Russia’s role at the agency 
following the invasion of Ukraine, with insiders predicting 
Moscow will be thrown out of the organisation.

In a statement this evening (Fri) FATF said the actions of Russia 
“run counter to the FATF core principles and represent a gross 
violation of the commitment upon which FATF Ministers agree 
to implement and support the FATF Standards.”

The task force said it is now reviewing Russia’s role at FATF and 
“will consider what future steps are necessary to uphold these 
core values.”

The Financial Action Task Force also expressed “deep sorrow 
due to the loss of people’s lives in connection with the tragic 
developments in Ukraine.”

In light of the Russian Federation’s military invasion of Ukraine, 
FATF expressed “its grave concern about the invasion’s impact 
on the money laundering, terrorist financing and proliferation 
financing risk environment as well as the integrity of the 
financial system, the broader economy and safety and security.”

The task force said Russia’s actions ran counter to FATF 
principles “and represent a gross violation of the commitment 
upon which FATF Ministers agree to implement and support the 
FATF Standards.”

FATF also said it noted that malicious cyber activity targeting 

financial institutions and systems undermines financial integrity 
and stability, and could jeopardize the ability of the private 
sector and competent authorities to implement and monitor 
core AML/CFT controls. Such activity could prevent access to 
financial services for legitimate users needing to access vital 
services.

Separately, the agency welcomed the progress made up to now 
by Ukraine in combating its money laundering risks, highlighted 
in its mutual evaluation report, relating to corruption and the 
theft of state assets, and the active steps taken by judicial 
authorities to recover assets stolen by senior officials of the 
former regime.

The group also said countries need to be vigilant to the 
possibility of emerging risks from circumvention of measures 
taken in order to protect the international financial system from 
the ML/TF/PF risks resulting from Russia’s aggression against 
Ukraine.

FATF said it “will continue to monitor the situation closely. It will 
consider all options to help promote the security, safety and 
the integrity of the global financial system, and will respond as 
necessary to significant new and emerging threats and risks to 
the integrity of the financial systems, consistent with the needs 
identified by the international community.”

By STEPHEN RAE for AML Intelligence
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Outcomes FATF Plenary, March 2022

Just out: New quick guide to internal controls and anti-corruption by former US Inspector 
General Rebecca Anne Batts.

“Internal controls” refers to systems of policies, procedures and practices to prevent, 
detect and respond to issues, errors and irregularities in any organisation. 

Systems of internal control can be very effective in addressing corrupt conduct, which is 
the focus of this quick guide. But internal controls can also address other problems that 
affect an organisation’s efficiency and effectiveness, such as poor employee performance 
or the failure to accomplish important organisational goals. 

The guide outlines what internal controls are, gives examples of internal controls 
in a public institution, and emphasises success factors – like independence, real 
consequences and credible reporting channels.

What are internal controls?

Broadly, “internal controls” refers to systems of policies, procedures 
and practices to prevent, detect and respond to issues, errors and 
irregularities. Systems of internal control can be very effective in 
addressing corrupt conduct, which is the focus of this quick guide. 
But internal controls can also address other problems that affect an 
organisation’s efficiency and effectiveness, such as poor employee 
performance or the failure to accomplish important organisational goals. 

Frequently, internal controls are thought of in relation to financial 
statements and government or commercial market activities. However, 
almost any firm or organisation where people work together to achieve 
shared goals has some kind of a system of internal controls. Even 
criminal enterprises typically have internal controls to prevent their illicit 
products or ill-gotten gains from going astray. 

Internal controls and anti- 
corruption

Rebecca Anne Batts  
Consultant - Internal Controls and Corruption,  
Basel Institute on Governance

QUICK GUIDE 
SERIES 24

Read it online or Basel LEARN

Or download as a PDF

Corrupting the environment 
A virtual dialogue series hosted by the Basel 
Institute on Governance and OECD

The covid-19 pandemic highlights our global society’s vulnerability to the consequences 
of environmental degradation – a crisis supercharged by the global illicit trade in 
environmental goods, weak governance and corruption.

Harnessing our collective expertise in combating these areas, the OECD and the Basel 
Institute's Green Corruption team jointly hosted a series of virtual dialogues exploring 
creative solutions to burning issues of environmental degradation through the lens of 
financial crime and illicit trade. 

Entitled “Corrupting the Environment”, the event series brings together thought leaders 
among government, private industry and civil society.

   

Read more about the background 
to this series in this blog by Green 
Corruption Team Leader Juhani 
Grossmann: Lighting the path ahead 
at the intersection of environmental 
degradation, illicit trade and corruption

View, download and share PDF 
summaries of each of the main 
events.

Catch up on the Corrupting the 
Environment playlist on YouTube.

https://www.linkedin.com/in/ACoAAATqTfMBgoks-muKOpQThYMka69MzsiJcg4?lipi=urn%3Ali%3Apage%3Ad_flagship3_company%3BrQChDNBKQFqpfeU%2FwUzuXw%3D%3D
https://www.fatf-gafi.org/publications/mutualevaluations/documents/fur-ireland-2022.html
https://lnkd.in/dhJ4Fgfc
https://lnkd.in/d-jKsPhW
https://baselgovernance.org/blog/lighting-path-ahead-intersection-environmental-degradation-illicit-trade-and-corruption
https://baselgovernance.org/blog/lighting-path-ahead-intersection-environmental-degradation-illicit-trade-and-corruption
https://baselgovernance.org/blog/lighting-path-ahead-intersection-environmental-degradation-illicit-trade-and-corruption
https://baselgovernance.org/publications/corrupting-environment-insights-corruption-environment-and-illicit-trade
https://baselgovernance.org/publications/corrupting-environment-insights-corruption-environment-and-illicit-trade
https://baselgovernance.org/publications/corrupting-environment-insights-corruption-environment-and-illicit-trade
https://www.youtube.com/playlist?list=PLYRnhpCcnLP-Ual-E91AOVFugMqDN6z-P
https://www.youtube.com/playlist?list=PLYRnhpCcnLP-Ual-E91AOVFugMqDN6z-P
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Targeting Profit: Non-Conviction 
Based Forfeiture in Environmental 
Crime

Environmental criminals and their corrupt facilitators get rich by destroying our planet 
and its natural resources. This publication for the Targeting Natural Resource Corruption 
(TNRC) project explains how and why to confiscate their illicit assets – with or without a 
criminal conviction.

The introductory overview of asset recovery tools to tackle environmental crime 
was a collaboration between the Basel Institute’s Green Corruption programme and 
International Centre for Asset Recovery. It is part of a wider research collaboration 
between the Basel Institute and the TNRC project consortium.

Takeaways

    Using legal powers to confiscate assets can be an important element of enforcement 
against environmental crime because it targets the profit motive for environmental 
crime and disrupts the financing of further criminal activity.

    Confiscating illicit assets does not require an individual to be convicted. Many countries 
have judicial procedures to confiscate assets derived from criminal activity without the 
need for a specific criminal conviction.

    This procedure, referred to as non-conviction based forfeiture (NCBF), can be an 
effective way to target the profits from environmental crimes, where corruption and 
money laundering are frequently significant components.

    Understanding and applying anti-corruption and anti-money laundering laws in their 
country is vital for enforcement practitioners to be able to pursue criminals’ assets 
more effectively. Early coordination with anti-corruption and financial intelligence 
authorities will assist in this.

    NCBF is no different to the process of criminal investigation and prosecution, in that it 
depends on the degree to which good governance, strong and accountable institutions, 
and a well-functioning justice system are present in a country. Prior to engaging NCBF 
for environmental corruption cases, risks should be assessed in a similar manner to the 
risks of existing law enforcement and prosecution practices in a given country.

Links and other languages

View publication online on TNRC website

Download PDF

About the  
TNRC project
The TNRC project seeks to improve 
biodiversity conservation outcomes 
by helping practitioners to address 
the threats posed by corruption to 
wildlife, fisheries and forests. TNRC 
harnesses existing knowledge, 
generates new evidence, and 
supports innovative policy and 
practice for more effective anti-
corruption programming on the 
ground.

A USAID-funded project, TNRC 
is implemented by a consortium 
of leading organizations in 
anti-corruption, natural resource 
management, and conservation: 
World Wildlife Fund (WWF), the U4 
Anti-Corruption Resource Centre 
at the Chr. Michelsen Institute, 
TRAFFIC, and the Terrorism, 
Transnational Crime and Corruption 
Center (TraCCC) at George Mason 
University.

https://www.worldwildlife.org/pages/tnrc-introductory-overview-targeting-profit-non-conviction-based-forfeiture-in-environmental-crime
https://baselgovernance.org/sites/default/files/2022-01/TNRC%20asset%20recovery%20overview.pdf
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International cooperation in illicit enrichment cases 
– scope for reform?
Feb, 2022

Why is international cooperation in asset recovery 

cases based on illicit enrichment/unexplained wealth 

laws a particularly challenging issue? This is a 

question we have received from many corners of the 

world following our publication last year of an open-

access book on Illicit Enrichment: A Guide to Laws 

Targeting Unexplained Wealth.

In this annexed contribution to the book, Jonathan 

Spicer explains why international cooperation in illicit 

enrichment cases can come up against barriers – and 

asks whether there is scope for reform.

Jonathan is Senior Asset Recovery Specialist at 

the Basel Institute’s International Centre for Asset 

Recovery. He worked closely with the book’s author, 

Andrew Dornbierer, during the book’s development 

and editing.

Illicit Enrichment is freely available to read and 

download at illicitenrichment.org.

Spanish and French versions are under production and 

will also be made available for free; the introduction 

and Part 1 of the Spanish version is already available 

here: Enriquecimiento ilícito: Una guía sobre las leyes 

que abordan los activos de procedencia inexplicable.

Criminal activity is not confined to 
national borders and illicit enrichment 
investigations will often have an 
international element. Investigators 
may seek information or evidence from 
other jurisdictions which relates to the 
suspected criminal activity that has led 
to the illicit enrichment or that relates to 
the possession, concealment or use of 
illicit assets.

For example, a public official may be 
suspected of using a foreign corporate 
structure to hold illicit funds in bank 
accounts in another jurisdiction. In 
order to progress the investigation (and 
potentially freeze the funds), prosecutors 
will need to use mutual legal assistance 
(MLA) to obtain evidence from the 
respective jurisdictions where the foreign 
company is registered and where the 
bank account is located.

Alternatively, it may be known that 
the child of a public official attends a 
renowned (and expensive) fee-paying 
school overseas. Investigators would 
be seeking information not only on the 
amount of fees that have been paid, but 
also on the source and manner of the 
payments. The school may voluntarily 
provide the information on the payment 
of the fees, but if it does not a court order 
will be necessary.

Accordingly, insofar as this information 
is not publicly available, assistance 
will be required from the authorities 
in the jurisdictions where intelligence 
or evidence is held. Whether that 
jurisdiction is able to assist will usually 
depend upon its domestic law and also 
whether it has either illicit enrichment as 
an offence or civil procedure.

Formal and informal cooperation channels

International cooperation exists at both 
informal and formal levels.

Informal international cooperation is 
usually seen as cooperation at a law 
enforcement level or as police-to-police 
assistance. Often this will amount 
to intelligence sharing (for example 
between financial intelligence units) or 
it may involve assistance which can be 
provided without the need for coercive 
measures (such as obtaining the 
voluntary assistance of the school in the 
example above).

As these enquiries may be made at 
an early stage where the investigation 
is not limited to illicit enrichment but 
also looking at underlying criminality, 
there are likely to be fewer difficulties in 
obtaining assistance.

Formal means of international 
cooperation, known as MLA, is where 
a state requests another state to apply 
its laws to obtain evidence for use in 
the proceedings being brought by the 
requesting state. This cooperation 
usually requires the use of coercive 
measures by the requested state, 
for example searches of properties, 
interviewing of witnesses or production 
of documents.

This formal means of cooperation is 
usually based on multilateral treaties, 
bilateral treaties or other forms of state 
to state agreements. In terms of illicit 
enrichment proceedings, MLA may be 
required to obtain evidence during the 
investigation stage, for example bank 
statements, or may be required to freeze 
assets or to enforce a final order for 
confiscation.

Dual criminality – an obstacle to 

international cooperation

Under the dual criminality principle, 
States will only provide MLA in criminal 
matters if the offence being investigated 
in the requesting State is also an offence 
in the State being asked to provide 
assistance.

The application of this principle by States 

WHY INTERNATIONAL 
COOPERATION IS NEEDED

BASIL INSTITUTE OF GOVERNANCE  | LATEST

https://illicitenrichment.baselgovernance.org/
https://illicitenrichment.baselgovernance.org/
https://illicitenrichment.baselgovernance.org/
https://baselgovernance.org/publications/enriquecimiento-ilicito-una-guia-sobre-las-leyes-que-abordan-los-activos-de
https://baselgovernance.org/publications/enriquecimiento-ilicito-una-guia-sobre-las-leyes-que-abordan-los-activos-de


80

The application of the dual criminality principle by States which do not recognise an offence of illicit enrichment can often be an 

obstacle to international cooperation during such investigations. It doesn't need to be this way.

which do not recognise an offence 
of illicit enrichment can often be an 
obstacle to international cooperation in 
illicit enrichment investigations.

The promotion of the criminalisation of 
illicit enrichment as a measure to tackle 
corruption is seen within UNCAC (Article 
20) as well as other regional treaties 
such as IACAC (Article IX) or AUCPCC 
(Article 8).

However the introduction of illicit 
enrichment offences is not compulsory 
under these conventions.

Under UNCAC and the AUCPCC, non-
mandatory language permits States to 
decide themselves whether to implement 
illicit enrichment laws, while under the 
IACAC, States may also refrain from 
introducing an illicit enrichment offence if 
they deem that it will contravene existing 
constitutional rights.

Providing assistance despite a lack of 
dual criminality

While the IACAC and AUCPCC do not 
address the issue of dual criminality 
directly, they both have almost identical 
provisions on assistance to be provided 
in illicit enrichment investigations, by 
States Parties that do not introduce illicit 
enrichment offences.

Under IACAC at Article IX paragraph 3:

Any State Party that has not established 
illicit enrichment as an offense shall, 
insofar as its laws permit, provide 
assistance and cooperation with 
respect to this offense as provided in 
this Convention.

The United States of America posted a 
reservation on its signing of the IACAC, 
where it stated that it understood it was 
not obligated to introduce an offence 
of illicit enrichment, as this would be 
inconsistent with the United States 
constitution and fundamental legal 
principles due to the burden of proof 
being placed on the defendant. However, 

the U.S. does make clear that as far as 
it is permitted by domestic law, it does 
intend to assist and cooperate with 
other States Parties investigating illicit 
enrichment.

In matters of international cooperation, 
whenever dual criminality is considered 
a requirement, it shall be deemed 
fulfilled irrespective of whether the laws 
of the requested State Party place the 
offence within the same category of 
offence or denominate the offence by 
the same terminology as the requesting 
State Party, if the conduct underlying 
the offence for which assistance is 
sought is a criminal offence under the 
laws of both States Parties.

Thus, States Parties receiving MLA 
requests cannot refuse on the basis of 
the name of the offence or the category 
under which it is deemed to fall, but 
must look at the actual conduct which 
constitutes the offence and consider 
whether this would amount to an offence 
under the domestic law.

However, illicit enrichment offences, 
and particularly those that include a 
shifting of the burden of proof on to the 
defendant, do not compare easily with 
other types of offending. Nonetheless, 
Article 46, which addresses MLA, 
requires State Parties to “afford one 
another the widest measure of mutual 
legal assistance in investigations, 
prosecutions and judicial proceedings in 
relation to the offences covered by [the] 
Convention”.

Finally, Article 46 (9) of UNCAC makes 
further provision on MLA and dual 
criminality:

(a) A requested State Party, in 
responding to a request for assistance 
pursuant to this article in the 
absence of dual criminality, shall take 
into account the purposes of this 
Convention, as set forth in article 1;

(b) States Parties may decline to 
render assistance pursuant to this 
article on the ground of absence of 
dual criminality. However, a requested 
State Party shall, where consistent 
with the basic concepts of its legal 
system, render assistance that does 
not involve coercive action. Such 
assistance may be refused when 
requests involve matters of a de 
minimis nature or matters for which 
the cooperation or assistance sought 
is available under other provisions of 
this Convention;

(c) Each State Party may consider 
adopting such measures as may be 
necessary to enable it to provide a 
wider scope of assistance pursuant 
to this article in the absence of dual 
criminality.

It can be said, therefore, that the framers 
of the Convention sought to encourage 
the provision of assistance by States 
Parties which had not criminalised 
offences under the Convention (including 
illicit enrichment) to those States Parties 
which have.

Read in full

https://www.jus.uio.no/lm/un.against.corruption.convention.2003/20.html
https://www.jus.uio.no/lm/un.against.corruption.convention.2003/20.html
https://www.jus.uio.no/english/services/library/treaties/04/4-04/ia-against-corruption.xml
https://au.int/sites/default/files/treaties/36382-treaty-0028_-_african_union_convention_on_preventing_and_combating_corruption_e.pdf
https://au.int/sites/default/files/treaties/36382-treaty-0028_-_african_union_convention_on_preventing_and_combating_corruption_e.pdf
https://baselgovernance.org/blog/international-cooperation-illicit-enrichment-cases-scope-reform
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Basel Institute to serve as Co-Chair and 
Network Partner of B20 Indonesia Integrity 
and Compliance Task Force
Jan | 22

BASIL INSTITUTE OF GOVERNANCE  | LATEST

We are delighted to have been invited to participate 
in the B20 Indonesia Integrity and Compliance Task 
Force as Network Partner and Co-Chair.

Gemma Aiolfi, Head of Compliance and Collective 
Action, will serve as Co-Chair together with Deputy 
Co-Chair Scarlet Wannenwetsch, Project Associate 
in our Collective Action team. They join other leading 
voices in the international integrity and compliance 
policy arena, including representatives from Novartis, 
Refinitiv, Trinity Business School, BRF Global, the China 
Machinery Industry Federation and Grupo Bimbo.

Gemma Aiolfi expressed her thanks to the B20 
Secretariat and Taskforce Chair for the invitation, 
commenting:

“The leadership and collaborative dialogue that 
the B20 embodies are more essential than ever 
in this time of global transformation. Corruption 
risks, climate change, human rights, the pandemic, 
cybercrime– all these and more are transforming 
business and business risks in unprecedented 
ways. Multi-stakeholder collaboration including 
through Collective Action is key to addressing 
many of these challenges.

We look forward to bringing our expertise in 
Collective Action, integrity and anti-corruption 
compliance to support the B20 process in shaping 
an impactful and business-oriented response.”

About the Taskforce and Collective Action
The Integrity and Compliance Taskforce is once again a core element of the B20 process 
under the 2022 Indonesian Presidency. The Basel Institute has been strongly engaged in 
the B20 process for the last 11 years, including as Network Partner for the B20’s Integrity 
and Compliance Taskforce in Saudi Arabia (2020) and Italy (2021).

The B20 has long embraced the value of Collective Action as a practical, flexible tool for 
engaging the private sector in the fight against corruption. Collective Action was placed 
at the top of the B20 Saudi Arabia Integrity and Compliance Policy Paper, for example, 
which recommended that “[t]he G20 should engage with the private sector to implement or 
improve national anti-corruption plans, and to adopt new Collective Action initiatives.”

The 2021 B20 Italy Integrity & Compliance Policy Paper integrated Collective Action 
as a tool for collaborative approaches to corruption risks throughout almost all the 
recommendations developed by the Taskforce.

In 2013, we launched the B20 Collective Action Hub following a mandate from the B20 
Russia. This online resource centre, which is supported by the Siemens Integrity Initiative, 
offers a range of anti-corruption publications and tools, plus a database of anti-corruption 
Collective Action initiatives and projects around the world.

The B20 Hub contains a specific section on B20 and anti-corruption, as well as research 
and analysis aimed at helping increase the effectiveness of B20 recommendations on 
integrity and compliance.

Looking forward

We look forward to constructive discussions with the B20 Indonesia Integrity and 
Compliance Task Force members under the leadership of the Chair, Haryanto T. Budiman 
of PT Bank Central Asia, Deputy Chair, Paolo Kartadjoemena of PT Bank Negara Indonesia, 
and Policy Manager, Amelia Susanto of PT Bank Central Asia.

Keep up to date with developments by following #B20Indonesia as well as our Collective 
Action team on Twitter (@FightBribery) and LinkedIn (Collective Action at the Basel 
Institute).

Our team supports companies and other stakeholders who wish to explore potential 
opportunities for Collective Action in their sector or region, including through a free 
mentoring service and helpdesk. Find out more about our guidance and facilitation here.

https://baselgovernance.org/sites/default/files/2021-03/B20-Integrity-Compliance-Policy-Paper-30092020.pdf
https://baselgovernance.org/publications/b20-italy-integrity-and-compliance-policy-paper-2021
https://baselgovernance.org/b20-collective-action-hub
https://new.siemens.com/global/en/company/sustainability/compliance/collective-action.html
https://baselgovernance.org/b20-collective-action-hub/b20-anti-corruption
https://baselgovernance.org/publications/g20s-responsiveness-b20-anti-corruption-recommendations-2010-2017-part-i-baseline
https://baselgovernance.org/publications/g20s-responsiveness-b20-anti-corruption-recommendations-2010-2017-part-i-baseline
https://twitter.com/FightBribery
https://www.linkedin.com/company/basel-institute-collective-action
https://www.linkedin.com/company/basel-institute-collective-action
https://baselgovernance.org/collective-action
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ICAR to support Armenia’s Anti-Corruption 
Committee on asset recovery
Jan | 22

Sasun Khachatryan, Chairman of the Anti-Corruption Committee of the Republic of Armenia (left) and Jonathan Spicer, Senior Asset 

Recovery Specialist, Basel Institute on Governance, following the signing of an MoU between the two institutions

We are pleased to have entered into a new partnership with the Anti-Corruption Committee 
of the Republic of Armenia, covering assistance with investigating and recovering assets 
acquired through corruption and other related crimes.

Under the Memorandum of Understanding (MoU), which was signed on 18 January 2022, 
our International Centre for Asset Recovery (ICAR) specialists will provide ongoing advice, 
technical assistance and training to the recently established Anti-Corruption Committee.

The aim of the agreement is to strengthen the institution’s capacity to identify and recover 
illicit assets linked to corruption, other financial crimes or other forms of criminal activity, 
including those hidden in foreign jurisdictions. 

Sasun Khachatryan, Chairman of the Anti-Corruption Committee, signed the agreement 
alongside other members of the agency’s leadership during a two-day visit by senior asset 
recovery specialists from ICAR to the Armenian capital Yerevan. Thanking ICAR for the 
practical launch of the programme, he expressed confidence that the MoU would provide 
an effective basis for closer cooperation.

Gretta Fenner, the Basel Institute’s Managing Director, congratulated Sasun Khachatryan 
on his appointment as Chairman of the Anti-Corruption Committee and looked forward to 
commencing support in line with the agreement.

See additional photos and the press release of the Anti-Corruption Committee of the 
Republic of Armenia on the institution’s official Facebook page.

DETERMINANTS 
AND DRIVERS 
OF WILDLIFE 
TRAFFICKING: 
A QUALITATIVE 
ANALYSIS IN 
UGANDA
Jan | 22

The article analyses drivers and 
determinants of illicit wildlife trade (IWT), 
targeting those factors that support the 
participation of individuals in poaching 
and transportation of wildlife goods.

These factors are often explained in 
economic and institutional terms. 
Recently, scholars have started to 
recognise the importance of socio-
cultural and behavioural drivers in 
influencing the individual propensity to 
engage in wildlife trafficking. The goal 
is clarifying how behavioural drivers 
may spur individuals to engage in these 
phenomena. The research provides 
further understanding on why wildlife 
trafficking happens by focusing on the 
role of the socio-economic context, the 
broader governance environment, and 
behavioural drivers associated with 
sociality and stereotypes in spurring 
participation in IWT.

Read in full 

https://m.facebook.com/story.php?story_fbid=134654232351267&id=100074200721560
https://baselgovernance.org/publications/determinants-and-drivers-wildlife-trafficking-qualitative-analysis-uganda
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NEW ZEALAND LED INTERNATIONAL 
OPERATION INTO ONLINE CHILD SEXUAL 
ABUSE MATERIAL LEADS TO 46 ARRESTS 
ACROSS NEW ZEALAND
An international operation led by Te Tari 

Taiwhenua Department of Internal Affairs 

(DIA) has identified more than 90,000 

online accounts that have possessed or 

traded child sexual abuse material.
Operation H was launched in October 2019 by DIA’s Digital Child 
Exploitation Team following an alert from an Electronic Service 
Provider who had found tens of thousands of offenders using 
the platform to share some of the most horrific and devastating 
child sexual abuse material online.

This has been the largest and most challenging online child 
exploitation operation led out of New Zealand.

To carry out this Operation, DIA brought together international 
law enforcement agencies including the FBI, the Australian 
Federal Police, the Royal Canadian Mounted Police, the National 
Crime Agency in the UK, Europol and INTERPOL, as well as NZ 
Police and New Zealand Customs Service to establish a co-
ordinated approach to identifying and investigating individuals 
tied to these accounts.

What followed was hundreds of investigations, commenced 
across the world.

From February 2020 onwards DIA and NZ Police, along with 
intelligence assistance from New Zealand Customs Service, 
undertook warrants and prosecutions into the New Zealand 
based offenders.

To date 125 New Zealand based accounts have been identified 
as part of the investigation. Due to the number of user accounts 
identified and the extreme egregious nature of the child sexual 
abuse material involved, this is the most significant joint child 
sexual exploitation operation conducted within New Zealand.

Tim Houston, Manager Digital Child Exploitation Team, and 
lead for Operation H highlighted how this operation and 
the prosecutions that will follow represent a major success 
in international efforts to undermine and disestablish the 
environments and networks that seek to exploit children.

“I commend the ongoing support of our law enforcement 

partners domestically and across the world for their dedication 

and hard-work. This operation will have an impact on the 

global networks that deal in the most horrific and damaging 

material, and we are extraordinarily proud of the effect it will 

have on children’s lives around the world.”

He also noted the real-world consequences of this sort of 
offending.

“Many people who view material of this kind will go on to 

physically offend against children, it is imperative that we 

are able to bring them to justice before they are able to do 

more damage. This is not a victimless crime, every time 

this material is viewed, that child is revictimized.”

Houston went on to highlight the importance of collaboration in 
an operation like this.

“This is one of the largest investigations of online child sexual 

abuse conducted in the Department’s history. I applaud the 

great work of our partner agencies in NZ Police and New 

Zealand Customs Service for their continued support. This is 

yet another excellent example of cross agency collaboration 

in Aotearoa. I cannot express the importance that the joint 

agency cooperation had on an operation of this scale.”

https://www.dia.govt.nz/press.nsf/d77da9b523f12931cc256ac5000d19b6/23d4c3f76035199dcc2587f80075cf5c!OpenDocument
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As part of this operation the Digital Child Exploitation Team 
seized and examined hundreds of thousands of child abuse 
material files. The child sexual abuse material at the core of this 
investigation is some of the most egregious investigators have 
been exposed to. Many of the children featured in the images 
and videos were just infants who were exposed to obvious and 
intentional pain and suffering.

The two-year long operation has also produced 

the following results:

    46 New Zealand based individuals arrested

    836 cases investigated internationally

    146 children safeguarded internationally

This Operation serves as a warning to other offenders preying 
on children online and distributing child exploitation material, 
that this will not be tolerated in New Zealand. DIA, NZ Police and 
New Zealand Customs Service will continue to prosecute to the 
fullest extent of the law and individuals who create, view and 
distribute this type of material will be found and held to account 
for their offending.

If you are concerned that something you 
have seen may be objectionable or want 
to report a crime, you can report it to the 
Digital Child Exploitation team at DIA.

If you are the victim of a child abuse or 
sexual abuse crime call Safe to Talk: 0800 
044 334 Text 4334

Or access the Child Abuse: Directory for 
information and support

If you are concerned about a child or young 
person who could be a victim of abuse call 
Police on 105 or provide information to 
Police via Crimestoppers on 0800 555 111. 
You can also contact Oranga Tamariki on 
0508 FAMILY (0508 326 459).

If you are concerned about your own 
activity online or someone else’s 
sexual behaviour, you should contact 
organisations such as:

    Safe Network: 09 377 9898

    WellStop: 04 566 4745

    STOP: 03 353 0257

Or local treatment providers, or specialist 
therapists.

The Department of Internal Affairs uses the 
term child sexual abuse imagery. The term 
child pornography downplays the harm of 
child sexual abuse.
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Auckland businessman sentenced after 
police target professional money launderers 
in covert Operation Menelaus Trending News 
& More

A police surveillance picture of Yinghui Zhang handing money 
to a buyer in the primary money laundering investigation of its 
form in New Zealand. Photo / Supplied

A professional money launderer has prevented jail after the 
primary covert investigation of its form in New Zealand.

About $8.4 million flowed by way of the financial institution 
accounts of Yinghui Zhang over a 20-month interval, throughout 
which

“You have not bought title suppression, persons are going to 
know who you might be and what you have achieved. I by no 
means need to see you in this court docket once more,” she 
advised him.

Operation Menelaus was followed by a trilogy of linked 
investigations – codenamed Brookings, Martinez and Ida – in 
2020 and 2021.

Others charged as part of Operation Menelaus, however, have 
had their charges dropped, the Herald earlier revealed.

They included a woman in her 40s who was accused of 
laundering $6.17m through property, home loans and deposits, 
bank accounts and luxury vehicles.

And a man and woman in their 30s, each had a single money 
laundering charge against them withdrawn.

A woman in her 60s was also initially charged with six counts 
of money laundering and of structuring transactions under the 
Anti-Money Laundering and Countering Financing of Terrorism 
Act (AML/CFT).

More than $21m in assets were restrained across the three 
operations and 28 people were charged with 103 counts 
of money laundering, structuring to avoid the anti-money 
laundering reporting requirements, fraud, drugs and firearms.

The focus on professional money launderers comes when 
police are now able to use AI-driven software to analyse millions 
of suspicious financial transactions reported each year by 
banks, lawyers, accountants, casinos and real estate agents.

The new technology is a response to criticism in last year’s 

NEW ZEALAND | THE LATEST

FATF report, which noted relatively few money-laundering 
investigations in New Zealand were triggered by the police 
Financial Intelligence Unit (FIU).

“The FIU doesn’t totally exploit the potential of economic 
intelligence to detect felony exercise by individuals not already 
identified to legislation enforcement,” the report concluded, 
recommending the police buy more sophisticated software to 
analyse millions of financial transactions reported to them each 
year.

“This would considerably improve the FIU’s capability to 
establish new targets and traits.”

The same FATF report described the police use of the Criminal 
Proceeds Recovery Act, where assets belonging to suspected 
criminals are frozen with court orders, as “spectacular” and 
among the best in the world.

More than $1 billion in alleged felony wealth has been frozen in 
New Zealand for the reason that highly effective laws got here 
into impact simply over a decade in the past.

Get the original Source link here

https://www.nzherald.co.nz/nz/auckland-businessman-sentenced-after-police-target-professional-money-launderers-in-covert-operation-menelaus/KZOJ75U6V2I6PBYIUVYWQEY5E4/
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Innovation key to the future of money  
and cash

New Zealand’s money and cash system is at a “cross road” and 
innovation is necessary to build a sustainable future, Adrian 
Orr, Governor of the Reserve Bank of New Zealand – Te Pūtea 
Matua told a conference of Angel Investors in Wellington today.

“We must decide how best to use of digital technology to 
modernize central bank money, while we continue to ensure 
cash remains an option for those who need it. An innovative 
approach is needed to support a more efficient and resilient 
cash system, and the changes required are potentially far 
reaching,” Mr Orr said.

The Reserve Bank is commencing Central Bank Digital Currency 
(CBDC) proof-of-concept design work, taking into account the 
public’s feedback received during recent consultation. The 
work will be a multi-stage and multi-year effort, and no decision 
has yet been made on what form of CBDC was right for New 
Zealand.

“The technology exists now to implement a CBDC, but it needs 
to be well designed. At a basic hygiene level, a CBDC must be 
user-friendly, resilient to cyber and other operational risks, and 
enable privacy. These features promote widespread trust and 
use,” Mr Orr said.

Mr Orr referred to the resounding feedback from the public on 
the importance of privacy in their money.

“We believe that a CBDC can be designed in such a way that 

privacy can exist alongside design features that make it hard for 

central bank money to be used for nefarious or illegal purposes. 

The emphasis we place on privacy reflects the fact that the 

CBDC design will be driven by broad community, rather than 

specific commercial, interests.”

A CBDC would provide a platform for economic and financial 

innovation, including competition in the payments and 

settlement sector, cross-border transfers, and financial inclusion 

and capability building tools.

Consultation on an issues paper, Future of Money – Cash 
System Redesign (Te Moni Anamata – He Whakahou i te 
Pūnaha Moni) closes on 7 March 2022, with about 190 
submissions received so far. The paper sets out issues facing 
the cash system, largely driven by falling transactional cash 
use, and raises options including requiring banks to offer cash 
services and retailers to accept cash.

For more information:

Speech: The Future of Money demands innovation

Future of Money

Future of Money – Cash System Redesign

KAREN SILK
Position | Assistant Governor/General Manager of Economics, 
Financial Markets and Banking | Appointed 27 January 2022, 
start date to be confirmed in due course.

New Reserve Bank Assistant Governor appointed, completing 

Executive Leadership Team

Karen is a highly experienced financial services executive with 
a strong track record of building and transforming businesses 
across both Australia and New Zealand.

Read in full

https://www.rbnz.govt.nz/news/2022/02/innovation-key-to-the-future-of-money-and-cash?utm_source=LinkedIn&utm_medium=Social&utm_campaign=08_Feb_Cash_future
https://www.rbnz.govt.nz/research-and-publications/speeches/2022/speech2022-02-08
https://www.rbnz.govt.nz/notes-and-coins/future-of-money
https://www.rbnz.govt.nz/notes-and-coins/future-of-money/cash-system
https://www.rbnz.govt.nz/about-us/brand-update
https://www.rbnz.govt.nz/about-us/organisation-chart-and-senior-management/karen-silk


87

NEW ZEALAND | RESERVE BANK OF NEW ZEALAND

The Future of Money demands 
innovation
Speaker | Adrian Orr

A speech prepared for delivery to the Angel Association New 

Zealand Summit By Adrian Orr, Governor

Introduction

Tēnā koutou, tēnā koutou, tēnā koutou katoa…

Today I am here to talk about the future of money, particularly 
the need and opportunities for innovation in the ways in which 
Kiwis pay and save.

Money underpins everything we do in an economy. And 
supporting public trust and confidence in money – both central 
bank money and private forms of money created by financial 
institutions – is core to our role as a central bank. It is key to our 
economic and financial stability objectives and – by extension – 
to Aotearoa’s prosperity and wellbeing.

At the Reserve Bank we use the legend of Tāne Māhuta to tell 
the story of our role. Te toto, the sap of Tāne Māhuta, represents 
money, cash and foreign reserves. It is the lifeblood of Tāne 
Māhuta and supporting the health of te toto is critical to our role 
as Kaitiaki of New Zealand’s financial system, and in supporting 
a thriving economy and inclusive society.2

In this speech today I am going to talk about the way Te Pūtea 
Matua, the Reserve Bank, is thinking about our role in the money 
and cash system and about our work programme in this area.3 
But first it is important for me to provide some context about 
why we are taking this renewed focus on money and cash 
issues.

The first piece of context should be obvious to all. Money is 
evolving in an increasingly digital global economy. Day-to-day 
use of physical cash is continuing to decline. COVID-19 has 
reinforced this trend. But, we also know that cash remains a 
vital tool for many New Zealanders, and we want to ensure its 
continuing availability and acceptability. At the same time, New 
Zealanders have demonstrated a clear preference for digital 
ways to pay that are convenient, efficient and secure.

New forms of money, leveraging advanced technologies, have 
also emerged. Their success is in no small part because many 
of us are asking fundamental questions about what money 

is and what it should do. We can no longer take conventional 
forms money for granted.

For some, the so-called ‘cryptocurrencies’ offer a way to opt 
out of the existing financial system altogether, while others are 
drawn to the promise of another gold rush.

Other new forms of money also promise further innovation 
- for example peer-to-peer payments, micropayments, 
programmability, and low cost cross-border payments - than 
existing digital products provided through the existing banking 
system.

However, the rush to withdraw cash during Level 4 lockdown 
in 2020 showed that cold, hard cash still provides security and 
certainty for many New Zealanders.

Against this context, there is a historic opportunity for us 
to shape how money can better serve a sustainable and 
productive economy for all New Zealanders, by considering 
both how we can make use of digital technology to modernise 
central bank money and how we can ensure cash remains an 
option for those who need it.

To do this, we need courageous conversations with New 
Zealanders now about how we can innovate to preserve the 
current system’s benefits and to address its shortcomings.

There is an immense opportunity for central banks, financial 
institutions, fintech organisations and other innovators to 
harness technological advances to deliver better and cheaper 
services to customers. Those that don’t keep up risk being left 
behind.

To read in full 

Download | The Future of Money demands innovation

https://www.rbnz.govt.nz/news/2022/02/innovation-key-to-the-future-of-money-and-cash?utm_source=LinkedIn&utm_medium=Social&utm_campaign=08_Feb_Cash_future
https://www.rbnz.govt.nz/research-and-publications/speeches/2022/speech2022-02-08#fnB1
https://www.rbnz.govt.nz/-/media/ReserveBank/Files/Publications/Speeches/2022/speech2022-02-08.pdf?revision=e528b9d5-dc08-40a8-8a3c-2ca6b6dc2b0a
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FMA publishes 2021 annual report

The Financial Markets Authority (FMA) - Te Mana Tātai 
Hokohoko - has today published its annual report for the year to 
June 2021.

Throughout the year, the FMA continued to prepare for 
three new regulatory regimes, including the licensing and 
supervising of banks, insurers and non-bank deposit takers for 
conduct, climate-related financial disclosures that will become 
mandatory for some entities, and monitoring compliance 
with new requirements for insurers regarding policies and 
protections for customers¹.

Meanwhile, the FMA’s interest in KiwiSaver fees shifted to a 
more holistic focus on value for money, with new guidance 
issued for all managed funds. And the new financial advice 
regime commenced, following strong engagement, consultation 
and collaboration with the industry and Government over the 
past five years.

Further, in response to the rise of online investment platforms, 
the FMA produced resources and online content to raise 
awareness of the risks and responsibilities related to share 
trading.

Enforcement activity to deter misconduct was varied and 
extensive, with notable cases including (chronologically):

 criminal charges being filed against Forestlands founder and 
director Rowan Charles Kearns;

 a warning to an individual for behaviour that likely amounted 
to market manipulation;

 Pegasus Markets director Michael Reps being sentenced for 
abuse of the FSPR;

 imposing conditions on CLSAP NZ’s derivatives licence for 
failing to meet its obligations and latterly, the firm admitting 
to breaches of the AML/CFT Act in the High Court;

 ANZ being ordered by the High Court to pay a $280,000 civil 
penalty for misleading representations in the supply of credit 
card repayment insurance;

 court decisions that will see victims of convicted fraudsters 
Steven Robertson and Rodney McCall receive a portion of 
their money back; and

 continuing work on the civil proceedings against CBL 

Corporation, six of its directors and the CFO.
Liam Mason, FMA Acting Chief Executive, said: “2021 marked 
the FMA’s 10th anniversary and while some focus areas have 
remained constant over the past decade, in other areas we 
continue to take on new responsibilities. The FMA is growing 
and adapting to implement these new responsibilities, which 
will benefit the wellbeing of New Zealanders. It is encouraging 
to see through our regular surveys that stakeholders continue to 
see the FMA as supporting market integrity and good conduct.”

Mark Todd, FMA Chairman, said: “I want to acknowledge the 
enormous contribution and outstanding service of Rob Everett, 
who resigned as Chief Executive in late 2021 after a significant 
tenure. We’re delighted that Samantha Barrass has now joined 
us as our new Chief Executive, bringing strong experience as a 
regulator and leader.”

Source: Data from the 2021 Ease of Doing Business survey of 112 key FMA stakeholders

¹ The regimes (respectively) fall under the Financial Markets (Conduct of Institutions) 

Amendment Bill, the Financial Sector (Climate-related Disclosures and Other Matters) 

Amendment Act, and the insurance contract law review.

https://www.fma.govt.nz/
https://www.rbnz.govt.nz/about-us/brand-update
https://www.fma.govt.nz/assets/Corporate-Publications/Annual-Report-2021.pdf
https://www.fma.govt.nz/assets/Corporate-Publications/Annual-Report-2021.pdf
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Cryptocurrencies

Cryptocurrencies are high risk, speculative 

products that operate differently to traditional 

investments. Only invest what you can afford to 

lose and use New Zealand-based platforms to give 

yourself some level of protection.

5 things you need to know about 
cryptocurrencies like Bitcoin
They’re high risk and highly volatile – the price can go 

up and down very quickly

They’re not regulated in New Zealand

If you want to purchase cryptocurrencies, then use a 

New Zealand based trading platform as this offers a 

minimum level of protection

New Zealand based trading platforms must be 

registered on the financial service providers register 

(FSPR) and belong to a dispute resolution scheme

Cryptocurrencies, crypto trading platforms and the 

people that use them are often the targets of hacking, 

online fraud and scams

What are cryptocurrencies?

Cryptocurrencies are a type of cryptoasset. They 

use encryption technology to control the amount of 

currency issued and to record ownership and payments.  

Cryptocurrencies are not legal tender (money that must be 

accepted as payment) in most countries and do not exist 

physically as notes and coins. They are also not viewed as 

financial products so are not regulated in New Zealand. There 

are over 4 000 different cryptocurrencies available on the 

internet including Bitcoin, Ethereum and Litecoin to name a 

few. 

When you buy cryptocurrency, it is held in a ‘digital wallet’. It 

can be used to buy goods or services from anyone willing to 

accept it. Cryptocurrency trading platforms enable you to buy 

and sell cryptocurrency and some allow you to convert it back 

into money (like New Zealand dollars) at any time, if someone 

is willing to buy it.

People buy or use cryptocurrencies to:

 make a profit if the cryptocurrency increases in value

 make payments directly without going through the banking 

system

 benefit from lower (usually zero) transaction fees compared 

with traditional banks and other online payment processes 

when purchasing goods and services

 invest in a business or individual raising money through an 

Initial Coin Offer (ICO). 

 acquire Non-Fungible Tokens (NFTs)

To read this and Find out more

https://www.fma.govt.nz/
https://www.fma.govt.nz/investors/ways-to-invest/cryptocurrencies/
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FMA censures CTRL Investments for 
derivatives issuer licence breaches
Media Release | MR No. 2022 – 5

The Financial Markets Authority (FMA) - Te Mana Tātai 
Hokohoko has censured CTRL Investments Limited for 
contravening the conditions of its derivatives issuer (DI) licence.

Through its ongoing monitoring of the DI sector, the FMA was 
satisfied that CTRL had materially contravened two standard 
conditions of its licence by failing to comply with requirements 
for certain outsourcing arrangements and allowing clients who 
did not understand derivatives and associated risks, to trade.

Client suitability checks

Licensed DI’s must ask retail investors to provide information 
about their knowledge, experience and level of understanding 
of the relevant type of derivative to enable the DI to assess 
whether the derivative is suitable for the individual. If an investor 
does not have the ability to understand, the DI must not enter 
into the derivative with the client.

James Greig, FMA Director of Supervision, said: “CTRL 
was screening retail investors for their understanding of 
derivatives, however in some circumstances if a client could not 
demonstrate the necessary skills and knowledge, CTRL merely 
provided a warning statement and suggested the client not 
continue. The warning statement itself confirmed CTRL’s view 
that the client did not understand the derivative.

“Insufficient client suitability checks continue to be a problem 
we are seeing among the derivatives sector, and we will 
continue to press the industry to improve. We have little 
tolerance for non-compliance, as derivatives are high-risk 
financial products and trading them isn’t suitable for most retail 
investors.”

Outsourcing

A licensed DI that chooses to outsource essential processes or 
systems must be satisfied the third-party provider can perform 
the service to the standard required to enable the DI to meet 
its licence obligations. The DI must also have a legally binding 
agreement with the provider.

Mr Greig said: “CTRL had outsourced its account management, 

sales and onboarding functions to a third-party provider, but 
could not demonstrate why it was satisfied the provider was 
capable of providing the services, or that there was a legally 
binding agreement relating to CTRL’s New Zealand operations.

“Outsourcing is an area we have previously expressed 

concern about – we found it was a medium-high risk 

area in our 2020 derivatives sector risk assessment. 

DI’s must have proper legal arrangements with third-

party providers, including provisions that enable 

effective performance monitoring. This a fundamental 

obligation.”

To remedy the issues relating to client suitability checks and 
avoid future contraventions, the FMA has required CTRL to 
develop and carry out an action plan, which must be approved 
by the FMA.

The FMA acknowledges that CTRL has co-operated throughout 
the process.

CTRL offers clients access to Contracts for Difference (CFDs) 
on a variety of underlying assets.

New Zealand has 25 licensed derivatives issuers, which have an 
estimated 23,000 retail customers.

The censure was issued under section 414(2) of the Financial 
Markets Conduct Act, which allows the FMA to censure a 
licensed firm and require an action plan if the FMA is satisfied a 
business has materially contravened its obligations.

https://www.fma.govt.nz/investors/ways-to-invest/derivatives/
https://www.fma.govt.nz/investors/ways-to-invest/derivatives/
https://www.fma.govt.nz/assets/Reports/Derivatives-issuer-sector-risk-assessment-v2.pdf
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NSW Police arrest four, seize more than $8m 
cash as part of alleged international money 
laundering operation
By Alison Xiao

AUSTRALIA | THE LATEST

NSW Police have charged four people and made its largest 

single seizure of cash, as part of investigations into an alleged 

money laundering and drug syndicate operating out of Sydney 

with links to Asia.

Police seized $7.8 million from a home at Rhodes in Sydney’s 

inner-west yesterday, which is where they believe the money 

was being counted and prepared for laundering.

The seizure included almost $5 million in cash stashed in the 

boot of a car.

“It was $3.1 million in the apartment, and then obviously a 

set of keys linking a vehicle to that apartment,” State Crime 

Commander, Stuart Smith said.

“Downstairs in the garage we located $4.78 million in the boot 

of a vehicle.

“In terms of organised crime, we’ve obviously set a new record 

for a singular seizure of $7.8 million.”

More than $8 million was seized in total, with further amounts 

of cash taken from homes in Campsie and Burwood along 

with small amounts of drugs.

Police alleged a 27-year-old woman who was charged in 

Burwood was found by police trying to “flush an ounce of 

amphetamine down a toilet bowl”.

Commander Smith said police would allege four people — two 

men and two women — were part of a syndicate laundering 

money and a drug ring.

He said the group was linked to the importation and supply 

of drugs, but the arrests were “significant in terms of these 

people being money remitters”.

“The investigation itself centred on a 32-year-old man from 

Campsie, who we believe is the controller of the group and 

his connection with the casino in Sydney,” Commander Smith 

said.

Key points:

 NSW Police say the amount seized set a 
new record for organised crime

 They allege the two men and two women 
were "money remitters"

 Police also believe a 32-year-old man from 
Campsie is the group's leader

The 32-year-old “was banned from The Star casino” but 

returned there multiple times to allegedly launder money.

Public hearings are due to be held in March as part of a review 

of The Star casino, examining the company’s ability to counter 

money laundering and infiltration by organised crime.

Police said more arrests were expected.

Police said two of the people charged were connected to Hong 

Kong syndicates, while another was connected to Asian crime 

gangs in Sydney.

https://www.abc.net.au/news/alison-xiao/11924878
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Australia regulator expands money 
laundering probe at casino firm Star
Via Reuters | Reporting by Indranil Sarkar and Harshita Swaminathan in Bengaluru;  

Editing by Bernard Orr, Devika Syamnath and Shounak Dasgupta

Australia's financial crime regulator said on Friday it had 

broadened its ongoing investigation of the country's second-

biggest casino operator Star Entertainment Group (SGR.AX) 

over possible breaches of anti-money laundering and counter-

terrorism laws at its casinos.

The sector has been plagued by a slew of regulatory inquiries 

in Australia and the development highlights casino firms’ 

shortcomings in managing strict oversight of alleged money 

laundering at their gambling hotspots.

The Australian Transaction Reports and Analysis Centre 

(AUSTRAC) launched a probe in June into Star’s casino in 

Sydney amid concerns over ongoing customer due diligence 

and compliance with laws.

The Australian Transaction Reports and Analysis Centre 

(AUSTRAC) launched a probe in June into Star’s casino in 

Sydney amid concerns over ongoing customer due diligence 

and compliance with laws.

The company said earlier in the day that it would fully co-

operate with AUSTRAC’s investigation.

Star’s larger rival Crown Resorts (CWN.AX) has also faced 

misconduct inquiries in every state it operates in. Read more

Crown on Thursday received a $6.5 billion buyout proposal 

from U.S. private equity firm Blackstone Inc (BX.N). Star itself 

had approached Crown for a deal last year before backing out 

over regulatory concerns.

Star’s shares fell as much as 1.7% by afternoon trading, while 

the broader market (.AXJO) was down about 1%.

https://www.reuters.com/authors/reuters/
https://www.reuters.com/companies/SGR.AX
https://www.reuters.com/companies/CWN.AX
https://www.reuters.com/business/australias-crown-branded-disgraceful-gets-two-years-fix-melbourne-casino-2021-10-25/
https://www.reuters.com/companies/BX.N
https://www.reuters.com/quote/.AXJO
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AUSTRAC and business working together to 
stop forced sexual servitude
Feb | 2022

AUSTRALIA | AUSTRAC

A new financial crime guide from AUSTRAC will help businesses 
identify and report suspicious activity related to forced sexual 
servitude. Forced sexual servitude is a form of slavery and 
represents around 30% of slavery cases in Australia.

Victims are forced to provide sexual services against their will, 
are unable to refuse violent or unsafe practices, and must hand 
over most – if not all – of their money to the perpetrators. It is 
a lucrative business for criminals, who make significant profits 
through this criminal activity.

Minister for Home Affairs Karen Andrews said forced sexual 
servitude was an abhorrent crime that disproportionally 
affected women and girls, but that financial empowerment 
would go a long way to helping vulnerable people get help.

“The Government is serious about cracking down on sexual 
servitude and modern slavery. This financial crime guide will 
ensure banks, businesses, and other financial institutions are 
able to identify coercive behaviour, take action, and alert the 
appropriate authorities. Together, we can make sexual servitude 
a thing of the past.”

AUSTRAC CEO Nicole Rose said that businesses must play 
their part in identifying and reporting potential cases of forced 
sexual servitude to protect victims.

“Criminals involved in the forced sexual servitude trade are 
profiting from keeping people in terrible conditions that they 
cannot escape. It’s essential that we work together to recognise 
and stop this criminal activity, give voice to and protect victims.”

The guide draws on intelligence collected and analysed through 
the Fintel Alliance. It provides practical advice to businesses on 
what to look out for, and when they should report to AUSTRAC.

Some of the financial indicators of forced sexual servitude 
include receiving regular domestic transfers averaging $250 
per service, payments for supplies such as lingerie and beauty 
products, regular payments for short-term accommodation, 
high volumes of rideshare or taxi services, and regular use 
food delivery services. Payment reference details included with 
transfers or purchases may also be an indicator.

Businesses should use a combination of the indicators in this 
new guide and their own transaction monitoring to identify 
suspected instances of forced sexual servitude, and report 
these to AUSTRAC by submitting a suspicious matter report.

Download the guide

https://www.austrac.gov.au
https://www.austrac.gov.au/sites/default/files/2022-02/AUSTRAC_FCG_DetectingAndStoppingForcedSexualServitude_web.pdf
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AUSTRAC commences proceedings in the 
Federal Court against Crown Melbourne 
and Crown Perth
Mar | 2022

AUSTRAC will today commence civil penalty proceedings in the 
Federal Court against Crown Melbourne and Crown Perth for 
alleged serious and systemic non-compliance with Australia’s 
anti-money laundering and counter-terrorism financing (AML/
CTF) laws.

This action follows proactive compliance work with the 
casino sector which led to a number of detailed enforcement 
investigations including into Crown Melbourne and Crown 
Perth’s compliance.

AUSTRAC CEO Nicole Rose said Crown failed to meet their 
AML/CTF obligations making their business and Australia’s 
financial system vulnerable to criminal exploitation.

“AUSTRAC’s investigation identified poor governance, risk 
management and failures to have and maintain a compliant 
AML/CTF program detailing how Crown would identify, mitigate 
and manage the risk of their products and services being 
misused for money laundering or terrorism financing.”

“They also failed to carry out appropriate ongoing customer due 
diligence including on some very high risk customers. This led 
to widespread and serious non-compliance over a number of 
years,” Ms Rose said.

“AUSTRAC has taken this strong action to achieve enduring 
change and ensure that Crown will fully meet their obligations 
to protect themselves and Australia’s financial system from 
criminal activity.”

AUSTRAC’s allegations are extensive and include that Crown 
Melbourne and Crown Perth:
    Failed to appropriately assess the money laundering and 

terrorism financing risks they faced, including the likelihood 
and impact of those risks, and to identify and respond to 
changes in risk over time.

    Did not include in their AML/CTF programs appropriate risk-
based systems and controls to mitigate and manage the 
risks to which Crown were reasonably exposed.

    Failed to establish an appropriate framework for Board and 
senior management oversight of the AML/CTF programs.

    Did not have a transaction monitoring program to monitor 
transactions and identify suspicious activity that was 

appropriately risk-based or appropriate to the nature, size and 
complexity of Crown.

    Did not have an appropriate enhanced customer due diligence 
program to carry out additional checks on higher risk 
customers.

    Did not conduct appropriate ongoing customer due diligence 
on a range of customers who presented higher money 
laundering risks.

Ms Rose said the absence of appropriate controls and 
processes meant Crown was unable to appropriately manage 
high risk customers. This allowed the movement of money in 
non-transparent ways making Crown vulnerable to criminal 
exploitation.

“This is an important reminder to all casinos in Australia that 
they must have a strong anti-money laundering program in 
place to protect their business and the community from serious 
and organised crime.”

Ms Rose said AUSTRAC has been working closely with the 
casino sector through ongoing regulatory engagement to uplift 
compliance and regularly conducts assessments of casinos’ 
compliance.

“Crown is taking steps towards improving its systems, 
processes and resourcing however there is further work to 
do and AUSTRAC will continue to work closely with Crown to 
address ongoing compliance concerns.”

AUSTRAC continues to work with state and territory regulators 
and law enforcement partners to share information, support 
regulation and education of the gambling sector, actively 
contribute to criminal investigations and address the significant 
risks of money laundering through casinos.

Whether a civil penalty order is made and, if so, the amount are 
matters that are before the court.

AUSTRAC will not provide further comment on the enforcement 
action or the details provided in the court documents as the 
matter is now before the court.

AUSTRAC’s enforcement investigations into SkyCity Adelaide 
and the Star Group continue.

For court documents related to the Crown matter, see the 
enforcement actions taken page.

https://www.austrac.gov.au/lists-enforcement-actions-taken
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Malta is the only 
country in the world 
where the local 
delicacy is the bread. 
— Alan Coren.
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In this months round-up 

Interpol continues to investigate the realms of illegal wildlife 

smuggling and people smuggling while cryptocurrencies’ continue to 

be evaluated with criminal finances.

People are starting to notice how Swiss Banks are involved with 

transferring and safeguarding illicit profits from criminal activities. 

It’s now becoming apparent that children are also increasingly being 

used as owners of shell companies in order to protect themselves, 

their assets, and their futures from possible legal prosecution down 

the road by using offshore financial mechanisms. And more…
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IVORY, RHINO HORNS, PANGOLIN 
AND TIGER PARTS SEIZED IN 
TRANSIT FROM AFRICA TO ASIA
Jan | 22

GLOBAL SINGAPORE | INTERPOL

INTERPOL OPERATION DISRUPTS 
THE ORGANIZED CRIME NETWORKS 
BEHIND WILDLIFE TRAFFICKING
SINGAPORE – An eight-week INTERPOL operation against 
wildlife crime and trafficking resulted in arrests and seizures 
across Asia and Africa.

Codenamed Golden Strike, the operation - which ended late 
last year - targeted the criminals and networks smuggling 
wildlife protected under the Convention on International Trade 
in Endangered Species of Wild Fauna and Flora (CITES) from 
Africa to Asia.

During the preoperational phase, countries worked together to 
identify INTERPOL-wanted fugitives known to travel frequently 
between Africa, Asia, the US and France, and who were wanted 
for their involvement in trafficking ivory, rhino horn, pangolin and 
tiger parts between the two continents.

Intelligence shared between the 23 participating countries 
ahead of operations enabled investigators to target emerging 
wildlife trafficking routes, with officers conducting inspections 
at roadblocks and land, sea and airport border points 
throughout the August-September tactical phase.

“The world’s fourth largest illegal trade - wildlife and forestry 
crime – goes hand in hand with tax evasion, corruption, money 
laundering and even murder, with organized crime groups 
using the same routes to smuggle protected wildlife as they do 
people, weapons, drugs and other illegal products,” said Ilana de 
Wild, INTERPOL’s Director of Organized and Emerging Crime.

“Strong, coordinated responses such as operation Golden Strike 
are needed to address the activities of transnational organized 
crime groups involved in wildlife crime and to disrupt illegal 
trade chains across range, transit and destination states,” added 
Mrs de Wild.

Exceptional outcome

Although results are still coming in, the operation has so far 
seen seizures of several thousand wildlife products and the 
identification of some 100 suspects across 23 countries, 
triggering worldwide arrests and further investigations linked to 
wildlife trafficking.

A sample of seizures so far include:

 1,202 ivory pieces weighing more than four tonnes
 423 kg and 78 scales of pangolin species
 50 rhino horns weighing 72 kg
 46 kg totoaba bladders
 More than 3,785 pieces and 52 kg of mollusks
 42 shark teeth  
 33 red corals
 1336 other CITES protected species
 Live specimens including:
  3 turtles and tortoises
  More than 120 birds

Operation Golden Strike has provided a platform for the 
participating countries to take action in synchronicity, signaling 
the strong resolution of police authorities in combating such 
crimes,” said Duan Daqi, Head of INTERPOL’s National Central 
Bureau in Beijing.

Operation Golden Strike is funded by the government of China.

Emerging trends

Illustrating that traditional routes continue to be used by the 
organized crime groups behind wildlife trafficking between 
Africa and Asia, Malaysia authorities seized 50 rhino horns 
arriving illegally from Mozambique.

Likewise, international police cooperation between South Africa 
and Malaysia saw the arrest and prosecution of two suspects 
smuggling 45kg of rhino horns between the two continents.

https://www.interpol.int/
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Qatari authorities seized 10 kg of rhino horns from Mozambique 
bound for Vietnam, illustrating how wildlife products are 
increasingly transiting the Middle East countries on their way to 
Asia.

Operations also saw an increase in pan African trafficking, such 
as a seizure in the Democratic Republic of Congo of 50 kg of 
elephant tusks and 60 grey parrots bound for Uganda.

With pandemic confinement and travel restrictions over the 
past 18 months forcing wildlife criminals to shift from physical 
to digital wildlife markets, investigations saw an increase in 
wildlife crime committed over e-commerce sites, social media 
platforms and WhatsApp groups.

As a result, Thailand closed down 12 sites and 20 are under 
investigation.

Results also highlighted an increase in the use of birdcages 
to conceal and smuggle ivory, as witnessed by Singaporean 
Immigration and Checks Authority who seized a birdcage 
consignment containing 256 concealed ivory pieces.

Less than a month later, they intercepted a similar shipment 
containing 184 ivory pieces also concealed in birdcages.

Intelligence gathered during the operation and entered into 
INTERPOL’s wide range of police databases has triggered 
associated investigations ongoing in other parts of the world, 

particularly in relation to cyber-enabled wildlife cases.

Further arrests and prosecutions are anticipated as ongoing 
global investigations progress worldwide.

Participating countries included Botswana, Cambodia, 
Cameroon, Central African Republic, Congo DRC, China 
(including Hong Kong), Gabon, Indonesia, Kenya, Laos, 
Madagascar, Malawi, Malaysia, Nepal, Nigeria, Philippines, 
Singapore, South Africa, Tanzania, Thailand, Uganda, Vietnam, 
Zimbabwe.

NTERPOL’s environmental security activities are all externally 
funded and dependent on sustainable partnerships. ENS works 
in close collaboration with governmental, non-governmental and 
international organizations to disrupt transnational organized 
criminal groups involved in environmental crime. These partners 
also help us to provide our member countries with technical and 
logistical support.
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Nigerian cybercrime fraud: 11 
suspects arrested, syndicate busted
Jan | 2022

People smuggling sting operation: 
Kenya-Netherlands cooperation lands 
renowned fugitive in jail
Dec | 2021

INTERPOL support protects cyber 
space and brings criminals to justice
The Nigerian Police Force (NPF) has arrested 11 alleged 
members of a prolific cybercrime network as part of a national 
police operation coordinated with INTERPOL.

Arrested by officers of the NPF Cybercrime Police Unit and 
INTERPOL’s National Central Bureau (NCB) in Nigeria, many 
of the suspects are thought to be members of ‘SilverTerrier’, a 
network known for Business Email Compromise (BEC) scams 
which have harmed thousands of companies globally.

Intelligence-led opera

he ten-day Operation Falcon II (13-22 December) saw 10 NFP 
officers deployed from the Abuja headquarters to Lagos and 
Asaba to arrest target suspects identified ahead of time with 
intelligence provided by INTERPOL.  

Field operations were preceded by an intelligence exchange and 
analysis phase, where Nigeria used INTERPOL’s secure global 
police communications network,  I-24/7, to work with police 
forces across the world also investigating BEC scams linked to 
Nigeria.

The INTERPOL General Secretariat supported field operations 
24/7, forensically extracting and analyzing data contained in the 
laptops and mobile phones seized by NPF during the arrests.

This preliminary analysis indicates that the suspects’ collective 
involvement in BEC criminal schemes may be associated with 
more than 50,000 targets.

One of the arrested suspects was in possession of more than 
800,000 potential victim domain credentials on his laptop.

Another suspect had been monitoring conversations between 
16 companies and their clients and diverting funds to 
‘SilverTerrier’ whenever company transactions were about to be 
made.

To read in full

INTERPOL Red Notice key to location 
and arrest of fugitive
NAIROBI, Kenya  – Kenyan Police have arrested a man wanted 
by INTERPOL for allegedly smuggling dozens of men, women 
and children to Europe.

Wanted by The Netherlands since 2017, 53-year-old John 
Habeta was taken into custody at Schiphol International airport 
in Amsterdam on 25 December after his arrest in Kenya.  

Kenyan Police arrested John Habeta in Nairobi on 16 December 
as part of a sting operation coordinated between authorities 
in the Netherlands and Kenya with the support of INTERPOL’s 
General Secretariat headquarters.

Acting on globally sourced INTERPOL intelligence leads, the 
INTERPOL National Central Bureau (NCB) in The Hague alerted 
the Kenyan NCB to the fugitive’s presence in Nairobi on 10 
December.  

An INTERPOL Red Notice – or international fugitive alert – was 
published the same day for people smuggling and use of fake 
identity documents to carry out transcontinental smuggling 
operations, triggering the suspect’s surveillance and arrest on 
the outskirts of the Kenyan capital.

The Dutch national remains in custody in The Netherlands until 
trial where, if convicted, he faces a sentence of up to eight years 
in prison.

Complex criminal networks facilitate the illegal passage of 

migrants across borders – for a price.

Using INTERPOL’s secure global police communications 
network – I-24/7, INTERPOL coordinated global efforts to 
disrupt the network by enabling countries to share criminal 
intelligence and analysis about Habeta and how he organized 
transcontinental smuggling operations.

To read in full

https://www.interpol.int/
https://www.interpol.int/News-and-Events/News/2022/Nigerian-cybercrime-fraud-11-suspects-arrested-syndicate-busted
https://www.interpol.int/News-and-Events/News/2021/People-smuggling-sting-operation-Kenya-Netherlands-cooperation-lands-renowned-fugitive-in-jail
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WORLD | EUROPOL

Cryptocurrencies: tracing the 
evolution of criminal finances
Jan | 2022

Cryptocurrencies are a technical and financial innovation that offer major potential for 
the global economy. At the same time, they are being used for criminal purposes such 
as money laundering, fraud, and the online trade of illicit goods and services. The ways 
criminals use cryptocurrencies is evolving, and it is spreading to all forms of serious and 
organised crime. 

Following these developments, Europol has undertaken an analysis of the criminal use 
of cryptocurrencies to support law enforcement and its response to changing trends in 
this area. The resultant report contains core definitions, case examples, and details of the 
challenges authorities face in combating the illicit use of cryptocurrency.

Cite this publication: Europol (2022), Cryptocurrencies: Tracing the Evolution of Criminal 
Finances, Europol Spotlight Report series, Publications Office of the European Union, 
Luxembourg.

To download PDF

A hit against criminal network smuggling migrants 
from Greece to Germany
Feb | 2022

This week, officers from the German Federal Police CIU Halle (Bundespolizei CIU Halle) 
and Hellenic Police/Aliens Division of Attica (Elliniki Astynomia), supported by Europol, 
targeted an organised crime group involved in the smuggling of migrants from Greece to 
Germany and other EU countries. During the simultaneous actions, German authorities 
raided four locations, while Greek authorities searched two houses and arrested one 
of the main suspects. During the searches, officers from the Greek police found a large 
number of ID documents in the house of the main suspect. Previously, the German 
authorities identified four suspects residing in Germany.

The criminal network, which has been active since 2020, predominantly consists of 
Syrian nationals. The suspects smuggled migrants mainly via flights from Athens to 
destinations in Germany. When the COVID-19 pandemic resulted in the limitation of 
flights, the criminals shifted their smuggling routes, opting for transportation via boat 
across the Mediterranean. The suspects used lookalike documents, taken from people 
they knew, to migrants mainly from Syrian origin. The network charged between EUR 3 
500 and EUR 4 500 for each person they smuggled from Greece to their final destination 
in Western Europe.

To read in full

https://www.europol.europa.eu/
https://www.europol.europa.eu/cms/sites/default/files/documents/Europol%20Spotlight%20-%20Cryptocurrencies%20-%20Tracing%20the%20evolution%20of%20criminal%20finances.pdf
https://www.europol.europa.eu/media-press/newsroom/news/hit-against-criminal-network-smuggling-migrants-greece-to-germany
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Heads of compliance and MLRO 
applicant competency and capability
Jan | 22

WORLD | FINANCIAL CONDUCT AUTHORITY UK

Authorised and registered firms should have heads of 

compliance and money laundering reporting officers (MLROs) 

who are suitably competent and capable of effectively 

performing the roles. Firms should carefully consider how 

individuals can demonstrate this ahead of seeking regulatory 

approval.

Heads of compliance and MLROs are important roles within 
financial services firms and many firms are required to have 
an FCA-approved senior management function (SMF) holder 
eg, SMF16 and SMF17. They will need necessary skills and 
knowledge, from training and experience, to be effective. The 
level of those skills and knowledge should be in line with the 
size of the firm and its risk of harm.

The following, based on our experience of approved 
applications, should help firms decide if an individual candidate 
is suitable.

Training

Most successful applicants have:

    Already completed relevant training courses before applying 
to us for approval. We are less likely to accept individuals who 
intend to complete necessary courses after approval.

    Attended training courses tailored or relevant to the type of 
business the firm they propose to work for.

    Attended recent and up-to-date training to provide relevant 
knowledge of the current regulatory rules and expectations. 
Where training happened several years ago, we may ask if 
the candidate has supplemented their training with recent 
continuous professional development (CPD) courses.

    Attended training courses with sufficient length and depth to 
gain knowledge to carry out the role. Very short ‘introductory’ 
training courses, alone, do not provide sufficient coverage or 
depth to be useful for a head of compliance or MLRO, even in 
the smallest firms.

We do not endorse or recommend any courses or training 
providers, or prescribe the form training should take, whether 
that’s classroom-based courses, e-learning or course books/
materials. However, we have found courses with an examination 

or assessment are better in demonstrating that an individual 
has gained relevant knowledge.

Experience

While relevant experience to demonstrate competency and 
capability may come in many forms, we note that:

    Individual applicants do not need to have held head of 
compliance and MLRO positions before to be successful. 
Successful applicants may have held more junior compliance 
roles in the past, such as compliance manager or deputy 
MLRO.

    Previously holding the same or similar approved positions is a 
good demonstration that someone may be suitable for these 
roles but does not mean an applicant will be automatically 
approved.

    Successful applications for heads of compliance and MLROs 
have a range of backgrounds and experience, including in 
compliance and legal teams, lawyers, accountants, and 
consultants. The experience of an applicant who has only 
previously worked in a front-line role (and in the absence 
of other training or experience) is often insufficient to 
demonstrate that they have the necessary skills and 
knowledge to establish and operate a compliance function.

    In some smaller firms, it may be appropriate and 
proportionate for the owner and/or chief executive to hold 
these functions themselves. However, we still expect those 
individuals to have relevant training and experience to 
ensure their business will comply with the relevant rules and 
regulations for their firm.

Support from third parties

Applicant firms will sometimes have or intend to get some 
level of compliance support from external advisors, eg lawyers 
or compliance consultants, to help with their application or 
the ongoing running of their compliance function. This is not 
a necessary requirement but may be a helpful addition to the 
firm’s own in-house arrangements. Applicant firms have tended 
not to be successful where the external support services 
proposed is the firm’s only compliance resource.

https://www.fca.org.uk/
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Having third-party support is unlikely to reduce a competency 
concern we have regarding an applicant firm’s head of 
compliance or MLRO candidate. Even with external support, the 
individual who is accountable for the compliance and MLRO 
function should have sufficient knowledge and experience 
themselves to make relevant compliance decisions for 
the business, know when to seek advice and know how to 
implement advice received.

Capacity

Many businesses will have a full-time person responsible for 
compliance and MLRO functions. Some smaller firms may 
consider proposing an individual who carries out the role on 
a part-time basis and we have accepted proposals in some 
circumstances. However, the time commitment to the role must 
be proportionate and sufficient. Applicants who only intend to 
fulfil the role for just a few hours per week have tended to be 
unsuccessful.

If the proposed head of compliance or MLRO has another 
role within the firm or externally, we will want to understand 

any conflicts of interest. Successful applicants tend to be 
independent from the client-facing side of the business given 
a compliance function’s responsibilities to oversee that client 
facing business.

The physical location of the head of compliance and/or MLRO is 
a relevant factor when deciding if the applicant will be effective 
in their role. Successful applicants tend to be those working 
from the firm’s principal place of business in the UK.

Heads of compliance and MLROs are usually senior leaders 
within the business and are often company directors. Individual 
applicants who are not senior leaders within the business, such 
as external compliance consultants, are often unsuccessful 
in their application. These individuals, while potentially 
experienced and knowledgeable, may not have the incentives or 
authority required to be effective in these roles.

Even if an applicant believes they have sufficient experience 
or training, we may still request an interview to test this. We 
will also consider the applicant’s response to the questions 
asked during the application process, where it helps us assess 
competence and capability.

Events in Ukraine – impact on 
financial markets
Mar | 22

Russia’s invasion of Ukraine is having a significant impact on 
financial markets.

Both the events themselves, and the wide range of financial 
sanctions imposed in response on Russia, Russian individuals 
and Russian business by numerous jurisdictions worldwide will 
have multiple impacts on companies with securities admitted to 
UK markets.

During this period, issuers of securities admitted to UK trading 
venues are reminded of their disclosure obligations under the 
UK Market Abuse Regulation (MAR).

Companies in scope of MAR are required to fulfil their 
obligations to disclose inside information as soon as possible 
unless they have a valid reason under the regulation to delay 
disclosure. This includes continuing to assess carefully 

what information constitutes inside information, recognising 
that both the invasion and responses to it by governments 
globally may alter the nature of information that is material 
to a business’ assets, operations and prospects. Companies 
assessing the effect of financial sanctions in all relevant 
jurisdictions should where necessary take legal advice.

Companies should ensure the market is fully informed of any 
information or changes that are required to be disclosed under 
MAR.

Companies are also reminded that disclosure obligations 
continue to apply even when trading of securities has been 
suspended.

We will continue monitoring the market carefully to ensure 
these obligations are met in full.
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THE CHILDREN WHO OWN 
HUNDREDS OF LUXEMBOURG 
CORPORATIONS
by Jonny Wrate, Daniela Castro, Luc Caregari (Reporter.lu), Maxime Vaudano (Le Monde), Lorenzo Bagnoli (IRPI) Feb, 2022

WORLD | OCCRP BOSS BABIES

When Luxembourg opened up its register 

of beneficial owners in 2019, the new data 

revealed a surprising fact: Hundreds of 

children own or hold significant stakes in 

companies based in the grand duchy. 
A one-year-old Mongolian toddler who owns part of a major 
coal company in the Gobi Desert. An eleven-year-old Azerbaijani 
profiting from state contracts with Turkmenistan and China. A 
Russian teenager who counted investments in Canadian and 
Californian pension systems among her billions of dollars of 
assets.

These are just a handful of the nearly 300 minors who owned 
or controlled significant stakes in Luxembourg companies as of 
2020, an investigation as part of the OpenLux project has found.

While it is not illegal for children to own companies in 
Luxembourg, some of the names identified by OCCRP and its 
partners should have raised red flags. They included minors 
whose parents are oligarchs, criminals, and people with close 
ties to politically influential figures. A quarter of them were even 
younger than the entities they owned. 

In 2019, Luxembourg published a register of “ultimate beneficial 
owners” — the true owners of companies, as opposed to proxies 
or nominees — for the first time, giving an unprecedented look 
into who has benefited from the country’s financial secrecy.

At the time, authorities offered a three-year exemption to any 
owners considered to be at risk of fraud, abduction, blackmail, 
extortion, or harassment if their names were published. That 
means the tally of minors is likely to be an underestimate, since 
children could easily request such an exclusion. A further 290 
Luxembourg company owners were just 18 or 19 years old 
when they were declared to the registry, making it possible that 
they were also minors when they took ownership.

Key Findings

 OCCRP and its partners identified 291 minors who own or 
control significant stakes in Luxembourg companies.

 They included minors whose parents are oligarchs, 
criminals, or people with ties to politically influential 
figures.

 In many cases, the companies' owners were younger than 
the companies themselves.

Why would children own companies, including some with many 
millions of dollars worth of assets? In a family-run business, 
parents might want to give their children shares as part of a 
long-term inheritance plan. But the fact that many were not 
even born at the time the companies were founded — and 
parents sometimes nowhere to be seen in company documents 
— hints at another possible reason: To add a layer of secrecy 
ahead of Luxembourg’s deadline to publicly declare assets.

Roman Borisovich, a transparency campaigner, told OCCRP 
that with inheritance plans you would expect to see trustees or 
others acting on a child’s behalf included in the registry.

“One-year-olds are not making decisions and running these 
companies.,” he said. “[I]t’s clearly smoke and mirrors [masking] 
the real owners.”

Although the country’s banking regulators are scrupulous, he 
said, many Luxembourg companies exist only to hold assets 
abroad — meaning they aren’t subject to oversight from those 
regulators.

“Assets can be owned by six-months-olds, or by FBI most-
wanted criminals. But nobody is checking as long as it’s an 
asset and not cash. Everything else just goes straight under the 
radar.”
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About the OpenLux Project
This story is part of OCCRP’s OpenLux project, which draws on data collected in 2020 from the Luxembourg 

corporate registry.

Under pressure to comply with European Union requirements to identify people who control firms within 

its borders, Luxembourg in 2019 made public a partial registry of company owners. But it was built so 

that it could only be searched by company name or registration number, not by the names of the owners 

themselves. To get around this, the French newspaper Le Monde managed to scrape 3.3 million records from 

the register’s online platform, which was then made searchable in collaboration with OCCRP.

Read more stories from the OpenLux project.

Luxembourg denounced the OpenLux investigations when 
they were published in February 2021, refuting allegations 
of shortcomings in its money laundering arrangements. But 
in August, the Ministry of Justice said it would put forward a 
draft bill to allow the registry to sanction those who abuse it for 
money laundering and tax evasion.

The reforms are among numerous efforts by the country’s 
government to clean up and strengthen its structures. 
In response to questions on the findings of this story, 
Luxembourg’s Ministry of Justice told OCCRP’s partner 
Reporter.lu that it intends to do an audit of all minors who are 
listed as company owners in the registry, with the results to be 
published later this year. But it also pointed out that many other 
countries allowed minors to own companies and that minors 
face the same scrutiny as adults.

Yves Gonner, the registry’s director, told Reporter.lu: “The 
regulations for a minor are the same as for an [adult]. We don’t 
do extra controls.”

“If a one-year-old can stand up in court and explain why 

his company has a right to privacy, then maybe I will 

accept it.” – Oliver Bullough Author of “Moneyland’

“That’s exactly the problem: They face no scrutiny,” said Maira 
Martini, an expert on illicit financial flows at Transparency 
International, which has been calling on Luxembourg and other 
countries to establish independent verification mechanisms and 
red-flag systems for cases like these. “Such registers are only 
as useful as the information they hold. OpenLux should have 
served as a wake-up call.”

Some in Luxembourg are pushing back against further 
transparency reforms, arguing they could violate the European 
Union’s right to privacy. But only a tiny subset of information 
reported to the register is made public, and that never includes 
personal data such as home addresses, Martini pointed out.

“The idea that a company should have a right to privacy is 
bonkers,” Oliver Bullough, the author of Moneyland: Why Thieves 
and Crooks Now Rule the World and How to Take it Back, 

told OCCRP. “It’s a fundamental misuse of what a company 
is for, which is to invest in and grow the economy. If you don’t 
want people to know how much money you have, don’t own a 
company.”

“If a one-year-old can stand up in court and explain why his 
company has a right to privacy, then maybe I will accept it.”

Azerbaijan

The Mammadov family enjoys all the perks reserved for the 
richest of Azerbaijan’s elite. Baylar Mammadov, his wife, and 
three children hold Maltese citizenship thanks to the island 
nation’s golden passport scheme, which would have set 
them back over 800,000 euros. His daughter’s star-studded 
2014 wedding was attended by the Azerbaijani president’s 
daughter. The groom, Kamal Hajiyev, is the son of a member 
of parliament known to be close to the president himself. One 
of Mammadov’s sons has lived for years in England, where he 
attended a prestigious boarding school whose fees run as high 
as about 35,000 pounds per year.

Society columns in Azerbaijani media outlets have described 
Mammadov as a prominent businessman, without ever naming 
a business.

The OpenLux project, however, uncovered a clue: OCCRP 
found that Mammadov’s wife and children are owners of a 
Luxembourg-registered company called Canley Finance S.A., 
which has amassed investments and state contracts around 
the world since it was set up in 2008. As of 2020 the company 
is owned by Mammadov’s wife and his three children, who 
would have been 17 years, 9 years, and 3 months old at the time 
of incorporation. (Luxembourg provides no public information 
on corporate ownership history, making it impossible to know if 
the children did own the company then.)

Although Mammadov himself is not listed as a director or 
shareholder, he did loan the firm more than 21,000 euros to help 
get it off the ground, according to annual accounts.

Those accounts also show that in 2012 Canley Finance bought 
more than US$6 million worth of shares in Unibank, one of 
Azerbaijan’s biggest banks. At the time, the two youngest of the 
three children would have been 4 and 14 years old.

Read in full 

https://www.occrp.org/en/openlux/
https://www.occrp.org/en/openlux/boss-babies-the-children-who-own-hundreds-of-luxembourg-corporations
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THE CONTRACT FACTORY
by Holger Roonemaa, Oliver Kund, Martin Laine

WORLD | OCCRP DANSKE BANK

The Contract Factory’: Inside Danske Bank Estonia’s Money 

Laundering Machine

Skype user Maxim.Canning was a veritable one-stop-shop for 
anyone looking to launder illicit funds.

For a fee, he would not only sell you a company registered on 
an offshore paradise island, but also help you to disguise who 
really owned it. If you needed to transfer suspect money, he 
could make fake contracts to give it a semblance of legality, or 
rapidly funnel the cash through dozens of offshore accounts.

“Maxim” could even find you proxy directors to add to company 
paperwork — for a price.

“We have for 1000 euros per piece a Kazakh until 2022,” he 
wrote to one client in 2014, after the documents they had 
provided for a different director didn’t check out.

Estonian investigators say Maxim’s real name was Jevgeni 
Agnevštšikov, and he was one of 19 people on Danske Bank 
Estonia’s foreign banking team who they believe laundered 
more than US$1.6 billion of illicit funds for their clients.

The money allegedly originated in eight schemes in Russia, 
Azerbaijan, the U.S., Iran, Switzerland, and Georgia, as well as 
a scam that defrauded Facebook out of nearly $100 million. It 
flowed through Danske Bank Estonia accounts between 2007 
and 2015, when the bank was at the center of one of Europe’s 
largest ever money laundering scandals.

Late last year, investigators presented a 160-page report to 
the 19 bankers detailing the accusations against them. The 
document, obtained by Estonia’s Eesti Ekspress and shared with 
OCCRP and Danish newspaper Berlingske, outlines the charges 
that prosecutors expect to file in the coming months, before 
the case goes to court. Only 15 are expected to face charges, 
however, as two were found not to have been involved and two 
provided evidence.

Investigators allege Agnevštšikov’s bosses, Juri Kidjajev and 
Erik Lidmets, started selling off-the-books services in 2005, 
when they worked for the Estonian branch of Sampo Bank. They 
allegedly continued after Danske Bank bought Sampo two years 
later, recruiting other trusted bankers to join their team.

When Danske Bank closed its foreign banking division in 2015, 
several of these bankers moved to other lenders in Estonia, 
where investigators say some continued to launder money for 
up to four more years.

Lidmets declined to comment and reporters were unable to 
reach Kidjajev. Andres Simson, a lawyer for Agnevštšikov and 
another of the accused bankers, declined to comment while the 
case is ongoing, saying only: “I can confirm that my defendants 
deny any guilt.”

Philippe Vollot, chief administrative officer at Danske Bank, said 
the bank was cooperating with authorities in the investigation. 
“Combating financial crime and money laundering is a key 
priority for Danske Bank. Overall, we are now in a different 
position with respect to combating financial crime and money 
laundering than when the situation developed in Estonia,” he 
said.

State prosecutor Maria Entsik declined to comment on the 
contents of the report, which she said should not be disclosed 
before trial. She said police would soon send the full case file to 
prosecutors, so they could decide whether to take it forward.

“To date, a total amounting to 10 million euros in assets of 
suspects and third parties enriched by the proceeds of crime 
have been seized to secure the confiscation requirements of the 
state,” she added.

‘Long Live Photoshop’

Conversations cited in the investigative document show how 
the bankers helped their clients to avoid running afoul of Danske 
Bank’s anti-money laundering controls.

In one Skype chat, banker Mikhail Murnikov advised user 
thunderball1111 on how to fill in the details of a proxy director 
to ensure it would be accepted by the bank’s Moscow 
offices, including adding fake seals and signatures. “Long live 
Photoshop,” he joked

Read in full 

https://www.occrp.org/en/azerbaijanilaundromat/the-contract-factory-inside-danske-bank-estonias-money-laundering-machine
https://www.occrp.org/en/azerbaijanilaundromat/the-contract-factory-inside-danske-bank-estonias-money-laundering-machine
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SWISS BANKS SYNONYMOUS 
WITH SECRECY FOR DECADES
by OCCRP

WORLD | OCCRP SUISSE SECRETS

Swiss banks have been synonymous with secrecy for decades, 
conjuring up visions of vast riches safely held in mountain 
vaults. It’s a strong brand — one Switzerland’s government does 
everything it can to protect.

But what’s good for the banks’ wealthy clients can be bad for 
everyone else. When corrupt politicians or organized criminals 
turn to Switzerland to keep their money safe from prying eyes, 
the victims of their crimes will likely never see it again. And once 
dirty money makes it into a Swiss bank account, it’s free to go 
anywhere.

Switzerland’s draconian banking secrecy laws have made it 
nearly impossible for other governments or journalists to hold 
the industry to account. Until now.

Through our partner, German newspaper Süddeutsche Zeitung, 
OCCRP obtained leaked records on more than 18,000 Credit 
Suisse accounts, the largest leak ever from a major Swiss bank. 
This is just a small subset of the bank’s overall holdings, but we 
still found dozens of dubious characters in the data, including 
an Algerian general accused of torture, the children of a brutal 
Azerbaijani strongman, and even a Serbian drug lord known as 
Misha Banana.

Read on to learn more about what we — and our media partners 
on five continents — found in the data.

THE BIG PICTURE

Who’s in the Suisse Secrets Leak?

Stories from the Vaults

https://www.occrp.org/en/suisse-secrets/
https://www.occrp.org/en/suisse-secrets/historic-leak-of-swiss-banking-records-reveals-unsavory-clients
https://www.occrp.org/en/suisse-secrets/what-is-suisse-secrets-everything-you-need-to-know-about-the-swiss-banking-leak
https://www.occrp.org/assets/suisse-secrets/interactive-banner-en.jpg
https://www.occrp.org/en/suisse-secrets/what-is-suisse-secrets-everything-you-need-to-know-about-the-swiss-banking-leak
https://www.occrp.org/en/suisse-secrets/sons-of-azerbaijani-strongman-vasif-talibov-received-millions-from-money-laundering-systems
https://www.occrp.org/en/suisse-secrets/credit-suisse-account-played-role-in-scheme-that-destroyed-ukrainian-agriculture-firm
https://www.occrp.org/en/suisse-secrets/credit-suisse-account-played-role-in-scheme-that-destroyed-ukrainian-agriculture-firm
https://www.occrp.org/en/suisse-secrets/credit-suisse-banked-and-financed-zimbabwean-fraudster-in-deal-that-saved-mugabe
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Laundered money could be Putin’s 
Achilles’ heel
Feb | 22

Ex-Swedbank CEO faces fraud 
charges in money laundering scandal
Jan | 22

WORLD | NEWS

The United States and its allies are not going to intervene with 
their own forces against Vladimir Putin’s invasion of Ukraine.

I will leave it to others with experience in the matter to speculate 
as to whether we will send more weapons to the Ukrainian 
government or, if the Russian attack is swiftly successful, help 
arm the Ukrainian resistance.

For the most part, however, the West’s response to Putin’s 
naked aggression will involve financial and economic sanctions.

How effective can these sanctions be?

The answer is that they can be very effective, if the West shows 
the will – and is willing to take his own corruption-.

By conventional measures, the Putin regime does not appear 
very vulnerable, at least in the short term.

It is true that Russia will end up paying a high price.

There will be no more pipeline deals; there will be hardly any 
foreign direct investment.

After all, who will want to commit long-term to a country whose 
autocratic leadership has shown such reckless disregard for the 
rule of law?

But these consequences of Putin’s aggression will take years to 
become visible.

And it appears that there is only limited scope for trade 
sanctions.

For this, we can and must blame europewhich does much more 
trade with Russia than the United States.

he Europeans, unfortunately, have irresponsibly allowed 
themselves to become highly dependent of Russian natural gas 
imports.

This means that if they tried to cut off Russian exports on a 
large scale, they would impose sky-high prices and shortages 
on themselves.

Read in full 

Ex-chief of Swedbank charged over Baltic money laundering 
scandal

Sweden’s Economic Crime Authority (ECA) has charged former 
Swedbank CEO Birgitte Bonnesen with several financial crimes, 
including fraud.  

In announcing the charges, ECA chief prosecutor Thomas 
Langrot noted that the embattled Ms Bonnesen, who was fired 
by Swedbank in early 2019, had either deliberately or negligently 
circulated grossly inaccurate information about the inadequate 
AML performance of the organisation in its Baltic operations.

Qualifying his decision, Mr Langrot said there was evidence of 
a “cover-up” of money laundering problems at Swedbank. In a 
report commissioned by the bank in 2020, it was found that 
€37bn (£30bn) worth of transactions carrying a high risk of 
money laundering were carried out in the Baltic region during 
the period of 2014 to 2019.  

However, since the findings, the bank has stated they’ve taken 
a number of actions “to remedy shortcomings and ensure a 
sustainable corporate governance in Swedbank,” and under new 
management, has “strengthened its anti-money laundering work 
and compliance with the international sanctions’ regulations.”  

Speaking in defence of Ms Bonnesen, her lawyer, expressed 
confidence in her innocence and likely acquittal, stating that it 
is “important to see that the prosecutor is not saying she did 
anything for her own benefit. She has not bought or sold one 
single share.”

Read more on this story at The Guardian.

https://www.zyri.net/2022/02/25/laundered-money-could-be-putins-achilles-heel/
https://www.theguardian.com/business/2022/jan/04/swedbank-ex-chief-birgitte-bonnesen-charged-baltics-money-laundering-scandal
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Mexico holds ex-political boss in sex 
recruiting scandal
Jan | 22

40 People Arrested For Alleged 
Twitch Money Laundering Scheme
Jan | 22

MEXICO CITY (AP) — Prosecutors in Mexico City said Tuesday 
a judge has ordered a former political boss held in jail pending 
trial on sex-trafficking charges.

Cuauhtémoc Gutiérrez is the former Mexico City leader of the 
Institutional Revolutionary Party, which ruled Mexico for most of 
the 20th century.

Gutierrez resigned in 2014 following reports that his office hired 
women to have sex with him and placed them on party payrolls.

The city prosecutors’ office said Gutierrez will be held in jail 
while he is tried on four counts of attempted human trafficking 
“in the commission of aggravated sexual exploitation,” as well 
as criminal conspiracy and other charges.

Gutierrez was arrested Dec. 29, after the government’s anti-
money laundering froze his bank accounts.

The charges were based on the accusations that emerged in 
2014. Prosecutors said at that time they did not have enough 
evidence to bring the case to trial, but it was later re-opened. 

In 2014, the MVS radio station aired a story by an undercover 
reporter who recorded recruiters at Gutierrez’s office telling 
potential hires they would have to have sex with Gutierrez if 
given a job as secretaries or receptionists.

The report alleged he recruited women for the positions through 
newspaper ads for “women to work in government offices.”

Gutierrez denied the accusations at the time. A lumbering, 
bearded figure, he was long known as “The King of Trash” 
because his family once led an association of the city’s garbage-
pickers.

The PRI enjoyed a 71-year hold on the presidency, losing it in 
2000 and regaining the nation’s top post in 2012, before losing 
it again in 2018. The party has been plagued by corruption 
scandals throughout its long existence.

The Mexico City government has been held by the opposition 
since 1997, and since 2018 by President Andrés Manuel López 
Obrador’s Morena party.

Via AP News

The illicit racket is said to have totaled $9.8 million

On Tuesday, Turkish police in eleven different provinces took 
forty suspects into custody for an alleged money laundering 
scam perpetrated using the Twitch streaming platform.

According to Demirören News Agency (via Daily Sabah and 
Dexerto), the suspects are accused of using stolen credit cards 
to buy Bits, which are essentially the platform’s virtual currency. 
Those Bits were then allegedly sent to streamers, who then paid 
the scammers real money through a 70 to 80 percent refund.

So, if the scammers bought 1,000 Bits for $10, this could be a 
way for them to make $7 or $8 from a stolen credit card, and 
streamers to pick up the difference. Compound more stolen 
credit cards and much higher dollar amounts, and you end up 
with a scam that could total an estimated $9.8 million.

This appears to be a long-running operation, with an email 
paper trail going back two years.

The arrests were the result of a fraud investigation by the Chief 
Prosecutor’s Office. Out of the forty people placed in police 
custody, some suspects are reportedly minors.

Daily Sabah covered the suspected scam in November 2021, 
after a thread titled “Thief KO streamers” appeared on well-
known Turkish forum, frmtr.com. The thread alleged that some 
smaller streamers with only 40 to 50 viewers were making 
significant amounts of money. However, it wasn’t only forum 
threads that were sounding the alarm.

In late October 2021, Ahmet “Jahrein” Sonuç announced in a 
tweet that he had documents proving the money laundering 
allegations. Jahrein is one of Turkey’s most famous streamers 
with 1.7 million subscribers. “Money was laundered through 
Cheering with Bits anonymously using stolen credit cards,” 
Jahrein wrote (via Duvar English). Jahrein called for Twitch to 
act swiftly to stop these abuses.

Some streamers have admitted participating in the ruse—or 
at least that they got wrapped up in the whole mess. But to 
what extent did they know about the alleged scam? Were they 
in on it? This will be up to Turkish authorities to probe and, if 
necessary, prove.

Join the conversation

https://apnews.com
https://www.dailysabah.com/turkey/investigations/40-arrested-in-twitch-corruption-probe-in-turkey
https://www.dexerto.com/entertainment/40-people-arrested-in-connection-to-10m-twitch-money-laundering-scam-1732995/
https://www.dexerto.com/entertainment/twitch-confirms-action-against-150-streamers-amid-10m-money-laundering-scandal-1689673/
https://kotaku.com/40-people-arrested-for-alleged-twitch-money-laundering-1848305635
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Drug and money laundering 
investigation ‘Operation Mad 
Money’ has links to GTA real estate, 
documents show
Jan | 22

WORLD | NEWS

A drug and money laundering investigation called "Operation 
Mad Money—which stretched from Toronto to British Columbia 
to China—has shown links between illegal marijuana sales and 
Toronto’s booming real estate market, CTV News Toronto has 
learned.

The investigation, led by the Calgary Police Service, is part 
of an attempt to seize millions in what authorities allege are 
drug profits that ended up in money service businesses in the 
Greater Toronto Area, who passed them along to people trying 
to buy homes.

And it could be the tip of the iceberg, says one retired Royal 
Canadian Mounted Police officer and money laundering expert. 
In an interview, Garry Clement says Ontario should follow in the 
footsteps of B.C. and call a public inquiry to assess how big an 
impact laundered money has in the property market.

“We know that this is going on, we know money is coming into 
the province. All you do is look at the number of condos that are 
sitting vacant,” Clement said.

“Canada really needs to sit down and realize we are still a very 
weak link. This case demonstrates that we have a long way to 
go.”

The investigation started with a Calgary police officer 
buying marijuana from websites called BudExpressNow and 
Cheapweed, a motion filed in Ontario Superior Court says.

Court documents claim the sites didn’t have a licence to sell, 
and an investigation showed they did more than $3 million in 
business through multiple feeder accounts, accepting electronic 
bank transfers with explanatory notes including “weedguy” and 
“ed and bills.”

Police watched money get deposited in bank accounts in 
Edmonton, and tracked some of that to three properties outside 
Vancouver, where they say it was used to pay $1.38 million in 
electricity bills.

The properties did have Health Canada licenses to grow about 
5,000 marijuana plans, but a police raid in 2020 counted almost 
four times as many.

Read in full 

Typologies report on AML/CFT 
supervision in times of crisis
Jan | 22 | Council of Europe Portal

MONEYVAL published today a report aimed at assisting 
authorities to effectively carry out their anti-money laundering 
countering terrorist financing (AML/CTF) supervisory activities 
in times of crisis or challenging external factors. It is based on 
information collected from supervisors across MONEYVAL 
jurisdictions and other international actors on the measures 
they have taken to overcome the difficulties caused by 
the COVID-19 pandemic, including operational limitations, 
notably the physical movement restrictions impeding the 
execution of on-site visits, limited human resources and 
technical complications. It draws on earlier work conducted by 
MONEYVAL on the topic of COVID-19 risks.

To mitigate emerging money laundering and terrorism financing 
(ML/TF) risks, supervisors and reporting entities were prompted 
to rapidly increase digitalization of their core functions to 
maintain operational continuity. Business continuity plans 
proved to be a useful tool for supervisory authorities to swiftly 
overcome the crisis situations as well.

IT solutions, both software and hardware, were essential to 
access information from reporting entities on ML/TF risks and 
to enable shifting to remote supervision or hybrid inspections 
using video conferencing tools. In addition, supervisors used 
different communications channels, ranging from posting video 
clips and e-learning material to online webinars and trainings.

In order to ensure data security, new protocols were 
implemented, and staff were trained on issues related to 
cybersecurity and data protection. Other measures with positive 
results included setting-up of coordination committees when 
the AML/CTF supervision was dissipated amongst several 
supervisors.

Supervisors developed guidelines and/or regulations to permit 
the use of digital ID systems by reporting entities. Furthermore, 
they explored the exceptional use of simplified customer due 
diligence in low-risk scenarios, for reporting entities to on-board 
clients and facilitate the delivery of government benefits in 
response to the pandemic.

Read in full 

https://beta-ctvnews-ca.cdn.ampproject.org/c/s/beta.ctvnews.ca/local/toronto/2022/1/8/1_5732868.html
https://www.coe.int/
https://rm.coe.int/typologies-report/1680a54995
https://rm.coe.int/moneyval-2020-18rev-covid19/16809f66c3
https://www.coe.int/en/web/moneyval/-/moneyval-publishes-typologies-report-on-aml-cft-supervision-in-times-of-crisis
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Andrew ‘Twiggy’ Forrest launches 
criminal proceedings against 
Facebook over false cryptocurrency 
advertisements
Feb | 22 | Kate Ainsworth

Australian billionaire mining magnate Andrew ‘Twiggy’ 
Forrest has launched criminal proceedings against social 
media giant Facebook, alleging the company has breached 
Australia’s money laundering laws by failing to prevent false 
cryptocurrency advertisements.

In the proceedings lodged in the Western Australia Magistrates 
Court, Mr Forrest alleges the company repeatedly failed to 
take down posts by scammers that use his image to promote 
cryptocurrency investments, which have appeared on the 
website since March 2019.

He claims that Facebook was “criminally reckless” by failing to 
take down the false advertisements on the platform, and that 
the company breached Australia’s money-laundering laws by 
not doing enough to stop the scams.

Mr Forrest also alleges that Facebook — which has since 
rebranded to Meta — “failed to create controls or a corporate 
culture to prevent its systems being used to commit crime”.

The criminal proceedings come after Mr Forrest requested 
Facebook prevent his image being used to promote 
cryptocurrency schemes, including in an open letter to 
Facebook CEO Mark Zuckerberg in November 2019.

In a statement, Mr Forrest said he was launching the “world-
first” action on behalf of “everyday Australians” to protect their 
savings from being “swindled away by scammers”.

“I’m concerned about innocent Australians being scammed 
through clickbait advertising on social media,” he said.

“I’m committed to ensuring that social media operators don’t 
allow their sites to be used by criminal syndicates.”

Mr Forrest said he wanted people from around the world 
protected against similar schemes.

“I want social media companies to use much more of their vast 
resources and billions of dollars in annual revenue to protect 
vulnerable people — the people who are targeted and fall victim 
to these horrible scams with their hard-earned savings,” he said.

“Social media is part of our lives, but it’s in the public interest for 
more to be done to ensure fraud on social media platforms is 

eliminated or significantly reduced.

“I’m very serious about this. I’m very serious about preventing 
bullying, and I’m very serious about doing whatever small part I 
can do to protect the innocent from exploitation.”

The charges have been brought under Part 10 of the 
Commonwealth Criminal Code, with the consent of the 
Commonwealth Attorney-General, Mr Forrest said.

An initial hearing into the case will he held in the Western 
Australia Magistrates Court on March 28.

Mr Forrest said he also launched civil proceedings in California 
against the company last September, seeking injunctive relief 
and other remedies.

He said the separate case was pending in the Superior Court of 
California.

A spokesperson from Meta said the company was unable to 
comment on the court action, but provided a broader statement 
about scams on Facebook.

“We don’t want ads seeking to scam people out of money or 
mislead people on Facebook — they violate our policies and are 
not good for our community,” a spokesperson said.

“We take a multifaceted approach to stop these ads, we work 
not just to detect and reject the ads themselves but also block 
advertisers from our services and, in some cases, take court 
action to enforce our policies.

“We’re committed to keeping these people off our platform.”

Key Points

 Andrew ‘Twiggy’ Forrest alleges Facebook was “criminally 
reckless” by failing to take down false cryptocurrency 
scam advertisements using his image

 He says he was motivated to launch proceedings to 
protect everyday Australians from being targeted by 
similar schemes on the social media site

 An initial hearing into the matter will be held in the WA 
Magistrates Court next month

https://www.coe.int/
https://www.abc.net.au/news/kate-ainsworth/12302550
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China to Renew Money Laundering 
Crackdown
Feb | 22

Court approves £5.6m seizure over 
money laundering
Jan | 22  | By Steve Swann and Dominic Casciani BBC News

WORLD | NEWS

After stepping up enforcing regulations in recent years, China 
is planning to launch a nationwide crackdown on money 
laundering, Bloomberg reported.

The People’s Bank of China (PBOC) announced 11 government 
agencies will implement the campaign from 2022 t0 2024, with 
a goal to “stop the spreading trend of money laundering and 
other related crimes.”

The central bank of the People’s Republic of China has made it a 
priority to investigate and punish money laundering cases.

Last summer, the Chinese police arrested 1,100 suspects on 
money laundering charges. Those detained were allegedly using 
cryptocurrencies to evade the law.

Read more: China Arrests 1,100 In Crypto Money Laundering 
Sting

China has been undergoing a national crackdown on money 
laundering activities related to telecom fraud, dubbed “Operation 
Card Breaking.” In addition to the arrests, the Chinese police 
have shut down 170 criminal organizations.

The PBOC said authorities will adopt a national risk prevention 
network designed to curb money laundering, update laws and 
regulations, and enhance analysis and investigation of money 
laundering.

“Currently, we still face a grim situation of cracking down on 
money laundering crimes,” the PBOC said.

The PBOC and the Ministry of Public Security will take a lead in 
the crackdown, while customs authorities, securities regulators, 
the foreign exchange as well as banking and insurance 
companies will help.

Money laundering is not the PBOC’s only focus.

See also: China Drafting Big Tech Blacklist to Curb Foreign 
Investments

As part of China’s continuing Big Tech crackdown, the PBOC 
and other regulators have established a blacklist intended to 
curtail the contribution of international shareholders in China’s 
next generation of tech companies.

Via Pymnts

The National Crime Agency can seize £5.6m from a 
sophisticated global money laundering scheme involving UK 
companies, a court has ruled.

Financial investigators can take the money from the London-
based family of Javanshir Feyziyev, an MP in the Azerbaijan 
parliament.

The NCA had hoped to seize over £15m but hailed Monday's 
ruling a success.

It comes as campaigners criticise the government for delaying 
new laws to target allegedly dirty money in the UK.

The investigation was launched after the exposure of a 
corruption scandal dubbed the Azerbaijani laundromat.

The NCA pored over thousands of leaked documents from Den 
Danske Bank, in Estonia, obtained by the Organised Crime and 
Corruption Reporting Project and other media organisations in 
2017.

They showed $2.9bn (£2bn) had been moved into Western 
Europe by some of the Azeri elite, while UK shell companies - 
largely existing only on paper - hid the true sources of the cash.

Some of it was used as a slush fund to bribe European 
politicians and make luxury purchases.

“Having exhaustively considered the evidence filed,” district 
judge John Zani told Westminster Magistrates’ Court, “I am 
entirely satisfied that there was a significant money laundering 
scheme in existence in Azerbaijan, Estonia and Latvia, at the 
relevant time.”

During the case, the NCA said cash had been funnelled out of 
Azerbaijan by Baktelekom - a “clone company” set up to look like 
the state-owned telecoms provider.

“It has no known employees, no website and no accounts have 
ever been traced,” the court was told.

Yet Baktelekom somehow managed to pay Hilux Services LLP, 
registered in Glasgow, $1.3bn for steel pipes.

Read in full

https://www.pymnts.com/news/bitcoin-tracker/2021/bitcoin-daily-china-arrests-1100-crypto-money-laundering-sting-blockchain-startup-solana-labs-nets-314-million-dollars/
https://www.pymnts.com/news/bitcoin-tracker/2021/bitcoin-daily-china-arrests-1100-crypto-money-laundering-sting-blockchain-startup-solana-labs-nets-314-million-dollars/
https://www.pymnts.com/news/international/2021/china-drafting-big-tech-blacklist-to-curb-foreign-investments/
https://www.pymnts.com/news/international/2021/china-drafting-big-tech-blacklist-to-curb-foreign-investments/
https://www-pymnts-com.cdn.ampproject.org/c/s/www.pymnts.com/news/regulation/2022/china-to-renew-money-laundering-crackdown/amp/
https://www.occrp.org/en/azerbaijanilaundromat/
https://www.occrp.org/en/azerbaijanilaundromat/
https://www.bbc.com/news/uk-60203664
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Crypto firms launch coalition to 
promote market integrity
Feb | 22  | By Hannah Lang

De-risking: Spotting the difference 
between money laundering and good 
business
Feb | 22  | By Dev Odedra

 A group of major cryptocurrency firms including Coinbase, 
Circle, Anchorage Digital and Huobi Global are forming a new 
coalition aimed at cracking down on market manipulation in an 
effort to instill trust in the burgeoning digital asset industry.

The Crypto Market Integrity Coalition, which was convened by 
risk-monitoring software company Solidus Labs, is also urging 
digital currency companies to sign a “market integrity” pledge 
that acknowledges the potential for fraud in the cryptocurrency 
space and the need for the industry to protect investors.

“It really is about recognizing that you need entities that are 
focused on a fair and orderly system here, and really trying 
to prevent the abuses that can happen if you’re not paying 
attention,” said Kathy Kraninger, vice president of regulatory 
affairs at Solidus Labs and former director of the Consumer 
Financial Protection Bureau.

The new alliance and pledge comes as regulators remain 
concerned the new market is safe for investors, despite its 
surge in popularity. The Securities and Exchange Commission 
has cited the potential for market manipulation as one of the 
primary reasons for rejecting several applications for spot 
bitcoin exchange-traded funds.

Most recently, the markets regulator vetoed a proposal from 
Fidelity’s Wise Origin Bitcoin Trust to offer an ETF that would 
track the cryptocurrency, determining that it did not meet the 
standards designed to prevent fraudulent and manipulative 
practices.

In December, the Bank for International Settlements called for 
more regulatory safeguards to prevent crypto fraud, arguing 
that the limited application of anti-money laundering rules, along 
with transaction anonymity, exposes DeFi to illegal activities 
and market manipulation.

While this new pledge is a major acknowledgement of the 
potential for fraud within the crypto space, it remains unclear 
how exactly the decentralized finance industry can curb bad 
actors.

To read in full 

With FATF admitting de-risking and financial exclusion remained 
a challenge for many sectors just last year, it’s clear the practice 
still poses a challenge across the globe.

De-risking is broadly defined as the practice whereby Financial 
Institutions (FI) terminate or restrict client relationships with 
whole categories/sectors of clients, so as to not have to 
manage financial crime risks associated with these groups of 
clients.

The issue of de-risking is not new. One of the outcomes from 
a 2014 Financial Action Task Force (FATF) plenary was a note 
that clarified that “What is not in line with the FATF standards 
is the wholesale cutting loose of entire classes of customer, 
without taking into account, seriously and comprehensively, 
their level of risk or risk mitigation measures for individual 
customers within a particular sector”. The following year, the 
FATF continued it’s focus on de-risking as a matter of priority, 
through a number of projects aimed at looking into de-risking 
and providing further guidance to help mange risks accordingly.

Cutting off clients or potential clients from the global financial 
system runs the risks of creating opacity, forcing clients to use 
unregulated channels and drives financial activity underground. 
Inclusion in the financial system not only ensures that an equal 
level of access to financial services is available but the use 
of regulated financial services also allows for traceability and 
the ability to put in place Anti-Money Laundering (AML) and 
Counter-Financing of Terrorism (CFT) controls.

De-risking as a global issue

Addressing and managing de-risking is not isolated to a few 
countries, nor is it limited to just certain business sectors. 
One of the regions most affected by de-risking has been the 
Caribbean – through the loss or termination of Correspondent 
Banking (CB) relationships. A recent stock-taking exercise by 
the Caribbean Financial Action Task Force (CFATF) aimed to 
highlight the negative impact of de-risking on the region in order 
to enhance the FATF’s work on engagement and coordination 
on it.

To read in full via RiskScreen

https://www.reuters.com/article/crypto-currency-sec-etf/update-1-u-s-sec-rejects-fidelitys-wise-origin-spot-bitcoin-etf-idUSL4N2U7462
https://www.reuters.com/markets/europe/decentralised-finance-cryptoassets-built-an-illusion-says-bis-2021-12-06
https://www.reuters.com/technology/crypto-firms-launch-coalition-promote-market-integrity-2022-02-07/
https://www.fatf-gafi.org/documents/news/rba-and-de-risking.html
https://www.fatf-gafi.org/publications/fatfrecommendations/documents/fatf-action-to-tackle-de-risking.html
https://riskscreen.com/blog/de-risking-spotting-the-difference-between-money-laundering-and-good-business/
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PAYPAL ADMITS 4.5 MILLION 
ACCOUNTS WERE ILLEGITIMATE AS 
FINTECH’S FRAUD PROBLEM GROWS
Feb | 22 | Jeff Kauflin Forbes Staff

Fraud continues to plague fintech 
businesses large and small. During its 
earnings call for the fourth quarter of 
2021, PayPal chief financial officer John 
Rainey said the company identified 
4.5 million accounts that it believes 
“were illegitimately created.” Its stock 
slumped 25% on Wednesday after it also 
reported that profits fell short of Wall 
Street analysts’ expectations and that it 
anticipated slower growth in 2022 than 
previously expected. 

Over the past two years, while 
ecommerce soared due to the pandemic, 
PayPal added 120 million new customers 
(it now has 426 million total accounts). 
In 2021, the company “leaned into 
incentivized customer acquisition tactics 
to a much greater extent than we ever 
have in our history,” Rainey said on the 
earnings call. For example, PayPal ran 
marketing campaigns that offered to 
deposit $5 or $10 in a new customer’s 
account if he or she signed up for PayPal 
or Venmo. It ran into trouble when bots, 
or software created to automatically 
visit websites and take actions, started 
scooping up those incentives for the sole 
purpose of seizing the reward. 

Rainey said the company is changing 
its customer acquisition strategy to 
move away from incentive programs 
and focus on “sustainable growth and 
driving engagement,” or getting current 
customers to use PayPal’s apps more 

often. He said this change in strategy 
is “separate and apart” from the fake 
account issue. 

“This is the first time I have seen a 
company acknowledge that fraudsters 
can take advantage of these new 
account programs with such scale,” 
says Frank McKenna, cofounder of fraud 
prevention firm Point Predictive.

Since the pandemic began, fintech’s 
fraud issues have grown at a frightening 
pace. Car rental companies like Avis and 
Hertz stopped accepting cards from 
apps like Chime, Cash App and PayPal, 
and Chime users had money stolen 
from their accounts (Chime has said 
that rental companies need to be more 
careful about whom they rent cars to). 
Robinhood created a list of banks that 
it bans transfers from as a way to stop 
the bleeding from fraud losses. PayPal’s 
fraud challenges date back to the earliest 
days of the company–in 2000, it lost $6 
million, or $1,900 an hour, to fraud at a 
time when its revenue was less than $5 
million.

Its latest fraud challenges and admission 
that 4.5 million accounts were fake begs 
the question of how other fintechs are 
being affected. “How much of the growth 
in some of these fintech portfolios 
could be fueled by these bots that are 
creating accounts just for collecting the 
incentive?” McKenna says. “I think every 
fintech should look at accounts that 

signed up with incentives but never used 
the account again.” 

“What we’re seeing at PayPal is a 
systemic issue,” says Mary Ann Miller, 
a vice president at identity and fraud 
company Prove. “It’s related directly to 
the identity theft and synthetic fraud 
that we saw during the pandemic.” She 
says that bad actors are weaponizing 
the personal information that they’ve 
stolen in data breaches and using bots to 
launch attacks. “They’re going to all kinds 
of fintechs and attacking their account-
openings processes,” she adds.

The continued acceleration of fintech 
fraud is also surprising some experts. 
Tommy Nicholas, cofounder and CEO 
of Alloy, whose software helps fintechs 
prevent fraud and comply with “know-
your-customer” regulations, said in an 
email that “fraud is really widespread 
right now, really bad, and getting worse.” 
He added that fintechs and banks “aren’t 
getting worse at fraud prevention or 
looser in their stances. It’s the opposite!” 
But the criminals are getting smarter 
and more powerful. “Fraudsters are 
better funded (flush from defrauding 
governments over pandemic relief), 
bolder, and more talented than ever.”

Via Forbes

https://www.forbes.com/sites/jeffkauflin/
https://www.forbes.com/
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Foreign Affairs Committee launches 
‘dirty money’ inquiry
Feb | 22  | UK Parliament Committees

Today, the Foreign Affairs Committee 
announces the launch on its inquiry 
on responding to illicit and emerging 
finance.

 Inquiry: Responding to illicit and 
emerging finance

 Foreign Affairs Committee

This inquiry will explore the “significant 
challenges” to the global economy, which 
contribute to corruption and insecurity. 
These challenges include vast flows of 
dirty money across borders – which, as 
laid bare by the Panama and Pandora 
Papers, the UK and the Overseas 
Territories can play a role in facilitating. 
The inquiry will also consider fintech 
innovations, such as cryptocurrency and 
central bank digital currencies (CBDC), 
which raise fundamental questions 
about how the emerging global digital 
economy will work, challenging 
international norms and standards.

This inquiry is the first in the Foreign 
Affairs Committee’s new programme of 
work on the “rules-based international 
order”: the international laws, rules and 
standards that affect our daily lives.

Chair’s comments

Chair of the Foreign Affairs Committee, Tom 

Tugendhat MP, said:

“The UK is at the heart of global finance, 
attracting investment from around 
the world and delivering considerable 
benefits to the British people.

“But the reality is that the channels 
of wealth have also been carrying 

corruption and crime through our 
markets. Since our 2018 report ‘Moscow 
Gold’, the Government has done little to 
address these dangers.

“Today, illicit finance and corruption are 
closer to home and now there are new 
threats to contend with. Dirty money 
is allowed to move beyond the reach 
of law enforcement and challenge the 
capabilities of regulators around the 
world. New technology is thwarting anti-
money laundering efforts and sanctions 
enforcement, playing into the hands of 
authoritarian regimes.

“As a global financial centre, the UK is in 
a unique position to act and to protect 
against threats to the rules-based 
international order. Russia’s intimidation 
of Ukraine, and the pressure The Kremlin 
is putting on other European states, 
makes it clear we must act.”

Call for evidence

The Committee welcomes written 
evidence on the following points:

 What are the pressures affecting the 
global rules-based economic order and 
how might illicit and emerging forms 
of finance affect these?

 How effective are existing international 
governance regimes and other 
measures to tackle illicit finance, and 
what gaps remain?

 How effective are the UK’s sanctions 
regimes on corruption and human 
rights? How could sanctions be used 
to greater effect in countering illicit 
finance?

 What other measures beyond 
sanctions can counter illicit finance, 
including bilateral and multilateral 
approaches?

 What is the potential impact of new 
distributed ledger technologies 
and digital currencies (both 
cryptocurrencies and central bank 
digital currencies): • On illicit finance 
and money laundering?

 On the UK’s international relations and 
economic security?

 What steps has the Government taken 
to assess this potential impact and 
determine the most appropriate UK 
response?

 To what extent and how do hostile 
states use investment in and through 
UK-based businesses to further their 
strategic interests and build a platform 
for their values?

 How, and how effectively, does 
the FCDO co-ordinate with other 
UK government departments 
and agencies to respond to illicit 
and emerging finance? To what 
extent does the FCDO participate 
in multilateral forums such as the 
Financial Action Task Force?

 What skills and expertise does 
the FCDO need to respond to the 
challenges and where are these 
lacking? What skills on illicit finance 
has the FCO merger with DFID 
brought, and how are these skills being 
exploited?

To read in full

https://committees.parliament.uk/
https://committees.parliament.uk/committee/78/foreign-affairs-committee/news/160652/foreign-affairs-committee-launches-dirty-money-inquiry/
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SEYCHELLES: RECLAIMING 
PARADISE FROM CORRUPTION
Feb | 22 | Preetam Kaushik RiskScreen

Seychelles has a long history intertwined with corruption. 

However, despite another scandal breaking earlier this year, 

not all hope is lost as the nation pushes to move on from its 

troubled past.

The nation of Seychelles was rocked by a major corruption 
scandal recently, involving money laundering to the tune of $50 
million by six extremely influential and high worth persons, over 
a period of 19 years. These include people in the innermost 
circle of ex-President France-Albert René, including his widowed 
wife, his economic advisor and a former finance minister.

This comes in the wake of the European Union removing the 
Seychelles, along with Anguilla and Dominica from its blacklist 
of tax havens in October 2021. This was a controversial move 
as the Pandora Papers leak, which implicated Seychelles as well 
as an illegal tax haven, had been released just one week before 
it.

In this blog post, we trace the history of corruption and money 
laundering in the Seychelles, as a major global offshore banking 
capital. We also look at recent developments in the political 
climate and how that has affected Seychelles’ complicated 
history of corruption.

A History of Trouble in Paradise

The history of corruption in the independent Seychelles begins 
with its longest serving President, France-Albert René, and 
his dubious man Friday Giovanni Maria Ricci. Ricci, a foreign 
national, set up the first offshore financial centre in Seychelles, 
the Seychelles Trust Company (STC). René’s government gave 
sole rights to the STC to incorporate off-shore companies and 
to act as resident agent for foreign companies and foundations 
registered in Seychelles, which could operate free of tax.

Ricci, in fact, had been a financial criminal before he came to 
Seychelles. In collaboration with René, he was preparing the 
blueprint for Seychelles to become a global offshore tax haven. 

The country’s offshore industry was likely used by South Africa 
to circumvent apartheid era economic sanctions. In the early 
1980s, the US ambassador to the Seychelles claimed to have 
found ample evidence of money laundering in the Seychelles by 
the New York mafia.

In 1995, Seychelles passed the Economic Development Act, 
granting broad immunity from prosecution and extradition 
to foreigners investing more than $10 million, a literal carte 
blanche to launderers looking to channel their illegal proceeds 
to a safe haven. Bowing down to international pressure, the law 
was repealed in 2000.

President Michel’s Troubled Tenure

In 2004, René’s Vice President James Alix Michel took over as 
President of Seychelles. His tenure till 2014 saw Seychelles’ 
reputation taking further hits with several incidents of global 
corruption coming to light. In 2010, Kazakh tycoon Mukhtar 
Ablyazov was charged with using Seychellois shell companies 
to launder billions of dollars. In 2012, two Israeli entrepreneurs 
in the US admitted to operating an illegal internet pharmacy that 
laundered its profits through Seychelles.

In 2016, the famous Panama Papers leak released by the 
International Consortium of Investigative Journalists revealed 
that powerful political figures in Syria had been using shell 
companies in Seychelles to move their proceeds while 
circumventing the pressure of global sanctions.

The ICIJ report also indicated President Michel’s own hand in 
the illegal offshore industry, with documentation showing that 
he had unaccounted offshore holdings.

Seychelles and the OECD

Seychelles joined the Organization for Economic Co-operation 
and Development in 2001, committing to eliminate all its 
harmful tax practices by the end of 2005. It also committed 

https://www.icij.org/investigations/offshore/sun-and-shadows-how-island-paradise-became-haven-dirty-money/
https://www.jstor.org/stable/723700
https://www.adst.org/OH%20TOCs/Fischer,%20David.toc.pdf
https://www.adst.org/OH%20TOCs/Fischer,%20David.toc.pdf
http://www.ilo.org/dyn/natlex/natlex4.detail?p_lang=en&p_isn=42541&p_country=SYC&p_count=299&p_classification=01.06&p_classcount=10
https://thediplomat.com/2018/02/the-ablyazov-affair-fraud-on-an-epic-scale/
https://thediplomat.com/2018/02/the-ablyazov-affair-fraud-on-an-epic-scale/
https://www.gao.gov/assets/gao-14-386t.pdf
https://www.aljazeera.com/opinions/2016/4/12/panama-papers-how-the-seychelles-saved-syria
https://offshoreleaks.icij.org/nodes/55911
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to bring its standards of transparency non-discrimination 
and effective exchange of information at par with the OECD’s 
standards.

In 2013, the OECD blacklisted the Seychelles – along with three 
other tax havens, Cyprus, Luxembourg, and the British Virgin 
Islands – as non-compliant jurisdictions for not complying with 
international standards of tax transparency. As a result, the 
island nation had to reform its domestic laws to bring them in 
compliance with OECD’s standards of financial transparency. In 
2015, Seychelles was rated as ‘largely compliant’ by the OECD, 
mainly because of the improved regulatory regime introduced 
by the government.

However, by April 2020, Seychelles was downgraded to ‘partially 
compliant’ by the OECD because of concerns around its opaque 
offshore sector, and the lack of supervision and enforcement 
efforts.

Seychelles’ New Resolve to Fight Corruption

The history of corruption in Seychelles is tied up with the 
history of its longest ruling party, the People’s Party and its two 
presidents- France Albert René and his protégé James Alix 
Michel. The growing public frustration over economic inequality 
and corruption translated into political change in 2016, when for 
the first time in the country’s history, the opposition party- the 
Linyon Demokratik Sesenwa (LDS) – won the parliamentary 
elections and took control of the National Assembly. This shook 
the political landscape of Seychelles to its core, and brought a 
new impetus to its fight against corruption.

2016 also saw the establishment of the Anti Corruption 
Commission of Seychelles, the country’s premier investigating 
and prosecuting agency in its fight against corruption. This 
was a key turning point in stemming the tide against corrupt 
tax practices and money laundering. This is reflected in global 
corruption watchdog Transparency International’s rankings 

in 2012. Seychelles was ranked 51 in the list of least corrupt 
countries that year. In 2017 that number came down to 36. In 
2020, Seychelles was at 27 worldwide, and at number one in 
Africa.

As of June 2021, Seychelles is not listed by the FATF as a 
‘Jurisdiction under Increased Monitoring’ for money laundering 
issues. The list includes several other tax havens and offshore 
centres like Panama, Cayman Islands and Mauritius. The FATF 
reported that from 2018 to 2020, Seychelles had made progress 
in its commitment to comply with the FATF’s recommendations. 
Its Follow-Up Report in 2020 showed Seychelles in full 
compliance with several recommendations.

Parting Thoughts

With a relatively new political set up under LDS President Wavel 
Ramkalawan, Seychelles is working hard to completely erase its 
reputation as an illegal offshore tax haven. Its removal from the 
EU’s blacklist of tax havens, as well as its steady improvement 
in AML compliance with FATF’s standards are both reflections 
of the new regime’s earnestness in dealing with the problem at 
hand.

Exorcizing the ghosts of several decades of corruption will 
not be an easy task. Successfully prosecuting and bringing to 
book six of the most powerful actors from the previous ruling 
party embroiled in the recent corruption scandal would be a 
good indication of the nation’s resolve to wash off the stains of 
corruption that still continue to haunt its image.

Via RiskScreen

https://www.reuters.com/article/uk-tax-oecd-taxhavens-idUKBRE9AL0DD20131122
https://allafrica.com/stories/201511060876.html
https://www.oecd.org/tax/transparency/documents/global-forum-publishes-new-peer-review-reports-and-reveals-compliance-ratings-for-eight-jurisdictions.htm
https://www.accsey.com/
https://www.accsey.com/
https://tradingeconomics.com/seychelles/corruption-rank
http://www.fatf-gafi.org/publications/high-risk-and-other-monitored-jurisdictions/documents/increased-monitoring-june-2021.html
https://www.fatf-gafi.org/media/fatf/documents/reports/fur/ESSAMLG-2nd-Follow-Up-Report-Seychelles-2020.pdf
https://riskscreen.com/
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FCA could use criminal powers in 
more AML probes after NatWest case
Jan | 22 | David Prosser

WORLD | NEWS

Is the Financial Conduct Authority about to up the ante on its approach to tackling money 
laundering? David Prosser investigates the potential ramifications from the historic 
NatWest case.

Is the Financial Conduct Authority about to up the ante on its approach to tackling money 
laundering? Having successfully concluded its first criminal investigation of a money 
laundering case, the chief City regulator is actively pursuing several more. Its leaders 
appear to want to send a message that they’re getting tough.

It has taken some time to reach this point. The FCA has had powers to launch criminal 
investigations of money laundering cases since the UK’s Money Laundering Regulations 
came into effect in 2007 – and those powers were strengthened by further regulation in 
2017. However, it took until March 2021 for the regulator to announce its first criminal 
prosecution using these powers.

That case reached its conclusion in December with Royal Bank of Scotland-owned 
NatWest admitting to three charges of breaching anti-money laundering laws between 
2012 and 2016. A Westminster court fined the bank £264.5m for the failures, though 
the penalty could have been as high as £340m were it not for the credit that NatWest 
received for its guilty plea.

To read in full

Government denies claims it has scrapped crucial 
economical crimes bill
Jan | 22 | Kalyeena Makortoff

The government was forced to deny claims that it had scrapped a crucial economic 
crime bill on Wednesday, as MPs from across the house rounded on ministers for failing 
to tackle the UK capital’s “Londongrad” reputation as a money-laundering hub used by 
Russian oligarchs, criminals and kleptocrats.

The scathing comments in the House of Commons follow the shock resignation of 
junior minster Lord Agnew on Monday, who revealed in his departing letter that the 
government had only last week made a “foolish” decision to kill off the bill during the next 
parliamentary year.

As recently as December, prime minister Boris Johnson promised a “year of action” on 
fraud at a summit organised by US president Joe Biden, saying the government would 
target “the illicit finance that undermines democracy everywhere, strengthening our law 
enforcement powers to go after the criminals who abuse our corporate structures”.

To read in full

https://riskscreen.com/blog/fca-could-use-criminal-powers-in-more-aml-probes-after-natwest-case/
https://www.theguardian.com/law/2022/jan/25/pressure-grows-on-uk-to-beef-up-measures-to-tackle-economic
https://www.theguardian.com/law/2022/jan/25/pressure-grows-on-uk-to-beef-up-measures-to-tackle-economic
https://www.theguardian.com/politics/2022/jan/24/minister-resigns-in-protest-at-handling-of-fraudulent-covid-loans
https://twitter.com/iainjwatson/status/1485914786416185346
https://www.theguardian.com/politics/boris-johnson
https://www.theguardian.com/politics/boris-johnson
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Court says Credit Suisse faces $45.5 million 
claim in money-laundering case
Jan | 22 | Reuters

URICH, Jan 31 (Reuters) - Swiss prosecutors are pursuing around 42.4 million Swiss 
francs ($45.5 million) in compensation from Credit Suisse (CSGN.S) in a money-
laundering trial due to begin on Feb. 7, the Swiss Federal Criminal Court (FCC) said on 
Monday.

The Office of the Attorney General (OAG) indicted the bank in December 2020 after an 
investigation into the activities of a Bulgarian crime ring involving top-level wrestlers 
accused of laundering profits from cocaine trafficking.

“The OAG has stated that it is seeking compensation of around 34.8 million Swiss francs 
as well as additional compensation of around 7.6 million francs from Credit Suisse AG,” an 
FCC spokesperson said in an emailed statement.

Credit Suisse said it “unreservedly rejects as meritless all allegations in this legacy matter 
raised against it and is convinced that its former employee is innocent”. The bank told 
Reuters that it would defend itself vigorously in court.

Switzerland’s second-biggest bank, which is trying to rebuild its reputation after a series 
of scandals and the abrupt departure of its chairman, issued a profit warning last week 
due to legal costs and a slowdown in its trading and wealth management divisions. read 
more

The employee, a former Credit Suisse manager who was also indicted, is charged with 
having processed transactions worth several million Swiss francs between 2004 and 
2008 despite indications the money could be of criminal origin.

Credit Suisse denied any wrongdoing by the employee.

($1 = 0.9318 Swiss francs)

A summary on the FCC’s website shows Credit Suisse is accused of failing to take all 
necessary measures to prevent an employee from laundering money.

Reporting by Silke Koltrowitz and Brenna Hughes Neghaiwi; Editing by Alexander Smith

https://www.reuters.com/business/finance/credit-suisse-flags-500-mln-swiss-franc-legal-hit-q4-2022-01-25/
https://www.reuters.com/business/finance/credit-suisse-flags-500-mln-swiss-franc-legal-hit-q4-2022-01-25/
https://www.bstger.ch/de/dibattimenti/date-dei-dibattimenti.html


119

More challenges ahead for offshore 
sector in EU
Jan | 22 | Cayman News

WORLD | NEWS

(CNS): The financial services industry in the Cayman Islands is bracing itself for another 
rocky year, as this jurisdiction could be included on the European Union’s list of high-risk 
third countries for money laundering that pose significant threats to the financial system 
of the Union.

The EU updated its anti-money laundering list earlier this month in line with the grey list of 
jurisdictions whose AML practices are under increased monitoring by the Financial Action 
Task Force.

Officials told CNS that the listing, which will prohibits the use of special purpose vehicles 
in EU AML listed high-risk third countries, was being addressed and Cayman is intent on 
being removed from this list. When that will happen is unclear but it will not be before the 
end of the year.

In a statement from the financial services ministry, officials said the Cayman Islands 
government was committed to working with the international standard-setter on 
implementing an action plan to address any outstanding issues.

In March 2019 the FATF recommended 63 actions for the Cayman Islands to complete 
to close gaps in its AML regime. While officials claim that 60 of these actions have been 
completed, the FATF nevertheless placed Cayman on its monitoring list and gave it an 
action plan to complete the remaining three important items.

The EU listing will impact a small amount of business here. Although Cayman remains on 
the FATF list, officials said this would not affect Cayman Islands investment funds from 
being marketed in the EU. However, if proposed AIFMD amendments are enacted in 2024 
as expected, this would prevent those funds from being marketed in the EU.

The immediate EU listing will, in accordance with the EU Securitisation Regulation, 
prohibit EU financial institutions from using Cayman Islands entities for securitisations. 
But officials said that Minister André Ebanks is in direct contact with the Cayman Islands’ 
leading industry practitioners in this sub-sector to provide appropriate updates and 
guidance for the area of business that will be negatively impacted..

The listing will require all financial institutions to conduct enhanced due diligence on 
business relationships and transactions involving non-EU listed jurisdictions. This may 
include obtaining additional information on customers, beneficial owners, and the source 
of funds and wealth; and selecting patterns of transactions that need further examination.

Via Cayman News Service

https://caymannewsservice.com/2022/01/more-challenges-ahead-for-offshore-sector-in-eu/
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Top UK law firm fined record sum for 
breaching money-laundering rules
Jan 22 | Haroon Siddique and Harry Davies

Mishcon de Reya agrees to pay fine of £232,500 after investigation by Solicitors 

Regulation Authority

Mishcon de Reya, one of the UK’s most prestigious law firms, has been fined a record 
amount for committing “serious breaches” of money-laundering rules.

The London-based firm has agreed to pay a fine of £232,500, plus a further £50,000 
towards the costs of the investigation, which was carried out by the Solicitors Regulation 
Authority (SRA).

In its decision, published on Wednesday, the regulator said Mishcon de Reya’s conduct 
had “potential to cause significant harm by facilitating transactions that gave rise to a risk 
of facilitating money laundering”.

The SRA investigation concerned work the firm carried out for two unnamed individual 
clients between September 2015 and April 2017, and corporate vehicles connected with 
the same two individuals.

The work included the proposed acquisition of two separate entities that had “higher risk 
of money laundering or terrorist financing” under relevant money-laundering legislation, 
because they involved companies in high-risk jurisdictions.

The regulator found Mishcon de Reya failed to carry out the required level of due diligence 
or ongoing monitoring.

Additionally, between 22 July and 28 July 2016, a payment of £965,000 was made into 
Mishcon de Reya’s client account and three payments – the highest of $1,099,015, 
equivalent to £810,000 – were made out of it, none of which related to the delivery of 
services by the firm, contrary to SRA rules that forbid client accounts being used “as a 
banking facility”.

The firm accepted the SRA’s decision and fine, which is is almost double the previous 
highest of £124,436, imposed by the regulator on Find My Claims in 2019, for sending 
six million unsolicited marketing letters to members of the public in respect of mis-sold 
payment protection insurance (PPI).

A spokesperson for Mishcon de Reya disputed that the fine was the largest imposed by 
the SRA because the penalty covered two separate investigations rather than one.

The settlement will prevent the investigation looming over the firm as it prepares to 
float on the London Stock Exchange. The company is expected to seek a value of about 
£750m, based on typical valuations in the legal sector, a price tag that would make it the 
largest London-listed law firm, with every member of staff becoming a shareholder.

To read in full

https://www.theguardian.com/profile/haroonsiddique
https://www.theguardian.com/profile/harry-davies
https://www.sra.org.uk/consumers/register/organisation/?sraNumber=632987
https://amp-theguardian-com.cdn.ampproject.org/c/s/amp.theguardian.com/law/2022/jan/06/top-uk-law-firm-fined-record-sum-serious-money-laundering-rule-breaches-mishcon-de-reya


ATTIC Resources
ticc.nz/aml-cft-updates 

Partnerships and Support
info@attic.nz 

Training
training@attic.nz

Copyright & Disclaimer

The opinions, and viewpoints expressed by contributors and ATTIC magazine do not necessarily reflect the opinions, beliefs, and 

viewpoint of ATTIC magazine, being collaborative thinking across AML.

The content is regarded as general information, and copyright to the contributor and/ or ATTIC magazine: Sourced from industry updates, 

shared content/ publications, and those in the AML sector, and is not intended to address any particular person. All reasonable measures 

have been taken to ensure the accuracy of the content, however, ATTIC magazine and/ or TICC.nz accepts no liability for any direct or 

indirect loss or damage as legal advice or other of any kind arising from use of content linked to or from this publication.

Content may contain statements, and opinions of individual persons other than ATTIC magazine or TICC.nz. 



Supported by TIC Company 


